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Centre of Excellence for Combatting Document Fraud (CED)

To maximize MSs’ and

vy

3"d countries operational
capabilities in Document

Emphasizing expertise
in identity and travel
document frauds, the
Centre pursues
operational excellence
for the Benefit of
Border Guards and
other Law Enforcement
Bodies.

//'\
MIS
and Identity Control,

SION
including the fight
[~ —

\K against the related

NS/ T o
i \ 'Y cross-border crimes,
=

OPERATING providing permanent

STRATEGY Operational Su!opo.rt
and Value Creation in

Field Operations.

CED enables a Systematic and Structured transfer of Knowledge and Know-how
from document specialists/experts to other officers to ensure appropriate
document and identity check at all levels.
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Centre of Excellence for Combatting Document Fraud (CED)

. Document
and Identity Control

Benefit of
Border Guards and

other Law Enforcement Operational Support
Bodies and Value Creation in

‘COMPLEXITY to SIMPLICITY’ rield Operations

Systematic and Structured transfer of Knowledge and Know-how
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Strategic Cooperation with Partners

‘Value comes from

collaboration and integration’

EUROPEAN
COMMISSION

Strategic
Cooperation

EUROPOL
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grategic Cooperation with INTERPOL

‘Enabl & kteumdoresifoaamsfer of
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specialists/experts to their common end

user — frontline officers’

&FIELDS

Strategic
Cooperation
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Value comes from collaboration and integration ...

INTERPOL
DIAL-DOC

FRONTEX-INTERPOL

Fl. .OS

FRONTEX
QCC




Digital INTERPOL Alert Library — Document (DIAL-DOC)

= An INTERPOL database that contained:
o Approximately 3.000 records (e.g. Alerts, Bulletins)
o Around 100 countries consulted the platform on a regular basis

o 25 countries contributed data

INTERPOL Who we are  (rimes  Howwework  Our partners Whatyoucando  News  Wanted persons EN v 'f_\\

INTERPOL launches new technology to detect
fraudulent travel documents

30July 2013

Home * MNewsand Events > Mews > 2013 > INTERFOL launches new technology to detect fraudulent travel documents

LY'OM, France — A new police tool has been launched by INTERPOL and the G, enabling the INTERPOL community to exchange informaticn on
fraudulent identity and travel documents.
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The challenge ...
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¥ Department of Immigration =
o FICHE ALERTE and Border Protetion Bulgarian E-passport
ALERT - ands of an Albanian national, this forgery
e FRA‘F"’“CEI \ssport detected in the UK. The page has
Juillet 2013 T = ¥ nage removed and replaced with an incorrect
‘Dvecion Geriale 02 Polls sus Fronéees, Bureau 0o 8 Fraude Documentae, Document Examination Alert Notice (DEAN) e o w] s Hope we mrt . but the Image Perf ™ secondary
08, rue de Penthévre, Paris, France. Tel:+33 140 07 69 26 Fax +33 140 07 oz ’ “==:| \ain image area now fluoresces more
o ’ fibres in this area are missing and the UV
Faisification  BGR - Bulgarie E-Passeport Document Description: Altered Bulgarian Passport sy serial number now displays
Forgery Buigaria E-Passport Notice Number: 0201600703 v | aanw | ZEEomo PrAND aphic elements have been maintained, the
r ot | TS e I S v o i
et modiit 1 photo crigmet & 1 Date Created: 24 May 2016 -
oot secondans e b amoeioRwE | Travs |1z AMOR | irar.avs
Doan 85it n order 0 moaky e arinsl
Ty ‘ ey [l P
[t ‘Coqueiies (Pas de Calais) - France [EETTov TN e = L
L3 o o Sl R " PP
Oetecon umor Darge polce O Overview: Passport failed the reader at the primary line and primary support point N A | X .
Date de detection: averzn 1 se-passport model 2010» and was referred to Australian Border Force Entry Clearance Officers who
D S Suucet determined the passport to be bogus.
Nasonatty o e dearer | Passport contains a split and grafted identity page.
Y o e g aamion ket o P i
Determination: Altered. LB, e e b A A1 W R
T Document contint e puce | OW1
Docrren o chent i | iA-thenticate result: Failed Checksum, Smart Card, and Smart Card Cross-Check tests.
bu ]
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Points de détection

@ Duetothe mechanicsl removal of the primar
form.

the pager can

of

ry Bholo, the wiling in the photo srea was dameged. This damsge to
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1. The background print of
the identity page exhibits
a  combinaon  of
Lithography and ~ colour
transfer  (laser)

printing.

2. There are traces of
original  personalisation
data on_the
lamina. The lamina is
creased and cracked.

3. The identity page contains
no visible watermark
when  viewed
transmitted light.

NOTE: genuine _comparison
document is identiied by green

ONLY in Dial-Doc

Genuine - The biodata page contains Forged - A square of thinner paper

a two-tone watermark and a laser is evident in the main image area.
perforated secondary image plus serial ~ Misalignment of the split page has
number viewed using transmitted light. reduced the clarity of the perforations.

Fismmmssmmm)  Detection Points

ot

Disturbed watermark/page
thickness inconsistencies

Incorrect image type
Perforated safeguards

High base fluorescence in main
penen NIKOLAEVACcecesececcecaces

mn-m‘m""’-'s"”«"" image area/UV print safeguards
- Different chip image

Forged - An unaltered machine readable
zone allowed the chip to be read.

ot

i nor , without prior
Home Office Directorate raud Unit. PO Box 1000 Hayes UB35WB
tel 444 (0)203014 8072 fax +44 (0)20 3014 8087 email ndfu dutyofficer@homeofice.gsi.gov.uk

15 Alerts refer to the same Bulgarian Passport



Entex Quick Check Card (QCC)

FRQNTE Reference Manual

. . . . . . B EUROPEAN BORDER AND COAST GUARD AGENCY Quick Check Card
. A d eCI S I o n a I d ta I I O re d to fro nt- I I n e Ca pa b I I It I es a n d nUV light 2. personalization by laser engraving 3. tactile laser engraving 4.

background printed in offset with fine line pattern and microprint 5. tilting effect laser perforation 6. laminate
embossing-relief 7. secondary (ghost) image laser engraving 8. ovd 9. recto IR light 10. inner page(s) transmitted

Conditions: light and under UV light

= = KONINKRIJK DER NEDERIANDE
== o

o Based on recent forgeries trends, modus
operandi, vulnerability assessment of the

PENLDDE<BRUISN<<WILLEKE<LISELOTTE<<<LK]

document and the quantified judgement of —

document experts

o Using the authentic images of selected security
features

&8 | ICAO  TRIP REGIONAL SYMPOSIUM 2023

The colors of the reproduction may not correspond exactly to that of the original



Entex Quick Check Card (QCC)

FRONT=X Reference Manual

Bl EUROPEAN BORDER AND COAST GUARD AGENCY Quick Check Card

= A decision aid tailored to front-line capabilities and S

ordinary passport 1. recto normal and UV light 2. personalization by laser engraving 3. tactile laser engraving 4.
background printed in offset with fine line pattern and microprint 5. tilting effect laser perforation 6. laminate
embossing-relief 7. secondary (ghost) image laser engraving 8. ovd 9. recto IR light 10. inner page(s) transmitted

Conditions: light and under UV light

= B KONINKRIJK DER NEDER

i

o Little time to decide

o Limited access to (specialised) equipment

o Limited specialist-level competence

o Operational and training value

‘COMPLEXITY to SIMPLICITY’

i) |CAO  TRIP REGIONAL SYMPOSIUM 2023
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FIELDS at the frontline

A global database to help detect counterfeit and forged travel and identity documents.
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The border officer scans a
traveller's document.

 Tpe  Countycode  Passporto.

T e s O B A\LSPS AA000000 =
Rl 2220 VU e 0\ w AN \ = \ 2 . . .
RS SO\ AR : : Y I/i 2\ FIELDS automatically identifies
S \ s/ the document model...
JANE
/—\ Nationality Record No.
’ . COUNTRY 12345-01234
... and provides a Q.u.lck L=y .,.,,
Check Card showing DDMYY  PLACE 1234
authentic security features. = ey
72538 5
] S ee 9 = ;/4\ The officer compares
o the document against
Q< <LOREM< <<DOE<<<<JANE<<< <<<< K<< <LK LLLLLLL LN the QCC...
...and refers any suspect
document for second-line
processing.

FRONT=X

EUROPEAN BORDER AND
COAST GUARD AGENCY

FRONTEX - INTERPOL ELECTRONIC LIBRARY DOCUMENT SYSTEM
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Your dashboard

All published My uploads Awaiting validation

3965 3077 12 S7

Partially published Rejected Expiring Expired
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FIELDS Web

Platform .

Create Record

Search, upload,
record management
etc.

Most recent publications

20231005_092643_ALR_GB 20231005_075912_ALR_GB 20231011_102133_ALR_CH
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A alert

NCB MANCHESTER _.

Bl afghanistan
Passport

Ordinary decument

A alert

NCB MANCHESTER ..

BIE bominica

Passport

A alert

NCB BERN Switzerla_

4 Peru
Passport

inary document



ELDS Central Unit (FCU)

= Active since 1 April 2022
= Composed of INTERPOL and Frontex staff. Responsible for:

o Stakeholder engagement to collect specimen documents and document model
information

o Creating QCCs and only entity able to validate record compliance
o Managing the outreach and expansion of the system

o Leading the technical and business improvements

16



Outreach and Expansion ...

= |nteraction already underway for Western Balkans & Moldova via workshops and eventual
integration

= Canada assessing its role as a regional leader, incorporating FIELDS into its Americas
Capacity Building Program with Colombia, Mexico, Panama, and Peru as initial beneficiaries

(countries in other regions are being pursued to undertake a similar role)

= North Africa (in collaboration with IOM) will be targeted as a priority region (2024-2025)

17



mhe pipeline ...

= The B2B system will be deployed in: Bulgaria, Croatia, Italy, Malta, Romania, and Spain
(France already operational)

= Expand QCCs’ accessibility to collaborative countries (Western Balkans, Moldova, Latin
Americas)

= |nteroperability with other document’ systems (e.g. EBCG FADO)

18
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Cooperation needs ...

‘Value comes from

collaboration and integration’

EUROPEAN
COMMISSION

Strategic
Cooperation

19

EUROPOL



* Document Experts are needed to support the
Quick Check Card (QCC) production process in an
active manner (where capability exists).

» This is the requirement to access FIELDS

content and a unique global network of
Cooperation experts.

Needs

" |ssuing Agencies are needed to gather information
FIELDS about document versions.

» Inreturn, FIELDS global network of experts can
provide useful information that benefits
document design (e.g. to assess the security
mix in document design).

éj‘ ICAO TRIP REGIONAL SYMPOSIUM 2023
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Collaboration
with ICAO

FIELDS

Collaboration with ICAO to:

" Facilitate the excb@%ﬁf& ation between
Issuing Age and FIELDS Ce ‘jmlt to
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Practice.

for Circulating
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21



43 ICAO TRIP REGIONAL SYMPOSIUM 2023

Collaboration
with IOM

FIELDS

Collaboration with IOM to:

Facilitate collaboration with additional document
expert networks (cooperation & capacity building).
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Information and data Analysis 51_::,tem :MIDAS).

kocliPN 1d¥4 bR AerlLok € Ibreing

countries in the integration of FIELDS B2B solution
into their border management information
systems.

C
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C_hallenge: Restrictions of the QCC ...

= Frontex develops all QCC'’s in a dedicated Working Group comprising of EU/SAC States +

Canada and Australia
= FIELDS collaboration requires mutual beneficial cooperation regarding QCC sharing

= WB + Moldova are the pilot group to expand accessibility to QCCs — they are now producing
QCC and sharing of QCCs with them is expected in December

23



24

‘i N

[ellals
INg

A
undertak

€20C WNISOdINAS T¥YNOIDIY dIdL OVl




¥ (ICAO

ank You



	Slide 1
	Slide 2: Tom van der Hor
	Slide 3
	Slide 4: Centre of Excellence for Combatting Document Fraud (CED)
	Slide 5: Centre of Excellence for Combatting Document Fraud (CED)
	Slide 6: Strategic Cooperation with Partners
	Slide 7: Strategic Cooperation with INTERPOL
	Slide 8: Value comes from collaboration and integration …
	Slide 9: Digital INTERPOL Alert Library – Document (DIAL-DOC)
	Slide 10: The challenge …
	Slide 11: Frontex Quick Check Card (QCC)
	Slide 12: Frontex Quick Check Card (QCC)
	Slide 13
	Slide 14
	Slide 15: FIELDS Web Platform
	Slide 16: FIELDS Central Unit (FCU)
	Slide 17: Outreach and Expansion …
	Slide 18: In the pipeline …
	Slide 19: Cooperation needs ...
	Slide 20: Cooperation Needs
	Slide 21: Collaboration with ICAO
	Slide 22: Collaboration with IOM
	Slide 23: Challenge: Restrictions of the QCC …
	Slide 24: A joint undertaking
	Slide 25

