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Goals:
1. Show the new version of the Spanish NPKD
2. Adaptation to the new international regulations
3. New features for the improvement of the
management of cryptographic material.
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It allows:

1. That the Inspection Systems verify . |
easily and reliably the authenticity of | Sountries fromwhich MRTDs

the passports will be verified
P P ' b. Passengers crossing the

2. The simple management of borders
Information included in the PKD c. The number and variety of
before the foreseeable increase In inspection systems

the number of:
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2. Send to the Inspection
Systems the information
to validate eMRTDs

1. Communications with
ICAO PKD

* Certificates of the
Document Signer.

* Certificates of the

e Upload of the national
Master lists, DS
certificates and CRLs.

e Download of the CSCAs .

foreign Master lists, DS  CRLs issued by the
certificates and CRLs CSCA:s.

* Web services available
to request this data.
e Automatic publication

inside of a National
| PKD LDAP.

Spanish National PKD

3. Issuing of the Master
Lists

4. Data approval

e Manual approval of the
countries to be trusted
(CSCA certificates).

e Automatic approval of
the foreign CSCA.
certificates using CSCA
link certificates.

e Automatic approval of
DS certificates and CRLs
issued by trusted
CSCAs.

* Containing the national
CSCA certificates and
the chosen trusted
foreign CSCA
certificates.
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KeyOne e-Passport NPKD
9 m Tareas

B KeyOne e-Passport NPKD b Tareas B Publicacion en el PKD nacional

9 Publicacidn en el PKD nacion:
(@ Listas maestras de CSC,
(Q Certificados de CSCA
(Q Certificados de DS
(GerL
o= [ Gestion de claves
L m Certificados y claves

Q|

Listas maestras de CSCA

Importar certificado de CSCA...

C)

Procesar LDIF de listas maestras de CSCA de ICAO...

|

Certificados de CSCA

=

Importar lista maestra de CSCA....

Importar certificado de DS...

C)

Procesar LDIF de DSCICRL de ICAO...

&

Descargar CRL del PKD de ICAO...

<

Certificados de DS

&

Emitir lista maestra de CSCA....

Importar CRL...

s

Descargar listas maestras de CSCA del PKD de ICAO...
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Doc 9303: ICAO Regulations on certificate profiles

Table 4. Certificate Extensions Profile

Machine Readabl
Travel Document

Part 1

Machine Readable Passports
Volume 2
Specifications for Electronically Enabl
with Biometric Identification Capabili

Approved by the Secretary General
and published under his authority

Sixth Edition — 2006

International Civil Aviation Organization

Doc 9303

Machine Readable Travel Documenf
Seventh Edition, 2015

Part 12: Public Key Infrastructure for MRTDs

INTERNATIONAL CIVIL AVIATION ORGANIZATION

. -
| R
5 i 5 | Zs
2yl 3 T | z8¢
Extension name E no: 5 _-3 E §, Comments
s 8 5487
a 22
Y Q | =5
HE IR IR AR IR AR
€| 5|E|S|E|5|&|5|&|5
ZuthorityReyIdentifier | o |nc [m|nc|m|nc| m | nc|m| nc
keyIdentifier m m m m m
authorityCertIssuer o o o o o
authorityCertSerialNum | © o o ] a
ber
SubjectReyIldentifier m |nc| m{nc|o|nc| o |nc|o|nc
subjectReyIldentifier m m m m m
EeyUsage m c | m|c|m|c m c |m| c
Some communication
certificates (e.g. TLS
certificates) require that the
keyUsage bits be setin
accordance with the
digitalSignature X X m m ] particular cipher suite
used. Some cipher suites
do, and some do not
require the
digitalSignature bit
to be set.
nonRepudiation X X X X X




New features:

Compliance check of the ICAO Doc
9303 profiles
The possible results are:

*  The certificate complies with the
profile of doc 9303.

«  The certificate does not comply

with the profile of doc 9303; in this
case it shows information about the

extensions that do not conform to
the regulations.
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Sesion  Configuracion de seguridad  Perfil de validacion

KeyOne e-Passport NPKD
g Tareas
= & Publicacion en el PKD nacion
(] Listas maestras de €304
(] certficados de C3CA
(G Certiicados de DS
Gon
(& Gestion de claves
Y Certficados y ciaves
[l &= Configuracion de sequridad

[0 Perfies de valdacibn
% Definicion del fujo de trabajo
& Configuracion administrativa

'|‘ Herramientas administrativas
¥ Add-ns
@ Logs

b KeyOne e-Passport NPKD B Configuracion de sequridad B Perfles de validacion

Nombre del perfil

Descripcion del perfi

‘| 3 crL_eTH_EDmoN

ICAQ Daoc 9303 6th Edtion CRL profile (from 26 Jul 2006)

|88 CRL_7TH_EDTON

ICAQ Doc 9303 Tth Edtion CRL profile (from 21 May 2014)

| B CRL_GuDANCe

ICAQ Doc 9303 Guidance CRL profile (from 22 Jun 2011}

| BT C5CA_LINK_CERT 2008 VERSION

ICAQ Doc 9303 Part 3 3rd Edition certificate profile for CSCA link certs (from 19 Nov 2008)

‘| 3 csca_Lwk_ceT_sH_eomon

ICAQ Doc 9303 6th Edtion certificate profile for CSCA link certs (from 28 Jul 2006}

“| BF CSCA LINK_CERT_7TH_EDmION

ICAQ Doc 9303 Tth Edtion certificate profiie for CSCA link certificates (from 21 May 2014)

| CSCA_LINK_CERT_GUDANCE

ICAQ Doc 9303 Guidance certificate profile for CSCA link certificates (from 22 Jun 2011)

| B CSCA_ROOT_CERT_6TH_EDIION

ICAQ Doc 9303 6th Edtion certificate profiie for CSCA root certificates (from 28 Jul 2006)

“{ B0 CsCA_ROOT_CERT 7TH_EDTION

ICAQ Doc 9303 Tth Edtion certificate profile for CSCA root certificates (from 21 May 2014)

] CSCA_ROOT_CERT_GUIDANCE

ICAQ Doc 9303 Guidance certificate profile for C3CA root certificates (from 22 Jun 2011)

|89 DOC_SIGN_CERT 6TH_EDITION

ICAD Doc 9303 6th Edtion certificate profile for DS certificates (from 26 Jul 2008)

| B8 DOC_SIGN_CERT_TTH_EDTION

ICAQ Doc 9303 Tth Edtion certificate profie for Document Signer certs (from 21 May 2014)

B 00 C_SIGN_CERT_GUDANCE

ICAD Doc 9303 Guidance certificate profile for Document Signer certs (from 22 Jun 2011)

“{ BT 14L_SIGN_CERT_7TH_FOON

ICAQ Doc 9303 Tth Edtion certificate profile for Master List Signer certs (from 21 May 2014)

|9 L_SIGN_CERT_GUDANCE

ICAD Doc 9303 Guidance certificate profile for Master List Signer certs (from 22 Jun 2011)

ICAQ C3CA countersigning and Master List issuance Version 1.0 (from June 23, 2009)

| B WL_SIGN _CERT_V1




New features:

Obtaining of CSCAs, DSs y CRLs list

CSCAs certificates approved and valid
(no expired)

Imported and valid DS certificates (no
expired)

Valid CRLs imported into the system
(no expired)
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!
Importar CRL - Cargar CRL

ke\/lne Esta opcion importa una CRL. La CRL se verificaré con los certificados de CSCA aprobados. Previamente debe haber importado v
aprqbado los certificados de CSCA requeridos. Indigue el archivo con la CRL, o bien introduzca la codificacidn de la CRL en
. formato haseB4.

Ohtener de | Archivo

Ruta del archivo [C:\SafelayerkeyOned0iKeyOneDataidata =]

Cancelar




New features:

Inclusion of CSCA certificates in the
Master Lists based on validations
performed by Inspection Systems

« It allows the necessary validation
threshold so that a CSCA certificate
Is included in the Master List.

* Inclusion of CSCA certificate in the
Master List if the certificate is
approved and in addition the
validation threshold is exceeded.
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ere'y’One e-Passport NPKD

T

Emitir lista maestra de CSCA - Emitir lista maestra de CSCA
' hayan sido aprobados.
|

ke\/'ﬂe ‘ Esta opcidn emite una lista maestra de CSCA. La lista maestra de CSCA se construird con los certificados de CSCA validos gue

lSiguiente:] I Cancelar
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Sesidn Publicacidn en el PKD nacional
KeyOne e-Passport NPKD P KeyOne e-Pazsport NPKD B Tareas B Publicacion en &l PKD nacional B Certificados de CSCA
5 Taress Estado Tipo Estado del certificado Vilido desde Vlido hasta Insertado el
£ Publicacién en &l PKD naciont | == ygnaco (Mc) Certificado raiz Pendiente 2015-06-11 15:33:31 2028-09-08 15:33:31 2016-07-15 12:26:59 -
(] Listas maestras de CSC4 “|™4 yanaco (MC) Certificado raiz Pendiente 2014-11-28 10:17:49 2023-02-28 10:27:49 2016-07-15 12:26:59
[ certificados de CSCA B Portugal (FT} Certificado de enlace |Pendiente 2016-03-10 17:34:04 2024-09-04 18:44:04 2016-07-15 12:26:58
[ certificados de DS 1 talia () Certificado raiz Pendiente 2016-05-18 15:21:59 2031-08-13 15:21:58 2016-07-15 12:26:58
E:Q CRL - | Chipre (CY) Certificado de enlace |Pendiente 2014-11-08 01:31:21 2029-02-04 13:31:21 2016-07-15 12:26:58
(@, LDIF de ICAO - | Chipre (CY) Certificado raiz Pendiente 2011-08-01 16:16:57 2025-10-31 03:16:57 2016-07-15 12:26:58
& Gestion de claves | Chipre (CY) Cerificado de enlace |Pendiente 2011-08-01 16:18:52 2025-10-31 03:18:52 2016-07-15 12:26:58
m Certificados y claves 1 r(sSG) Certificado raiz Aprobado 2016-01-26 08:31:04 2031-01-26 09:01:04 2016-04-20 11:45:52
= Configuracion de seguridad e | r (SG) Certificado de enlace |Aprobado 2016-01-26 11:58:07 2019-01-25 12:29:07 2015-04-20 11:45:30
i e - ] Portugal (PT) Certificado raiz Aprobado 2016-03-22 12:22:55 2024-08-22 13:22:55 2015-04-20 11:44:53
& san Cristobal v Nieves (KN} Certificado raiz Pendiente 2010-12-0% 15:15:40 2025-12-0% 15:45:40 2016-04-20 11:15:07
R EU Certificado raiz Pendiente 2015-11-04 01:00:00 2027-02-04 01:00:00 2016-04-20 11:15:07
b= Repliblica Checa (CZ) Certificado raiz Aprobado 2016-03-24 08:45:10 2031-06-24 05:45:10 20186-04-20 11:15:07
Bm Repliblica Checa (CZ) Certificado de enlace |Aprobado 2016-03-24 08:4%:10 2026-06-25 02:00:00 2016-04-20 11:19:07
I randa (IE} Cerificado de enlace |Aprobado 2015-12-17 15:41:42 2026-01-06 13:09:31 2016-03-01 15:00:59
I rianda (IE} Certificado raiz Aprobado 2015-12-17 15:41:42 2030-12-17 16:11:42 20186-03-01 15:00:59
Dinamarca (DK} Certificado raiz Aprobado 2015-10-28 09:24:23 2031-05-28 10:54:23 2018-03-01 15:00:55
m Dinamarca (DK} Certificado de enlace |Aprobado 2015-10-28 09:24:23 2027-05-05 13:17:22 2018-03-01 15:00:55
j25] Georgia (GE) Certificado raiz Pendiente 2011-07-07 16:35:30 2026-10-01 16:39:30 2018-02-23 11:14:47
4= Finlandia (F1p Certificado raiz Aprobado 2016-01-25 05:06:50 2026-04-26 10:05:50 2018-02-23 11:14:47
M Albania (AL) Certificado raiz Pendiente 2008-01-20 01:00:00 2024-04-22 02:00:00 2016-02-23 11:14:47
] Portugal (FT}) Cerificado de enlace |Pendiente 2016-01-25 12:04:13 2024-07-22 13:14:13 2016-02-23 11:14:47
I Portugal (PT} Certificado raiz Pendiente 2016-01-26 11:47:54 2024-07-22 12:57:54 2016-02-23 11:14:47 =
= Primero || < Anterior ” Siguiente = || (ttimo = || Nueva consulta... || Refrescar | ‘
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