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Goals: 

1. Show the new version of the Spanish NPKD 

2. Adaptation to the new international regulations 

3. New features for the improvement of the 

management of cryptographic material. 
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It allows: 

1. That the Inspection Systems verify 
easily and reliably the authenticity of 
the passports. 

2. The simple management of 
information included in the PKD 
before the foreseeable increase in 
the number of: 
 

a. Countries from which MRTDs 
will be verified  

b. Passengers crossing the 
borders  

c. The number and variety of 
inspection systems 
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Spanish National PKD 

1. Communications with 
ICAO PKD 

• Upload of the national 
Master lists, DS 
certificates and CRLs. 

• Download of the 
foreign Master lists, DS 
certificates and CRLs 

2. Send to the Inspection 
Systems the information 

to validate eMRTDs 

• Certificates of the 
Document Signer. 

• Certificates of the 
CSCAs . 

• CRLs issued by the 
CSCAs. 

• Web services available 
to request this data. 

• Automatic publication 
inside of a National 
PKD LDAP. 

3. Issuing of the Master 
Lists 

• Containing the national 
CSCA certificates and 
the chosen trusted 
foreign CSCA 
certificates. 

4. Data approval 

• Manual approval of the 
countries to be trusted 
(CSCA certificates). 

• Automatic approval of 
the foreign CSCA. 
certificates using CSCA 
link certificates. 

• Automatic approval of 
DS certificates and CRLs 
issued by trusted 
CSCAs. 
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Doc 9303: ICAO Regulations on certificate profiles 
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New features: 

Compliance check of the ICAO Doc 

9303 profiles 

The possible results are: 

• The certificate complies with the 

profile of doc 9303. 

• The certificate does not comply 

with the profile of doc 9303; in this 

case it shows information about the 

extensions that do not conform to 

the regulations. 
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New features: 

Obtaining of  CSCAs,  DSs y CRLs list 

•  CSCAs certificates approved and valid 

(no expired)  

• Imported  and valid DS certificates (no 

expired)  

•  Valid CRLs imported into the system 

(no expired) 
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New features: 

Inclusion of CSCA certificates in the 

Master Lists based on validations 

performed by Inspection Systems 

• It allows the necessary validation 

threshold so that a CSCA certificate 

is included in the Master List. 

• Inclusion of CSCA certificate in the 

Master List if the certificate is 

approved and in addition the 

validation threshold is exceeded. 
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