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Visible Digital Seal — NC

Main Drivers 1. Recovery of air traffic and international travel

ICAO CAPSCA (Collaborative Arrangement for the Prevention and Management of Public
Health Events in Civil Aviation) and CART (Council Aviation Recovery Task Force)

« CART Phase Il asked for the development of a global framework for the validation of
testing and vaccination records and/or certificates.

* Following the approval by the ICAO Council for Guidelines for VDS-NC, the NTWG,
PKD and ISO experts developed specifications for special use cases of VDS for “public
health proofs” for cross-border travel.

WHO
« Larger scope, defines use cases, e.g. proof of vaccination including “core data set”

* Interim guidance for developing a Smart Vaccination Certificate, Release Candidate 1,
19 March 2021

EU Draft Regulation (Digital Green Certificate)

« eHealth-Network (eHN) proposes interoperability requirements and “data fields” for
vaccination certificate, test certificate and certificate of recovery, 18 March 2021

« New technical specifications by April 16, 2021
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Visible Digital Seal - NC

Main driver 2: Security of health related
proofs

Health proofs as target of fraud

The counterfeit of vaccination certificates
and COVID-test reports have become a
mass phenomenon. Blank “yellow books”
with complete vaccination entries are sold
on Telegram channels for 80 — 150 €.

The vaccination certification was never
Intended to be a secure travel document and
hence carries no security features.

The VDS-NC is designed as an
accompanying document carrying digitally
signed health information — making fraud
easily detectable.

Case example: Blank fraudulent yellow book sent from
London to Frankfurt carrying vaccination entries, May 2021
(Source: BPOL FRA)
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Overview

MACHINE READABLE
TRAVEL DOCUMENTS

TECHNICAL REPORT
VDS-NC

Visible Digital Seal for non-constrained environments
Version - 1.0
Dalc — April 23, 2021

ISOVIEC JTCT SC1T WGEATFS
FOR THE
INFERNATHONAL CIVIL AVIATION ORGANIZATION

Flie WGITFS_NCROT TR - Viskie Dapital Sest-NE V1.0.doc
Wenor ISONECJTCH SCITWESTES
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Visible Digital Seal for non-constrained environments

Specifications ready!

« Taking on the challenge, ICAO NTWG and ISO/WG3
experts developed a viable technical solution leveraging
existing infrastructure to provide for rapid implementation
and global interoperability - Visible Digital Seals for non-
constrained environments (VDS-NC).

« The specifications were approved by the Technical
Advisory Group on Traveller Identification Programme
(TAG/TRIP) on May 6, 2021 and by the Air Transport
Committee on May 14, 2021.

« ICAO is proud to announce this first full set of fully
approved specifications for interoperable public health
proofs.

« Based on these specifications, States can begin to develop
and implement globally interoperable solutions.

« The specifications can be found at
https://www.icao.int/Security/FAL/TRIP/Pages/Publications.

aspx
* https://www.icao.int/Security/FAL/TRIP/Publishinglmages/P

aqes/Pub_Iications/Visi_bIe%ZODiqitaI%ZOSeaI%ZOfor%ZOno
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MACHINE READABLE
TRAVEL DOCUMENTS

TECHNICAL REPORT
VDS-NC

Visible Digital Seal for non-constrained environments
Vepsion - 1.0
Dalc — April 23, 2021

ISOVIEC JTCT SC1T WGATFS
FOR THLE
INFERNATIONAL CIVIL AVIATION ORGANIZATION

Flie
LM?!A,_'QQEQJLQAE&;U.M.B'TFS

WOGATFS_NCROT TR - Visbia Dighal Sesi-NC V1. 0.dec
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Visible Digital Seal - NC

Main Properties

What it is:

1. The VDS-NC is designed as a specific token for cross-
border travel, as an interoperable proof of health events
(test, vaccination).

2. The VDS-NC is a digitally signed 2D-barcode, to
ensure the data is authentic and not been modified.

3. The VDS-NC relies on an existing two-level PKI trust
model as it is used for e-passports since 2004. It
consists of a root of trust (CSCA), a document (barcode)
signer, a Public Key Directory and the document itself.

4. The CSCA does not have to be the same as for e-
passports, though re-using the same CSCA is
recommended. If a different VDS-NC CSCA is set up,
then specific profiles to differentiate between the function
of the CSCA are defined.

5. The VD-NC shall be easily readable by most barcode
scanners deployed in the travel/border environment.

6. The VDS-NC is offline verifiable, without the need for
an online-connection.

Proof of Testing Jssued by UTO Version { UTCE Uo1922
PERSONAL INFORMATION

Name of the Holder: Date of B Documant Type Document Number:
Cook Gerald 19900129 P E1234567P
SERVICE PROVIDER

Name of Testhing FacimyiService Provioer Counry of Test

General Hospital uto

Phone Number Emasl Ariress. Address

+00068765432 genhosp@mail.com 12 Utopla Street

DATETIME OF TEST & REPORT

Specmen Collecthion DateTime
2020-12-12712:00:00+08:00

TEST RESULT

Type of Test Conduciad. Besult of Test
molecular(PCR) negative
OPTIONAL DATA FIELD

1012348

Report issuance Date Time.
2021-02-11714:00:00408:00

nasopharyngeal
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Visible Digital Seal - NC

Main Distinctions

What it is NOT:

1. The VDS-NC is not the primary medical vaccination
document. This function stays within the health-related
environment: vaccination certificates will be treated and
governed as health documents.

2. The VDS-NC is not intended to replace any national/

multilateral vaccination document.

International Certificate of
Vaccination or Prophylaxis

International Health Regulations {2005)

Certificat international de
vaccination ou de prophylaxie

Réglement sanitaire international (2004)

Issued to [ Délivré a

Passport number or travel document number
Numeéro du passeport ou du document de voyage

10
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ViSible Digital Seal - NC VDS VISUM/VISA

DEVTSTHLANDIRVANS A, L ¢ E
1 ¥ s e

Why ,Non-Constrained” environment?

« While the VDS’ encoding is highly space ey NP R
optimized and is therefore binary, the VDS- RS i
NC enCOdeS the data aS a “I_JSON” 00000000DORUATADYI1E85F2008099<NA00630
structure, easily read out by common

. . VDS-NFreste reseng Issued by UTO Version © UTCH: UB1992
barcode scanners, e.g. at airports/airlines.
« The VDS is intended to be used on visa Comcwns  rowaias ro e

labels (EU Schengen visa beginning sesnca pacin

05/2022) and similar documents, the VDS- o o'

NC is designed to be displayed on standard Wi g g —

format paper or smartphone screens PATETME of TEST & EPOXT i

carrying no other security features. 2R ATIZ 0000 2021021171400 01080
e om =
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Visible Digital Seal - NC

Design Principles

» Globally Interoperable — ICAO has followed its global
mandate in supporting the development of a globally
interoperable specifications.

+ ,Human®Readable — The VDS-NC is easily readable with
barcode scanners deployed in travel/border environment,
therefore avoiding reading problems with binary barcodes.

> [PaYIeadlis human readable

» Offline Verifiable — The Barcode Signer Certificate is stored in
the barcode itself in order to avoid the complexity of additional
certificate exchange;
> Certificate and [SIEE contained in the barcode

* Able to leverage the eMRTD Trust Model — The VDS-NC is
based on the existing 2-level Public Key Infrastructure (PKI)
consisting of a national Country Signing Certification Authority
(CSCA), a document (barcode) signer and a Public Key
Directory.

* Flexible — The CSCA does not have to be the same as the
one for ePassports, though re-using the same CSCA is
recommended. If a different CSCA is setup for VDS-NC, then
specifically defined profiles are established to allow
differentiation between the function of the CSCAs.

12

Proot of Testing Issued by UTO Versian UTCH: 01932

PERSONAL INFORMATION
Name of the Holder O of B Cocument Type ‘Document Number:
Cook Gerald 19900129 P E1234567P

SERVICE PROVIDER

Name of Testing FacinyServcs Proviser ‘Counry of Test
General Hospital uto

Phone Nuroer Eman Asress sovess

12 Utopla Street

DATETIME OF TEST & REPORT
‘Specmen Colection DateTime: Hagort Isuance DateT me.
2020-12-12T12:00:00+08:00 2021-02-11T14:00:00408:00

TEST RESULT
Type of Test Conducied: Result of Test Sampuny Metod
molecular(PCR) negative nasopharyngeal

OPTIONAL DATA FIELD
1012348

"sig":{"alg":"ES256", "cer": "MIIBeTCCAR2gAwWIBAgIBZzAMBggqhkjOPQQODAY
UAMBOxCzAJBgNVBAYTA1VUMQ4wDAYDVQQODDAVVVCBDQTAe FwOyMTAOMDcwNDI2MTVa
FwOyNjEWMDcwNDI2MTVaMBoxCzAJBgNVBAYTA1VUMQOswCQYDVQQODEwWIwNTBZMBMGBY
gGSM4 9AgEGCCQGSM4 9AWEHAOIABBzop6IWxg Qo8JV1G—

r9EzjoA0XKs SUmkuHCTKZTY-b5atMP8jDtjJaGhal. 2VvrNbz 7WDGsWE —|
TMgQqFzxsS6e]jTzBNMBIGA1UdJQOLMAkKGB2eBCAEBDgIwHWYDVROjBBgwFoAUymyksn|
X8rywnORH7nDg-|
Bs2Q0qowFgYHZ4ETAQEGAgQLMAKCAQAXBBMCT1QwDAYIK0ZIzjOEAWIFAANIADBFAL
Ace9uX8UOpdsOtEkAtkDu2GPyzy S8vQP4ghzGbooa8gIhAO 50R02bsTor6CXHNngG
1d4NNtUGsXNgX1-9gEfVesgb",

}}
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Infrastructure

ICAO TRIP2021

CSCA-Certificate

& CRL
bilateral
exchange or PKD

requests issues
certificate barcode signer
certificate
document

data
4 Barcode Signer

cryptographic signature
using barcode signer cert

Document Personalization

(Test/Vaccination Centre)

issues document

VDS-NC Generation

13
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Visible Digital Seal - NC

Main conditions for a solution

It order to function we MUST agree on:

1.

The 2-level PKI model consisting of a root of trust
(CSCA), a document (barcode) signer and a Public Key
Directory. The CSCA does not have to be the same as
for e-passports.

The certificate profiles as defined by ICAO. The
certificate profile guarantees interoperability and security
across the travel document and health proof use case.

The barcode signer certificate is stored in the
barcode itself in order to avoid an additional repository.

A standardized barcode encoding. This could be
finalized at the end of the discussion process. Easy
readability is key.

CSCA-Certificate

& CRL
bilateral
exchange or PKD

requests issues
certificate barcode signer
certificate
document

data

Barcode
Signer

cryptographic signature
using barcode signer cert

Document Personalization

(Test/Vaccination Centre)

issues document

VDS-NC Generation

14
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Issuance of VDS — NC

I CSCA-
PKI model A: Single CSCA Certiicate
& CRL
' i i bilateral
PKI model A: Single CSCA for both travel docs and issues issues
health proofs ’ doc signer cert | barcode signer exchange or PKD

cerl

M
i Tanl
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+ The CSCA for issuing travel documents acts as the
single root of trust for both travel documents and health
proofs.

« The document (barcode) signers are specific for each
travel documents and health proofs.

» The certificate profiles ensure that certificates can be

used for the intended purpose only.

requests
certificate

Document
Signer

cryptographic
signature

Travel Doc
Personalization
(Passport Office)

issues
document

Travel doc issuance

Barcode
Signer

Health Doc
Personalization
(Test/Vaccination

VDS-NC issuance

issues
document

requests
certificate

cryptographic
signature
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Issuance of VDS — NC
PKI model B: Specific CSCA's

PKI model B: Specific CSCA’s for each travel docs and
health proofs

There are specific CSCA’s for issuing travel documents
and for issuing health proofs.

The document (barcode) signers are specific for each
travel documents and health proofs.

The certificate profiles ensure that certificates can be
used for the intended purpose only.

CSCA-
Certificate
& CRL

issues
doc signer cert

requests
certificate

Document
Signer

signature
Travel Doc

Personalization
(Passport Office)

Travel doc issuance

cryptographic

issues
document

16

CSCA-
Certificate
& CRL
issues _ bilateral
barcode signer exchange or PKD
cert

requests
J certificate

Barcode
Signer

cryptographic
signature
Health Doc

Personalization
(Test/Vaccination

issues
document

VDS-NC issuance
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Verification of VDS — NC
PKI model A: Single CSCA

PKI model A: Single CSCA for both travel docs and
health proofs

« Immigration systems import the CSCA certs as currently
for travel documents.

+ They are then able to verify both travel documents and
health proofs.

« The certificate profiles ensure that certificates can be
used for the intended purpose only.

« Barcode and doc signer certificates could be downloaded
from the (single) PKD.

17

CSCA-Certificate

& CRL

CSCA
signer
cert

Document

Authentication
(e.g. Immigration)

Document verification

Barcode
&

doc
signer
cert

No need
for VDS-
NC asi it
is

included

Verfication by
CSCA-Certificate
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Verification of VDS — NC
PKI model B: Specific CSCA's

PKI model B: Specific CSCA’s for each travel docs and
health proofs

* Immigration systems import the CSCA certs for travel
documents and for health proofs.

« They are then able to verify both travel documents and health
proofs.

« The certificate profiles ensure that certificates can be used for
the intended purpose only.

« Barcode and doc signer certificates could be downloaded
from the (specific) PKD.

document,

signer
cert

CSCA-
Certificate
& CRL

CSCA
signer
cert

Document
Authentication

(e.g. Immigration)

CSCA-
Certificate
& CRL

CSCA
signer
cert

Document verification

18

1

1

1

1

1

:
1
barcode |
signer |
Cert :
1

1

1

1

1

1

1

1

1

1

1

[}

No
need for
VDS-
NC as it
is

- — - —include -
d

Verfication by
CSCA-Certificate
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Data Sets

Proot of Testing tssued by UTO Version UTCE: U01992 P roof Of Test
PERSONAL INFORMATION
Kame of the Holder: Date of B Document Type
Cook Gerald 19900129 P Proot of Vaccmation Iasiind by UTO Veinion 1 UVCE WA
SERVICE PROVIDEB PERSONAL INFORMATION
Name of Testing FacimyiService Provioer Coumry of Test Nans of De Hoder Dt of Barth Passport Number Sav
General Hospital uto Smith Bill 1990-01-02 A1234567Z L
Phons Number Emarl Alireas Address Adanondl ertler
+00068765432 genhosp@mall.com 12 Utopla Street L4a56T890Z
DATETIME OF TEST & REPORT VACCINATION EVENY
Specmen Collection Date Time Report issuance Date Time: Vaccns or Prophytass Vacona Bt Dsuase or agent trgetes
2020-12-12T12:00:00+08:00 2021-02-11T14:00-0 | XMEEMS Comimaty RANLD
TEST RESULT VACCINATION DETAILS 1
- . Date of Vaconstion Tote Number Country of Vaconanon
Type of Test Conduciad Result of Test Samping Method 2021-03-03 T uTo
molecular(PCR) negative nasopharyngeal
Adriwng Certie Vacone Baten Nurbe Dus Oute of Next Dose
RIVM VCiI8ET9 20210324
OPTIONAL DATA FIELD
TR VACCINATION DETAILS 2
Oane of Vaconation Dose Number Courtry of Vaccnanon
2021.03-24 2 uTo
Admnatning Cactre Vacons Bach Ny . 3
RIVM VC87640 epkon oo e

19

Proof of Vaccinatior]
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Visible Digital Seal — NC: Datasets

Proof of Testing and Proof of Vaccination

Proof of Testing:

 The datasets fur PoT follows the
recommendations of ICAO CART.

* Notably, it contains a mandatory Document
Number and a Document Type in order to
establish the link between the person and a
secure document.

Proof of Vaccination:

 The datasets fur PoV follows the
recommendations of WHO.

* Notably, it contains a Unique ldentifier (e.g. a
document number) and an Additional Identifier,
both optional, but (strongly) recommended.

» |t also allows for multiple vaccination events,
with same or different vaccines.

-
-

20

Proof of Test (Personallnformation)

Usiggow Test Cortificate dentifier

Nazw L3 Name cf the hotder (s specifiod in Dce 9305-5) MUAT b yaed " "
The DG of th teal setspect. The (WG 3335 fut e farmat YYPY-NIW-
L -~ 0O MUST be uses, o 30

e 1D Document Typs of the identity document MUST be used. Only
e velues NUIST be used:

s ~ £ - Panaport [any 1ype, Doc 93004} A~ 1D Card any type, Doc 9303 - 0;'::“':
S); € 10 Card (arvy bype, Doc 9303.5); 1« 10 Card [any type, Doc 9503- be

5} AC + Crew Member Certificate (Doc 93035V~ Wsa (Doc 930370
D= Driving License

The D Document Number of the |dentity document MUST be used of
Pockum = She docummrs used in DosType, The © Docsment Rumber iy the 1 RL}
urdgque [dentifier of The Test subfect.

Data Element Mmd-wrvl
icao)

Unigue Test Certificate Identifier

s Name of the hoider {as spocified In Doc 33033 M 29

MUST be used

Date of bivth of subject
Date of Birth dob ISOB601 YYVY-MA-00 c 10

Traved Document Number; Single Unsque

Unique Identifier i Idenitifier only, (dentifier should be valid Traved O-R 1
Document number

Additions! identifi o Any other dncum:“n:;bcr at discretion of o 24

Sex ex Gender of the subject O-R 1

Proof of Vaccination (Personldentification)



Interim guidance for developing a
Smart Vaccination Certificate
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Related
Initiatives

\, World Health

@ Organization
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A DIGITAL GREEN CERTIFICATE
WILL FACILITATE

ICAO TRIP2021
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Related Initiatives
WHO Smart Vaccination Certificate

« |CAO has been closely working and
coordinating with the WHO on the SVC and with
the EU with regards to the EU DGC.

« ICAO TAG/TRIP and ISO experts have been

actively involved in contributing to both Interim guidance for developing a
Smart Vaccination Certificate

initiatives in order to ensure that any solution to
be developed is compatible with the ICAO VDS-
NC.

« The first set of specifications for the WHO SVC
(Release Candidate 1) were issued on 19
March, 2021. RC2 is going to be published any ‘(’)"r‘;g?“'ggg'gﬂ
time soon.

« Based on WHO's decision criteria, the global
trust framework outlined is a PKI-based design
that follows the ICAO PKI model for ePassports
and leverages a Public Key Directory like the
one operated by ICAO since now fifteen years.
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Related Initiatives
EU Digital Green Certificate

The EU is working towards deployment of
the EU DGC system by June 2021.

Notwithstanding the good alignment
between DGC Guidelines and the ICAO
VDS-NC specifications, both parties have
Initiated technical discussions in order to
identify possible compatibility issues
between both technologies as well as global
interoperability.

Main differences are;

Encoding of the barcode

VDS-NC contains signer certificate as
well

CSCA Masterlist and CRL required for
verifying VDS-NC

Barcode Signer (as trustlist) and CSCA

raninrad for vvarifviin ELILDCC

23
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Demonstration

PERSONAL
DETALS

ute u01932

f Holdet Cook Gerald
Date Of Birth
Document Type

Document Numbe

Collection

24




25

Demonstration Proof of Test
S A

What do you see?

VDS-NC Viewer

» Personal details with verification of
sighature and verification of barcode
signer against CSCA

* Time since specimen collection (for the (1Al
48-72 hour requirement) l%l%

Scan Barcode

« Detalls of the test facility, specimen and
test result date and time

Type of test and sampling method and
the result

AO TRIP2021
[ J

r\
L

Demo kindly
provided by
Auctorizium,
Singapore
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Demonstration Proof of Test
Verification fails due to unknown CSCA

What do you see?

* Proof of testing — unknown CSCA
« Barcode verification successful

« Barcode signer cannot be verified

VDS-NC Viewer

26

Demo kindly
provided by
Auctorizium,
Singapore
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Demonstration Proof of Test

What do you see?

Proof of Testing — Signature failure due
to tampering of data.

The date of sampling has been modified
(2021-05-20 - 2021-05-21).

The Rest of the data Is correct.

VDS-NC Viewer

E]

Scan Barcode

27

Demo kindly
provided by
Auctorizium,
Singapore



Demonstration Proof of VVaccination
S A

What do you see?

VDS-NC Viewer

 Two different vaccines for each dose.
« Shows up as two vaccination events

 First is BionTech/Pfizer, next is E]%[E

Moderna. %ﬂﬁ

* Firstdose inin UTO, second in SGP. Scan Barcode
Still signed by UTO.

AO TRIP2021

r\
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Demo kindly
provided by
Auctorizium,
Singapore
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Summary
Next Steps

1999927229
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Visible Digital Seal - NC

Summary & Next Steps

» Accomplishing the task set out by ICAO CART
Phase lll, a global framework for the validation
of testing and vaccination records and/or
certificates was developed by ICAO TAG/TRIP
and ISO experts.

» Specifications for a viable technical solution
leveraging existing infrastructures to provide for
rapid implementation and global interoperability
were published.

« The specifications can be found at

https://www.icao.int/Security/FAL/TRIP/Pages/Publications.asp
X

« ICAO TAG/TRIP and ISO experts will be actively
working to ensure interoperability of the VDS-NC
with relevant global initiatives such as the WHO
SVC and the EU DGC.

30

MACHINE READABLE
TRAVEL DOCUMENTS

TECHNICAL REPORT

VDS-NC

Visible Digital Seal for non-constrained environments
Versioo - 1.0
Dalc — April 23, 2021

ISOVIEC JTCT SC1T7 WGEATFS
FOR THE
INFERNATHONAL CIVIL AVIATION ORGANIZATION

File WGSTFE_NGCOT TR - Viskia DApital Sest-NE V1, 0.doe
nor ISQNEC JTCT 5C17 WESTFS
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Demonstration Proof of VVaccination
Normal reading and verification

What do you see?

VDS-NC Viewer

« Same vaccine — two doses

« Shown as single Vaccination Event with
two separate doses.

* First dose has date of next dose

* [For the second dose, date of the next Scan Barcode
dose is blank.

AO TRIP2021

r\
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Demo kindly
provided by
Auctorizium,
Singapore




ICAO

goTagh

‘.__'_ iy

Demonstration Proof of VVaccination
Verification fails due to unknown CSCA

What do you see?
* Proof of Vaccination — unknown CSCA
« Barcode signer cannot be verified.

VDS-NC Viewer

34

Demo kindly
provided by
Auctorizium,
Singapore
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Demonstration Proof of VVaccination

Sianature validation fails due to
manipulation

What do you see?

Proof of Vaccination — signature failure
due to tampering of data

Name of the person has been changed
(Smith Bill > Smith Ken).

Anything else is correct.

VDS-NC Viewer

35

Demo kindly
provided by
Auctorizium,
Singapore
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Verification of VDS — NC
PKI-Components - Availability

Barcode Signer
Certificate

Country Signing CA
Certificate

Certificate
Revocation List

Validating the digital
signature over the health
proof data

Validating the barcode
signer certificate

Check if a barcode signer
certificate was revoked
by the issuing state and
should not be trusted
anymore.

Contained in the barcode of the VDS-NC
itself.

There is no need to access a repository
such as the PKD.

Bilateral exchange or from any well-
established national distribution point
such as the German Master List
published by the German BSI.
Alternatively, Country Signing CA
Certificates can be downloaded from
ICAO PKD (in the ICAO Master List).

CRL'’s are available at the CRL-
Distribution-Points referred to in the
CSCA Certificate. These are national
contact points or the ICAO PKD (also for
commercial use).

Component Purpose Source Comment

This corresponds to the
well-established e-passport
use case where the
document signing
certificate is stored in the
chip of the passport.

This corresponds to the
well-established e-passport
use case.

For the download from the
ICAO PKD, there is an on-
going discussion on the
commercial use — see
chapter “Access to the
ICAO PKD”.

This corresponds to the
well-established e-passport
use case.

36
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Visible Digital Seal — NC: Dataset PoT (1/3)

Proof of Testing (ICAO) — Personal Information

Object: Message

Data Element

(ICAO)

Short Data Element

Mandatory/

37

UTCl

Name

DOB

DocType

DocNum

utci

dob

dt

dn

Unique Test Certificate Identifier

Object: Personallnformation(pid)

Name of the holder (as specified in Doc 9303-3) MUST be used.

The DOB of the test subject. The [RFC 3339] full date format YYYY-MM-
DD MUST be used.

The ID Document Type of the identity document MUST be used. Only
these values MUST be used:

P — Passport (any type, Doc 9303-4); A — ID Card (any type, Doc 9303-
5); C—ID Card (any type, Doc 9303-5); | — ID Card (any type, Doc 9303-
5); AC - Crew Member Certificate (Doc 9303-5); V — Visa (Doc 9303-7);
D — Driving License

The ID Document Number of the identity document MUST be used of
the document used in DocType. The ID Document Number is the
unique identifier of the test subject.

39

Only values
stated can
be used

24
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Visible Digital Seal — NC: Dataset PoT (2/3)
Proof of Testing (ICAO) — Service Provider

Object: ServiceProvider(sp)

Data Element Short Data Content Mandatory/
(ICAO) Element Optional

Name Name of testing facility or service provider MUST be used.

Country ctr Country of test MUST be used. [\ 3

Object: ContactDetails(cd)

Contact number of testing facility or service provider
MUST be Used. The maximum size of phone number is 19
characters (15 characters in accordance with [ITU-T E.123],

PhoneNumber P 3 characters for International Country Code and the M 19
symbol “+” to indicate that an international prefix is
required).
Email o Email address of testing facility or service provider MUST M
be used.
Address 3 Address of testing facility or service provider MUST be M

used.
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Visible Digital Seal — NC: Dataset PoT (3/3)

Proof of Testing (ICAO) — Test Information

Object: DateTime(dat)

Data Element i Mandatory
(ICAO) data Content / Optional
Element P
SpecimenCollection sC Date and time of specimen collection MUST be used. [\ 25
Reportlssuance ri Date and time of report issuance MUST be used. Y 25
Object: TestResult(tr)
Type of test conducted MUST be used. Only these values MUST be Only values stated
- . ) M
=t te used: molecular(PCR); molecular(other); antigen; Antibody can be used
Result of Test MUST be used. Only these values MUST be used: Only values stated
Result r o . M
normal; abnormal; positive; negative can be used
Sampling method is OPTIONAL. Only these values MUST be used: Only values stated
Method m . (0]
nasopharyngeal; oropharyngeal; saliva; blood; other can be used
OptionalDataField opt Optional data issued at the discretion of the issuing authority (0] 20
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Visible Digital Seal — NC: Dataset PoV (1/3)

Proof of Vaccination (WHO) — Personal Information

Data Element
{[¢/:Ye)]

UTCI

Name

Date of Birth

Unique Identifier

Additional Identifier

Sex

Short Data
Element

utci

dob

ai

sex

Object: Message

Content

Unique Test Certificate Identifier

Object: Personldentification (pid)

Name of the holder (as specified in Doc 9303-3)
MUST be used.

Date of birth of subject.
ISO8601 YYYY-MM-DD

Travel Document Number; Single Unique
Identifier only. Identifier should be valid Travel
Document number

Any other document number at discretion of
issuer

Gender of the subject

Mandatory/
Optional

O-R

O-R

12

39
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11
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Visible Digital Seal — NC: Dataset PoV (2/3)

Proof of Vaccination (WHO) — Vaccination Event

Array: VaccinationEvent (ve)

Data Element Short Data T Mandatory/
{[o/:Yo)] Element Optional

Generic description of the vaccine or vaccine

. . sub-type
Vaccine or Prophylaxis des ICD-11 Extension codes M 6
(http://id.who.int/icd/entity/164949870)
Vaccine Brand ham The brand or trade. name L{sed to refer to the M 20
vaccine received.

Disease or agent that the vaccination

. provides protection against
targeted 2lE ICD-11 Extension codes et E

(http://id.who.int/icd/entity/164949870)

Disease or agent
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Visible Digital Seal —

NC: Dataset PoV (3/3)

Proof of Vaccination (WHO) — Vaccination Details

Array: VaccinationDetails (vd)

Data Element
(ICAO)

42

Date of vaccination

Dose number

Country of
vaccination

Administering
centre

Vaccine batch number

Due date of next dose

dvc

seq

ctr

adm

lot

dvn

Date on which the vaccine was administered. The 1SO8601 full
date format YYYY-MM-DD MUST be used.

Vaccine dose number.

The country in which the individual has been vaccinated. A
three letter code identifying the issuing state or organization.
The three letter code is according to Doc 9303-3 and I1SO-
3166.

The name or identifier of the vaccination facility responsible
for providing the vaccination.

A distinctive combination of numbers and/or letters which
specifically identifies a batch.

Date on which the next vaccination should be administered.
The 1SO8601 full date format YYYY-MM-DD MUST be used.

M

M

Short Data Mandatory/

10

20

20
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