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1. The Rationale
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eMRTDs

• Physical Security features protect the 

datapage

• Substitution attacks can still happen

• Security enhanced through the addition of 

a RFID chip and Digital Signature 
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Protecting paper documents

• Paper documents like Visa stickers also need to be protected

• Have physical security features 

• Not practical to add a RFID chip to a visa sticker

Hence a Visible Digital Seal (VDS)
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2. Visible Digital Seal
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Visible Digital Seal (VDS)

• Digitally signed 2D barcode

• Provide security improvement for (usually paper based) documents 

having no microchip

• Storage capacity of digital seals is usually limited to a few kByte at most 

and neither the data nor the cryptographic keys or schemes for the 

digital seal can be updated on existing documents – no cryptographic 

agility

• does not provide any protection against cloning

• does not implement privacy protection functionality
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Visible Digital Seal (VDS)

• The Technical Report defines a message structure and encoding 

requirements along with Digital Signature specifications

• Defines profiles for two usage scenarios 

– Visa stickers

– Emergency Travel Documents

• Due to size limitation, only textual data is encoded – no biometric data. 

In both use cases, only the MRZ is part of the VDS

• Unlike SOD, the VDS does not contain the Signer Certificate. Hence, 

verification requires the exchange of Signer Certificates
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VDS - characteristics

• Primarily designed for Visa sticker. Hence 

highly space optimized

• Encoding is binary – requires specialist 

software to decode the contents. 

• Might not be readable by normal barcode 

scanners that do not support UTF8

• Requires mechanism for barcode signer 

certificate exchange
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3. Visible Digital Seal for Non-

Constrained environments (VDS-NC)
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Health Proofs

• ICAO Council’s Aviation Recovery Task Force (CART) asked for the 

development of a global framework for the validation of testing and 

vaccination records and/or certificates

• Was intended to be based on VDS

– Issue of Size constraint

– Issue of barcode signer distribution
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VDS for Non-Constrained environments (VDS-NC)
• Uses an I-JSON structure – makes it 

readable using any scanner

• Payload is human readable

• Barcode Signer is included in the 
barcode – so distribution of barcode 
signer is not a problem

• Barcode Signer and Signature 
contained in barcode – so offline 
verifiable

• Re-uses the eMRTD PKI model
– CSCA => Barcode Signer => 

Signature

{"data":{"hdr":{"t":"icao.test","v":1,"is":"UTO"},"msg":{"ut

ci":"U01932","pid":{"n":"Cook Gerald","dob":"1990-01-

29","dt":"P","dn":"E1234567P"},"sp":{"spn":"General 

Hospital","ctr":"UTO","cd":{"p":"+00068765432","e":"genhosp@

mail.com","a":"12 Utopia Street"}},"dat":{"sc":"2020-12-

12T12:00:00+08:00","ri":"2021-02-

11T14:00:00+08:00"},"tr":{"tc":"molecular(PCR)","r":"negativ

e","m":"nasopharyngeal"},"opt":"ID12345"}},

"sig":{"alg":"ES256","cer":"MIIBeTCCAR2gAwIBAgIBZzAMBggqhkjO

PQQDAgUAMB0xCzAJBgNVBAYTAlVUMQ4wDAYDVQQDDAVVVCBDQTAeFw0yMTA0

MDcwNDI2MTVaFw0yNjEwMDcwNDI2MTVaMBoxCzAJBgNVBAYTAlVUMQswCQYD

VQQDEwIwNTBZMBMGByqGSM49AgEGCCqGSM49AwEHA0IABBzop6IWxg_Qo8JV

lG-r9EzjoAoXKsSUmkuHCTKZTY-b5atMP8jDtjJaGhaL_2VvrNbz7WDGsWf-

7MqqFzxsS6ejTzBNMBIGA1UdJQQLMAkGB2eBCAEBDgIwHwYDVR0jBBgwFoAU

ymyksnX8rywn0RH7nDq-

Bs2QOqowFgYHZ4EIAQEGAgQLMAkCAQAxBBMCTlQwDAYIKoZIzj0EAwIFAANI

ADBFAiAce9uX8UOpdsOtEkAtkDu2GPyzy_S8vQP4qhzGbooa8gIhAO_5ORo2

bsTor6CXHngGld4NNtUGsXNqXl-9qEfVcsqb",

"sigvl":"z_VZDdMvjjRkg06nYLwHt4BP_APEm3MJT8WqOOz_DXTRZA2oxku

tZhS0n7yYTHgw-MKZUJmQyhrdZgm7q-267g=="}}

Payload

Barcode 
Signer

Signature

mailto:genhosp@mail.com
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Use cases

• Four use cases defined

– Proof of Testing 

– Proof of Vaccination

– Proof of Recovery

– Digital Travel Authorization
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Proof of Testing

• Data set defined by ICAO 

Collaborative Arrangement 

for the Prevention and 

Management of Public Health 

Events in Civil Aviation

(CAPSCA)

• Tied to an Identity document 

(ID, Passport or Driving 

License)

Demo kindly
provided by
Auctorizium,
Singapore
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Proof of Vaccination

• Data set defined by 

WHO

• Some variations – Link 

to Passport is necessary

• Entire vaccination history 

recorded in a single 

barcode

Demo kindly
provided by
Auctorizium,
Singapore
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Proof of Recovery

• Data set defined by CAPSCA 

• Similar to Proof of Testing 

• Approved and included in latest version 

of the Technical Report
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What do you see?

• Proof of Vaccination – signature failure due to 
tampering of data

• Name of the person has been changed
(Smith Bill  Smith Ken).

• Everything else is correct.

Demonstration Proof of Vaccination

Signature validation fails due to manipulation

Demo kindly
provided by
Auctorizium,
Singapore
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Digital Travel Authorization

• Intended to be used for eVisa

situations

• Normal practice is to send a 

PDF document with no 

security features

• VDS-NC for DTA can be used 

to protect such documents
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VDS-NC extending use cases

• VDS-NC is defined as a generic container

• Can be used for any use case. Could be used for birth certificates, 

university transcripts etc.

• Each use case requires a profile definition and a namespace – The 

technical report explains the use of namespaces – used to differentiate 

the use cases
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Newer developments in VDS-NC

• New version allows VDS-NC to be created without including the 

Barcode Signer is the barcode – size reduction

• Defines a Trust List to publish the barcode signers for distribution
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4. Future Developments
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New uses cases for Barcodes

• Re-design of TD1 cards is being discussed

– Currently CAN is printed on front of card and needs to be read using OCR

– MRZ (3-line) is printed on the reverse

– Option being discussed

• CAN encoded in 2D barcode to make it easy for machine reading

• Add a barcode that encodes the MRZ – possible remove MRZ in the future 

(space saving)

• DTC-PC requires a means of passing CAN and other parameters to the 

Inspection System
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Secure Messaging Barcode

• Currently under discussion

• Effort is to define a single barcode that can be used to pass Secure 

messaging parameters – CAN, MRZ, EF.CardAccess (for PACE) etc

• Targeted for approval by end of the year
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Thank You


