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 What the ePassport does

e Benefits

* Challenges and considerations

e |CBWG and Standards Work




Remember the MRZ?
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PASSP ORT Type/ Momo Country! Te Whensa Passport NoJ/ Nama Unwherwa N

URUWHENUA p NZL EA000588

P— Sumame’ Ingoa Rhaneu

B CITIZEN

Grven names’ Nga tngoa ake

A FRED WIREMU JOHN

Naboruhty/ Momo fwi

3 NEW ZEALAND

* Transformational for

Date of burthy Ra whanaw Sex/ Tane-Wahine
01 NOV 1963 M
f . I .t t [ : l:ll’a;oi'l;:‘\hAHP'ahEmth
aCllitation R e S TN AT T

Dute of expiry/ Muneoga
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35 vyears for global adoption

VISAS ' ATTENTION

ePassport , - .
+  Original specs 1998-2006 = L Rllen s
* Now ‘old’ technology

e 15t Generation New Zealand

N5

ePassport (2005) 5 : DO NOT ATTACH VISA OR

STAMP THIS PAGE
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ePassport answers same questions with -

t:'l ‘."S.;nal e e»,.“
H", 4'(;“‘--(‘011 .
pwm‘? more certainty:
S =
}f’?fi?iliib-..  Was the passport issued by the genuine
SLAMAS i ) Ufiamnol
S I :
= authority?
“""“Wm"  Has the passport been altered post-issuance?

* |Isthe passport a copy or clone?

URUWHENUA AOTEAROA / NEV\/ ZEALAND

PASSPORT  #iomo 7T, R,
P NZL RA000001

* Does the document belong to the person who is

WHAKAAHUA

AROHA MARY RAUMATI

presenting it?

Electronic security now augments physical security,
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but also provides new opportunities
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The ePassport chip contains data i.ﬁ

elements from the biodata page, and
can include other additional details.

Biodata and the biometric image are
digitally signed by the issuing
authority’s Public Key Infrastructure

REQUIRED

ISSUING STATE OR ORGANIZATION DATA

(PKI), and can be verified using shared
digital certificates.

The signed packet of data is powerful,
and opens up possibilities that the
physical passport alone cannot.

OPTIONAL

ISSUING STATE OR ORGAMNIZATION DATA

AL A

Document Type

Issuing State or organization

Name (of Holder)

Document Number

Check Digit - Doc Number

Nationality

Date of Birth

Check Digit - DOB

Sex

Data of Expiry or Valid Until Date

Check Digit DOEVUD

Optional Data

Check Digit - Optional Data Field

Composite Check Digit

Global Interchange
Cania q Encoded Face

Encoded Finger(s)
Encoded Eye(s)

Additional
Feature(s)

Displayed Portrait

Reserved for Future Use

Displayed Signature or Usual Mark

Data Feature(s)

Structure Feature(s)

Substance Feature(s)

Additional Personal Detail(s)

ADDITIONAL PERSONAL DETAIL(S)

Name of Holder

Other Name(s)

Personal Number

Place of Birth

Address

Telephone Number(s)

Profession

Title

Personal Summary

Proof of Citizenship

Other Valid Travel Document(s)

Custody Infomation

ADDITIONAL DOCUMENT DETAIL(S)

Issuing Authonty

Date of Issue

Other Person(s) Included on MRTD

Endorsements/Observations

Tax/Exit Requirements

Image of Front of MRTD

Image of Rear of MRTD

Additional Document Detail(s)

Optional Detail(s)

Security Options

Y

OPTIONAL DETAIL(S)

Optional Detail(s)

Active Authentication Public Key Info

Person(s) to Notify

Y

PERSON(S) TO NOTIFY

Name of Person(s) to Notify

Contact Details of Person(s) to Notify




Benefits: o ‘ 9
* Security —image and biodata on the LR

physical passport are replicated and
signed and cannot be altered

* Facilitation — can provide automated
clearance when read and validated

e ePassports — mature, anti-skimming,
data protective and patent free

How the modules combine as an Integrated service
Overview

* ePassport data and associated
technology investments can facilitate
other use cases (travel continuum,
digital credentials, self sovereign ID)
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Li [CAO TRIP2022

IGA
N[/

0)

key generation

Go—v

public key

Go—v

private key
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DRIVERS IMPLICATIONS

Prestige/reputation Books cost more

URUWHENUA
AOTEAROA

NEW ZEALAND
PASSPORT

More secure Expensive technical

document infrastructure
Facilitation Biometrics
IF you read and Public Key

validate the chip Infrastructure (PKIl)

must be used
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Considerations
e ePassports are NOT a mandatory standard under
Annex 9 of the Chicago Convention

* Are you ready for an e-Passport? Strengthening
Evidence of Identity processes should take priority
over any upgrade to ePassports (Air Transport
Council (ATC) has agreed this)

e ePassports alone will not increase your citizens
visa-waiver or visa-free access. Is the increased
costs/fees of benefit to your citizens.

* What is the problem you are trying to solve with an ICAD TRIP Guide on
ePassport? Facilitation is by far the biggest benefit OF IDENTITY

i |CAQ TRIP2022
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ICAO and ICBWG Work

IDENTIFICATION

MANAGEMENT

e G@Guidance and advice

* Non-compliance group — identifying issues
and notifying States

* Doc 9303 Compliance Scheme

Machine Readable Travel Documents

Seventh Edition, 2015

Part 3: Specifications Common to all MRTDs

* Analysis on the Benefits and Impacts of
ePassports as a Mandatory Standard

&it- |CAQ TRIP2022
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ePassports — Standards Discussion

Join the work — have a voice
icbwg@icao.org
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