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ePassports — Benefits and Challenges
Dion Chamberlain

Manager Product Development, Strategy and
International Engagement — Department of
Internal Affairs, Aotearoa New Zealand

Chairperson — ICAO Implementation and
Capacity Building Working Group (ICBWG)
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Passports Timeline: Transformation

Ve fvaaY s NEW ZEALAND » AOTEAROA
pasassny, PASSPORT i, comrimoms s s ucsns S0
PASSPORT ™" URUWHENUA P Nzl EA000588

URUWHENUA °
e

Given names/ Ny tngoa ake
FRED WIREMU JOHN
Nabonay/ Afomo vt
NEW ZEALAND
Dae of isth Ra whina Se/ Tane-Wahine
. 01 NOV 1963
£ Place of bty Wi whdnan
TAIHAPE
Daté of wsie! Tmasanga Asthonty! Te Mane Tl
26 AUG 2005 WELLINGTON
Dute o4 / Mutunga

P<NZLCITIZEN<<FRED<WIREMU<JOHN<<<<<<<LLLLLKL
EAOO00588<3NZL6311010M1008265<<<<<<<<<<<<<<08

& 1985 2005 2023

& Machine-readable ePassports Digital Travel
= Credentials
-

<

O

DO NOT ATTACH VISA OR
STAMP THIS PAGE

N
N
&



ICAO TRIP2023

2= ICAO

SECURITY AND FACILITATION

TRIP-ICBWG

ICAO!
N\ 4



N
o
o
~N
o
o
I—
-]
<
©

ePassports:

The ePassport chip contains data
elements from the biodata page, and
can include other additional details.

Biodata and the biometric image are
digitally signed by the issuing
authority’s Public Key Infrastructure
(PKI), and can be verified using shared
digital certificates.

The signed packet of data is powerful,
and opens up possibilities that the
physical passport alone cannot.

REQUIRED

ISSUING STATE OR ORGANIZATION DATA

OPTIONAL

ISSUING STATE OR ORGANIZATION DATA

[ )AL A

Document Type

Issuing State or organization

Name (of Holder)

Document Number

Check Digit - Doc Number

Nationality

Date of Birth

Check Digit - DOB

Sex

Data of Expiry or Valid Until Date

Check Digit DOENVUD

Optional Data

Check Digit - Optional Data Field

Composite Check Digit

GIoba\F(Lr;tﬁJfghaﬂge Encoded Face
Additional Encoded Finger(s)
Feature(s) Encoded Eye(s)

Displayed Portrait

Reserved for Future Use

Displayed Signature or Usual Mark

Data Feature(s)

Structure Feature(s)

Substance Feature(s)

Additional Personal Detail(s)

ADDITIONAL PERSONAL DETAIL(S)

Name of Holder

Other Name(s)

Personal Number

Place of Birth

Address

Telephone Number(s)

Profession

Title

Personal Summary

Proof of Citizenship

Other Valid Travel Document(s)

Custody Information

ADDITIONAL DOCUMENT DETAIL(S)

Issuing Authonty

Date of Issue

Other Person(s) Included on MRTD

Endorsements/Observations

Tax/Exit Requirements

Image of Front of MRTD

Image of Rear of MRTD

Additional Document Detail(s)

Optional Detail(s)

Security Options

h 4

OPTIONAL DETAIL(S)

Optional Detail(s)

Active Authentication Public Key Info

Person(s) to Notify

Y

PERSON(S) TO NOTIFY

Name of Person(s) to Notify

Contact Details of Person(s) to Notify




Benefits: e ‘ 7
* Security —image and biodata on the o=

physical passport are replicated and
signed and cannot be altered

* Facilitation — can provide automated
clearance when read and validated

e ePassports — mature, anti-skimming,
data protective and patent free

* ePassport data and associated
technology investments can facilitate
other use cases (travel continuum,
digital credentials, self sovereign ID)
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DRIVERS IMPLICATIONS

Political/Prestige Book costs

L “Do what | say” i i
Belief it is a mandatory s s ittt !Expenswe technical
infrastructure up front

standard already
: : Biometrics
Assume improved visa-

waiver status Sustainability over time

(higher cost/volatility)

More secure document

Facilitation

44 |CAQ TRIP2023

|CA
IF you read and validate \\” Public Key Infrastructure
the chip (PKI) must be used




What is happening ‘on the ground’?

key generation
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public key private key
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What if countries are stretching too much?

1985 2023

Machine-readable ePassports Digital Travel
Credentials
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Data and research of 140 Under pressure to issue an 5

ePassport, some States are:

* Losing control of the issuance
process (outsourced), the CSCA
and most of the fee

* Losing control of their data

e Passing significant cost on to their
citizens (sometimes 3-4 times

ePassports.....

DEFECTS
PREVENTING more) o .
VERIFICATION 2 5 * Increasing risk and undermining
5 security
a LARGE * DTC from this foundation? Really?
o VOLUME :
S e * Is this what we mean by No

o O gy,
“gaae
g{é&j

hh)

x Country Left Behind? At what
x expense?




Key questions...

Does every State benefit equally from having an
ePassport?

Does every State have the fundamentals in place to issue
a secure ePassport (identity, technology, expertise)?

Does every State have the economic and operating
context to sustain the ongoing costs of an ePassport
implementation?

13
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Example: this Small Island

Nation:
 Has a population of 11,000

 Receives three flights per week

e Has an MRTD that sits at number 43 on the
Henley Visa-Waiver Index (above 90 ePassports)

 What is the driver for change? Does it warrant
spending money on an ePassport — or forcing
their citizens to pay for one?

* Who benefits if we create a mandatory Standard?
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What we know ...

ePassports are NOT a mandatory standard under
Annex 9 of the Chicago Convention

Strengthening Evidence of Identity processes
should take priority over any upgrade to ePassports
(Air Transport Council (ATC) has agreed this)

We need to work together to ensure Member
States have the foundation upon which to
implement new technologies

Pressure is creating bad outcomes for those
stretched in the middle

We need more data ... from borders

ICAO TRIP Guide on
EVIDENCE
OF IDENTITY

i’.:;;'r CAO Security and Facilitation
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ICAO and ICBWG Work

e G@Guidance and advice

* Non-compliance group — identifying issues
and notifying States

* Doc 9303 Compliance Scheme

* Ongoing analysis on Feasibility of
ePassports as a Mandatory Standard

IDENTIFICATION

MANAGEMENT

Doc 9303

Machine Readable Travel Documents

Seventh Edition, 2015

Part 3: Specifications Common to all MRTDs

17
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PASSPORT  tiormos Type

Whenua / Country Tau Uruivhenual Passport No.

 NZL  RA000001

Ingoa ke Gi ames
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witGiturt /- Natienality
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NEW ZEALAND
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DTC Specifications
ePassports — Standards Discussion (TAG/TRIP)

Join the work — have a voice
icbwg@icao.org
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