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How Did We Get Here?

2
I
TIMELINE: HOW CBP HAS CHANGED THE FACE OF TRAVEL
1996: lllegal Immigration 2004: Intelligence Reform and 2015: Biometric Exit . 2017:Simplified 2018: Cruise Facial Debarkation
ﬁ Reform and Immigrant ﬁ Terrorism Prevention Act % (BE) Mobile Arrival First Deployed ﬁ Facial pilot for cruise line passengers

Responsibility Act The 9/11 Committee advises At top 10 airports, tested during debarkation

Congress directs the Congress to direc.t DHS to accelerate viability of implementing 2017: Using the Cloud 2020: COVID-19 impact

implementation of a Biographic the implementation of an automated BE in conjunction with X - sing the Liou .w drives increased interest

Entry and Exit System biometric entry/exit data system outbound anti-terrorism set up.comm(.erual cloud & in CBP biometrics

and contraband ;na’ftc.mlng environment and touchless processes
enforcement operations ortra
@ @ @ 2023 More to
Come!
= 2004: U.S. Visit Begins to 2013: Congress A 2016: DHS Appropriations ~— ' 2017:Vehicle Test at Anzalduas
@\1 Collect Biometrics ﬁ Transfers the Act (P.L.114-113)establishes 74 | Test a front-end system to
A In January 2004, U.S. Visit begins Biometric Exit Biometric Entry-Exit H-1B and identify a vendor for biometric
to capture a photograph and Mission to CBP L-1 Fees Fund capture capabilities
fingerprints of foreign travelers
2016: Departure
Q % Information System Test
S 2002: Border Security Act Act . . 4 . .
. First facial comparison exit
N requires all ports of entry to . .
o . pilot at Atlanta, Georgia
= have equipment that allows
— biometric comparison and
travel document authentication 2016: Pedestrian Biometric Field Test

) %ﬁ) Pilot at Otay Mesa, California
< demonstrates the travelers preferred
©

ease of use of facial technology

- The 9/11 Commission stated that “a biometric entry-exit system is an essential investment in national security”
- CBP executed and delivered a Biometric Entry-Exit Program delivering biometric confirmation in the travel continuum in partnership with airlines, airport authorities and sea cruise lines worldwide



Why Use Facial Comparison?

e Uses existing traveler biometrics

* Integrates into existing infrastructure

e Offers better accuracy, security, and efficiency
* Provides privacy and security by design

e Supports the Air, Land, and Sea environments

e Can be used for Check-in, Baggage, Boarding, and
Aviation Security

e Reduces the need to scan a travel document
* Minimizes the need to take fingerprints

* Faster boarding times and faster debarkation




Biometric Crossing And TVS

ICAQ  TRIP2023

Photos within CBP Holdings

Travel Documents Sources

U.S. PASSPORTS

NON-U.S. PASSPORTS

OTHER CBP HOLDINGS

CBP creates a temporary gallery of photographs and
unique identifiers (UIDs) for passengers on all departing
and arriving U.S. flights.

O Passeagers Processed Flight Toudary Tiene
EEE i R e EET

g Q q +8 Smith, James 01/08/1992 PTR3456201 )P
-

Sally, Jane

09/12/1980 PTR1010201 )P

Mark, Robert 04/05/1959 P 534564981US

Tanaka, Yuri 03/27/1979 P 568049423 U8

Arntson, Keenan Lanae 09/02/1991

PTR2935948 )P

Matsuyama, Asuka 06/15/1983 P 759403592 Us



The Flow Of Biometric Processing With TVS
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BIOMETRIC
ARRIVAL >

Confirms face on
boarding, CBP
records departure

CBP receives
manifest
from airlines

Verifies face
at security/TSA

CBP builds
galleries using
travel photos

Checks bag
with facial
comparison/TSA

Traveler checks
in with airline

Traveler checks
in with airline

Matches
traveler
on arrival

CBP builds
galleries using
travel photos

Officer performs
admissibility
interview

CBP receives
manifest
from airlines

BIOMETRIC
DEPARTURE
<=



Commitment To Privacy And Security

ba¥ |CAQ TRIP2023

A
é Public Notice

Privacy Impact Assessments

* DHS has published more than 10
Privacy Impact Assessments on all
aspects of CBP’s Biometric Entry-
Exit program, which include policies
and procedures for the gathering,
storage, analysis, use,
dissemination, retention, and
deletion of data

Signage, Gate Announcements, and Tear
Sheets

Opt-out process with manual ID check
for U.S. citizens and otherwise exempt
noncitizens

i

Limited retention of facial images
e U.S. Citizen photos deleted within 12 hours

e CBP business rules restrict retention of photos by
stakeholder partners. CBP assesses compliance.

N
E

Enhanced security measures

e Data encryption both in transit and at rest
* Device access restricted to authorized personnel

 TVS creates irreversible templates separated
from biographic data, associated only with a
unique ID.

* Privacy is implemented by design, ensuring data
protection through the architecture and
implementation of the biometric technology




Electronic System For Travel Authorization (ESTA) Mobile Application |

The new ESTA app reinforces CBP’s mobile application strategy. Now, with the ESTA mobile app, travelers will have
the Visa Waiver Program in the palm of their hands.

BENEFITS OF THE ESTA MOBILE APP

The Mobile APP for the first time allows CBP to collect biometrics from potential Visa Waiver Program (VWP) travelers prior to their

Cancel

Place the phene on the passport please

Ready to Scan

Reading RFID chip data
Biometry - Facial data (DG2)

i

Cancel

arrival in the United States.

Get Ready For Your
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Received over

[220,000+]

ESTA applications as of Aug 12, 2023

THE IMPACT

Step 3
% "
ESTA Application Third Party Acknowledgement

~—

ENTER APPLICANT INFORMATION

APPLICANT / PASSPORT INFORMATION
Refer to your passport and enter allinformation in the same

SAVE AND EXIT ®

Photo Mismatch

| certify submitting the application on
behalf of the applica

CANCEL

Current Photo Match Rate

[99.46%)]

As of Aug 12, 2023

CBP will continue to improve the Mobile APP to enhance the traveler experience.




Global Entry Technology Enhancements

CBP is prioritizing the upgrade of all GE arrival technology through the implementation of three new technology phases, all of which enhance the speed, 8§
accuracy, and security of the arrival system in a timely, effective, and financially efficient manner for all GE Ports.

PHASE 1
Complete: April 2022

Q FACIAL KIOSKS

Facial kiosks use
facial comparison
technology to
confirm member
identity and
eliminate the
need for all

members to

submit
fingerprints upon

arrival.

PHASE 1.5

Deployment Launch: March 2022

PHASE 2

Deployment Launch: September 2021
(Portals), Fall 2023 (Mobile App)

RECEIPTLESS FACIAL
KIOSKS (RFK)

Existing GE facial
kiosks coupled
with mobile
Officer tablets
eliminate
physical receipts
and enhance
security in the

FIS.

GE TOUCHLESS PORTALS

State-of-the-art Portals use enhanced facial
comparison technology and Officer tablets to

promote streamlined and touchless travel.

b

GE ARRIVAL MOBILE APPLICATION

The GE Mobile Application allows members
to process their arrival on their mobile
device and share their admission status with
an Officer, enhancing operational efficiency

and reducing member touchpoints.

OUTCOMES OF ENHANCED
ARRIVAL TECHNOLOGY

CBP is investing in transformational
technology to provide an arrival

experience that:

v" Reduces Officer and member FIS

touchpoints

v’ Expedites processing times for

members

v" Enhances Officer threat detection
throughout the Federal

Inspection Station (FIS)

v’ Advances Officer capabilities and
alleviates administrative burdens

for Ports



Future of Global Entry: GE Touchless

The future of GE arrival video is being used to increase awareness amongst the public about CBP’s new arrival technology. This aims to educate members 9
on what to expect during arrival and reduce the burden on Officers to answer member questions about technology procedures.

Introducing the Future of Global Entry: GE Touchless

GLOBAL @ N
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Play (k)

[ 2 | <) 0:13/0:51 Scroll for details

v

View the video on YouTube


https://www.youtube.com/watch?v=sG-Kms02TQA
https://www.youtube.com/watch?v=sG-Kms02TQA

Global Entry Arrival Mobile Application Overview

Once a GE member lands in the United States, or arrives at a Preclearance location, they can begin processing their arrival on their 10S or Android device. 10
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GE ARRIVAL MOBILE APPLICATION* IMPACT

1

Member downloads GE Mobile App and enters their ttp.gov log in information

Once a member lands (and is geographically within 1 mile of the
FIS), they can select “New Submission” on the app

GLOBAL@ ENTRY
Member follows application prompts — selecting their rausTen TAPRRER NETWORK

airport/terminal and capturing/submitting a photo Bogin Your Entry Process

Member submits photo and receives a receipt on the Mobile
App or a prompt to use GE Touchless Portals/see a CBP
Officer in the FIS

Member follows FIS wayfinding guidance prompted by the app
and shows their mobile receipt to an Officer, when prompted,
or uses a Portal for additional processing (if referred)

Officer checks receipt code, completes additional processing if necessary, and grants
the member entry

Expedites processing by enabling the arrival
process to begin as soon as the GE member
lands in the US

Confirms traveler identify and ensures
admission status via facial comparison
technology and vetting systems

Enhances flow of FIS by decreasing the number
of members interacting with a GE Touchless
Portal

Reduces FIS and Officer touchpoints by
capturing a photo and displaying a receipt
on the member’s mobile device. Potentially
more accessible and family friendly



GE Arrival Mobile Application Overview (continued)

After downloading the app and logging in, the GE member will input their arrival information, capture their photo, and submit their arrival to CBP. 11
1 Instructions 2 Arrival information input 3 | Photo capture and submission 4 Mobile receipt or prompt to
P P use a GE Touchless Portal
[ Next ) r_CanceI New Submission ] Cancel ) @ Global Entry @
Welcome to P
& 9,
2
GLOBAL@ ENTRY —
Capture your photo

k Choose your arrival location

o' Submity: H Global Entry

BE= Gficial App of the U.S. Department of Homeland Security

(/] Receive y

GLOBAL @ ENTRY

WHAT ARE YOU WAITING FOR?

Begin Your Entry Process

- Select your port of entry and terminal and submit your

photo at most U.S. Airports to complete your Global Entry
process. Only travelers that are previously enrolled in
Global Entry can use this service.

New Submission

Select Arrival Information

Select your port of antru and tarminal infarmatinn

Be sure to wait
’ por:volfeu ‘@3’ Global Entry ]ﬂ[
Select CBP Port ¢
L]

7

Have you arrived at George Bush
Intercontinental Airport ?

You must complete the U.S. Customs and Border
Protection entry process when you arrive at your selected
CBP port of entry. Have your mobile device ready to
present to a CBP officer,

Submit Now

You are required to capture an updated photo of
yourself for ear’ "

Cancel Confirm Photo {6} Global Entry T

Invali
® 40056

/' Receipt expires in 00:05:18

o0 Emure you

before cap

You are not enrolled
rg7  Make sure the n(
U™ entire face,

e @ Ensure thal
&a  the photo.

Submit Photo

Retake Photo View Submission Details




Mobile Passport Control

834 DD XD - 834 OoODERXP - e’ T “.100%0, 9:05

<&

< Howard Issa Receipt

PYE T—— 1. Traveler is provided
SemerTses instructions on selfie capture.

Copture "a_ve'_er Phé*és s - 2. Photo capture can be done
Bt @ mptemonin from main or selfie camera.

Ensure each traveler removes any
©0  hats, sunglasses, and/or masks before
capturing a photo.

B e ™ Up to 12 travelers can be
' submitted at one time.

3. Photo(s) submitted to CBP’s
© s o Traveler Verification Service
L e T (TVS) for verification and
travel details.

1 O < I O <

El Make sure the photo is clear and includes

View Ba e Information
the traveler's entire face. L 1] gg3g

o» Ensure that there are no other faces
<™ visible in the photo.
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Conclusion

Enterprise Capabilities

Benefits to Mission:

The CBP Biometric Facial Comparison Capability provides
enterprise capabilities in an accessible, cost-effective, Biometric Facial Comparison

and efficient way that can meet wide-ranging requirements Technology enhances CBP’s ability to
with minor adaptation. As CBP moves towards the future, we are guided facilitate lawful travel and secure the
by the following principles: border.

- : TVS is scalable and has been applied to
» Providing options to travelers

very successful use cases in other areas
where travelers are required to verify
their identity with a travel document.

» Respecting privacy

> Working with stakeholders Other partners have been able to leverage
capabilities in TVS to help further their
> Partnering with industry mission requirements.
_ Leveraging this capability strengthens
> Preparing travelers through our ability to accurately identify travelers

education on new processes in a more efficient manner.




Thank You

Admissibility and Passenger Programs
) Office of Field Operations
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