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Silvia Kolligs-Tuffery
European Commission
Directorate General Migration and Home Affairs

Contact: Silvia.Kolligs-Tuffery@ec.europa.eu
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Agenda

Recent Developments on the following topics:

DEUTSCHLAND/GERMANY/ALLEMAGNE D

% STAATEN :
=30 @ 20 =5 40% :,3:

VISUM/VISA ;::5;;- 0000000002

0 ==
v . = MULT ==
Q= osm\u @s«z W"‘i
0 SEZNUSTERMANN., oLsA A7
- 0 m———— L "
P SESUCHE-/ Y F’?.
10 = P - sEschxrrsviszum  *reEt W
g’:_‘?‘ Y - B ERwORESTEVIG- . I SE.
e a;-v y S ok At i R TS % iy
. F Lo etLAveT i
., =t o
by W

VCD<<MUSTERMANN<<OLGA<<<LLLLLLLLLLLKL
0000000000RUS7409185F2008099<M400630

(9p]

oN

8

o

= Visible Digital Seal on the Digitalisation of travel elDAS Regulation and EU
2 uniform format for visa documents and facilitation wallet

S

of travel




44 |CAQ TRIP2023

Visible Digital
Seal
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Legislation

A new uniform format for visas was introduced with Regulation (EU)
2017/1370 on 4 July 2017 to be implemented for May 2019.

* Due to diverse discussions among Member States, only the space for a
future 2D barcode was reserved but an agreement on the 2D barcode
was reached in February 2020;

A Commission Implementing Decision was adopted on 30 April 2020
giving Member States an implementation time frame of 2 years.

e Atthe latest in May 2022, all uniform formats for visas issued in the
embassies of all Member States must contain a signed visible digital
seal (2D barcode).
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VDS and digital visa
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Technical specifications

The technical specifications are based on the ICAO specifications,
Doc 9303, 8th edition, Parts 12 and 13.

The digital seal has to be signed in order to be secure.

The barcode contains all data on the visa, except the picture, due to
space limitations.

Existing PKI is used.
Easily verifiable by mobile-phone or scanner.

No competition with VIS but even an advantage for two-factor-
authentication.

Will be used in the future as proof of receipt of the e-visa.
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Policy documentation

- March 2021: COM(2021)118 — Communication 2030 Digital Compass:
the European way for the Digital Decade

- June 2021: COM(2021)277 — Communication "A strategy towards a fully
functioning and resilient Schengen area"




Digital Travel

Digital identity

Advance Passenger
Information

Electronic Identity }

Advance

checks
European Travel
Passenger Information and
Name Record Authorization
System

Schengen Information 1
System

Entry/Exit System

Large-scale

IT systems
Visa Information
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Digital Travel Credentials

Based on ICAO DTC specifications: DTC Type 1 which consists of an
eMRTD bound DTC. The DTC-VC (Virtual Component) is combined
with the eMRTD as a physical authenticator

Pilot projects co-financed by COM by NL, Fl and HR starting to be
operational Q3 2023/Q1 2024: will support the legislative process by
feeding into the impact assessment and achieving proof of concept

11



Content of impact assessment

Problem definition Objectives Comparison of policy options

- Existing problems - Digitalisation of public Description of policy options

services

Economic impact

- Problem drivers

- Safe and secure Schengen
- Evolution of problems Area

Social impact

Environmental impact

- Integrated management for
external borders

- Facilitation of travel _
mmm) Preferred option

- Common standard

European
Commission



Presenter
Presentation Notes
Problem definition: reliance on physical booklet; fraud, impostors, forged and falsified physical documents; increased passenger flows and congestion; EES and processing times; digital transformation and passenger expectations; currently, lack of common standard for digital TD and legal framework.
Objectives: general and more specific objectives
Baseline from which the different policies are assessed: status quo; approaching entry into force of EES and ETIAS; expected increase of travellers; expected increase of travel documents issued by TCs; technological developments. 
Need to identify several policy options, normally ranging from least intrusive to more intrusive in terms of legal intervention (e.g. from recommendation to full harmonisation)
Identification of policy options – comparison of policy options and looking at economic, social, environmental impact to identify preferred option
Economic impact: impacts on internal market in MSs, costs for new tech software and infra; on companies involved in printing passports; impacts on individual travellers and also the digital impacts
Social impacts: concerning security, personal data, fundamental rights, digital impacts on everyday life incl. Discrimination and inclusivity
Environmental impacts: less paper, more digital, sustainability – how to ensure compatibility with existing devices.
Ultimate impact: enforcement and compliance costs, charges and administrative burden, hassle costs like delay and irritation, direct benefits and market efficiency.
Ideally, the preferred option should provide benefits :
Linked to smoother international travel
Linked to issuance of digital travel documents
Of having a global interoperable standard
For individual travellers
Increased security for the Schengen Area.




Policy options

Digitalisation of TD
« Choice of standard
» Creation and use
« Enrolment
 User interface

» Other aspects?

Facilitation
* Beneficiaries

» Cooperation with third
countries

« Types of facilitation

« Advance border check; e-
gate; biometric verification;
need for physical
component; baggage drop;
boarding

» Other aspects/use cases?

Voluntariness and
transition periods

» Access to digital travel
document a subjective right
of EU citizens or optional
for MSs?

« Transition periods

* More favourable
provisions?

European
Commission




Overarching principles

Legal basis

« Art. 77(2)(b): measures on
checks to which persons
crossing the external
border are subject

« Art. 77(2)(d): measures
necessary for the
establishment of an
integrated management of
external borders

Necessity and
subsidiarity

« Shared competence

« Can MSs achieve the
objectives alone?

» Are the problems
widespread or only in a few
MSs?

* Necessity and added value
of EU action?

Proportionality

« How should the EU act?

« Scope of initiative

 Form of Union action

 Costs commensurate with

objectives?

European
Commission




Data protection and privacy

 Limiting the retention period to a minimum

@ * End-to-end encryption

e Security measures

* Ensure data accuracy

 Consent




Enrolment Submission

Travel facilitation

European
Commission



DTC pilot
projects kick-
off

Q1 2023

Impact
assessment
study

Q2-3 2023

Legislative
proposal

Q3-4 2023

Wrap up
project
Q1 2024

ommission



elDAS

Regulation
and EU wallet
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The ambition: Towards a European Digital Identity

Free to be used by all
citizen

All EU citizens and
businesses may use it for
free on a voluntary basis

Accepted everywhere

Recognised by private and
public service providers for
all transactions that require

authentication

Secure and privacy oriented

Citizens can control and
protect their identity,
personal data and digital
assets

19
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EU Digital Identity: Outcomes

A secure Identity _ Built in data protection
and less identity fraud . and privacy

Signing electronically

No more passwords
as easy as with ink
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EU Digital Identity: Work Streams

The European

Digital

Identity
Wallet

is coming!

Legislative
Process

Wallet Technical
Specifications

Large-scale Pilots

Wallet
Reference
Implementation

21

Negotiation of the proposal for the revision of the
elDAS regulation underpinning the EU Digital
Identity Framework (Regulation (EU) 2021/281)

Provisional Political Agreement on 29/062023

Member States and the Commission working on a
common toolbox with an architecture and
reference framework, common standards and
specifications, guidelines and best practices

9t of February 2023 first release, continuous updates

since April 2022

Grants under the Digital Europe Programme
for large-scale pilots around use-cases for the EU
Digital Identity Wallet

First release in September and second release
December 2023

A reference implementation of the EU Digital Identity
Wallet based on the technical specifications agreed by the
toolbox.

1st of April launch of piloting projects


Presenter
Presentation Notes
2nd part of presentation: workstrands and milestones


EU Digital Identity Use-cases

-

Mobile Driving Licences (mDL) — for online
and physical interactions

Opening a Bank Account - to verify a user's
identity when opening a bank.

SIM Registration — Wallet to prove their
identity in pre- and post-paid SIM card contract
registration

eSignatures - provide a secure digital
signature when signing contracts online

Accessing government services — to file

taxes or apply for supports

ePrescription — identifying and providing
details of prescription to a pharmacies

=
&
2
=
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Payments - store credentials and facilitate payments
in account-to-account and card-based transactions

Travelling — quick airplane boarding and quick
border crossings (e.g. by a storing Digital Travel
Credentials)

Organisational Digital - business-to-government or
business-to-business interactions

Freedom of Movement —social security documents
such as European Health Insurance Card

Education/Professional Qualification — educational
qualification or professional
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