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Presentation Overview

Cameroon in few words 4 Management of irregularities
Presentation of Cameroon How to treat non-compliant

applications
2 The former system 5 The new system security
Half Computerized Process What guaranties the passports’
Security

The new system
Digitalized from Start to End

o™
AN
o
N
=
[a's
}_
=
&
E
3l
Byt




™
I
o
N
=
o
=
)
<T
=




on
o
o
()
=
o
|_
-
&
E
2l

Cameroon

The Country in few words
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Main Cities and local Centers

Surface Area : 475,442 Km?

Population: 30,135,732

Enrolment Centers : 54



Decree N°213/002 of 4" January 2013, Laying down the conditions For the issuance of passeport

Half computerized :

Two-step process

v First phase:

Manual collection of applicants’ datain all the centers
around the world

» Hand Filled application form
= Analogic portrait capture and printing
= Manual fingerprint capture using ink

v' Second phase:
Data digitalization by trained agent
» Picture scanned
* Fingerprints scanned
* |Introduction of collected data from the application form into the
management software.
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Former Passport Application Form
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. Délégation Générale a la S(reté Nationale '
N 05 7 - .) General Delegation for Namyw Security L!G!O!l.....'.
‘ ] f oAV g
Formulaire de demande de p&‘eboft ,',:,",;;;,"“’-

0 A% passport production form Trpe of passpor requiered (ick one)

Veulllez utiliser des lettres majuscules et de I'encre noire v @

Please use capital letter and black ink

Noms-:"a'“fl | | |!| |!| ﬂd) EI I | I | l I‘ o de ( ns le cadre) (Dt'“ﬂ"'&mdumuroon
Appicant's signature (Keep within frame) Service ou Diplomatique Temporaire
uniquement)

r 1 Term of passport (Service or Temporary
Diplomatc only)
Prénoms Gven names] l
- o
& Date de naissance (Jour, mols annéé) | i nsissance birth r__ —

: o] || | 52 e
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Cocher index gauche ou autre
[doigt en cas handicap Index gauche|
Tick the index finger of the ieft hand
o another finger in case of handicap

Detachez le long de cette Bgne (1o #0ng Hhore)
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Disadvantages 8

Of The manual Process

v' Delays in passport issuance

Due to the fact that the process was half computerized,

there were

» Long delays for Application forms shipment from the offices
to the production center

= Delays on the digitalization process
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v" Fraud risks
High level
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v' Automated SMS and | v Emalladdres SForSuppor:\_;_;_,

Decree N° 2021/347 Of 17th June 2021, Laying down the conditions for the issuance of passe o

Digitalized from Start

Six-step Application Process

Online Pre-enrolment
Physical Enrolment in an Office
Application Validation
Passport Production
Passport Shipment
Passport Delivery and Issuance

Emails on each step requests
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HOME

General Delegation for
National Security

Pre-enrolment portal for the new

national biometric passport

GENERAL INFORMATION

NEWS

igitalized from S

EN v

tart to End

Enter biographic details

General information

Personal information

Enter your personal information below

APPLICATION NUMBER: PO-20230713-001447

Personal information Parent information

Personal data
Given names

Given names

Surname(s)*

Surname(s)

Gender*
Male

Documents information

The new system



Digitalized from Start to End

Irregular and Incomplete Applications
Management Processes

v' Application Lacking documents or with Bad Biometrics

= Application Rejected with SMS or email sent to the Applicant

= The applicant is given the exact reason for the rejection

= The application is sent back to the enrolment office to be
completed

v' Application for lost passports

= Applicant provides lost certificate

= Makes a request for previous passport cancellation

= Passport Cancellation is issued and notified to all BORDER
POLICE OFFICES and the INTERPOL
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Digitalized from Start to End

Irregular and Incomplete Applications
Management Processes

v Fraudulent Identities

= Application Rejected
» The applicant receives an SMS

= Deposits a petition at the secretariat of the Director of
the Frontier Police

= An Investigation is opened to clarify real Identity
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v In case of urgent international security alert

= A committee led by the GDNS is convened, for fast resolution
= Safety Measures are implemented with the technical partner
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Digitalized from Start to End

Passports Authenticity Assurance

v' Booklets safety is guarantied by

» Building and IT security
Biometrics Access Control, Cameras, Real time System Replication

= Secured transportation inside the Buildings
Booklets are stored in a safe and Moved in Mobile security Cages.

= Secured Shipment
Partnership with specialized companies allows secured movements.
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= Computerized tracking of the booklets
Each Booklet is Registered from the manufacturer facilities and
scanned at each movement, until the last action, Issuance

% aucennc TRIP2023




Digitalized from Start to End

Passports Authenticity Assurance

v' Passports Authenticity Assurance
= PKI With CSCA Renewed every 3 Years

= nPKD, and SPOC connected to the ICAO PKD

= Documents Signer Certificate and Certificate Revocation List are
renewed every 3 months

* |n case a Document Signer Certificate is corrupted, it's added to CRL
and sent to ICAO PKD and INTERPOL

The whole System and procedures are audited by :
= Reqgular Internal audits
= Regular External audit from GRANT THORNTON
= Reqgular audit from Civil Aviation Authority and ICAO
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New buildings :

Constructed as part of the project

YAOUNDE DOUALA

VAL DE PRODUCTION DES PASSEPORTS ] i J GONS:NATIONAT CENTEREORTHE P

TRIP2023

i ALUGENTIC

"30009;" PassCam
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New System Key Figures .
In 2 years, from the 15t of July 2021 to the 315t of August 2023

Dedicated website

With a Pre-enrolment Portal
and an address for citizens assistance

Www.passcam.cm

10

44

593 007 gweek'”"“

Passports produced

Local Shipments

94 931 P
Passports shipped 2
abroad Shipments abroad

83rd 450+

Diplomatic
Representations
Operational for
enrolmentin 37 countries

145

Enrolment Stations
installed

Enrolment centers
Operationalin 10
regions

56

Mobile Kits deployed
in Cameroon and
beyond

Country registered in
the Public Key Directory
(PKD) out of 193 ICAO
member countries

48h

For the production
and delivery
of the passports

people mobilized

on a daily basis to register
citizens and produce travel
documents

80%

Of passports
issued in less than
48 hours
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