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Lifecycle of a
passport

Invalidation

End of lifecycle, ensure that the

document cannot be misused

Usage and travel

Secure document with a worldwide compliance

Application

Collecting photos and other breeder

documents

Entitlement

Decision of the identity and the right to
an identity document / travel document



Portrait photos through time

From traditional photos and stamps to electronic documents
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: 1920-1980 1980-1998 1998-2004 and 2005 onward (chip)
= Simple paper-based papers and Hot-foiled security documents, Introduction of laminated and
books, gradual enhancement in with modern machine readable polycarbonate ID pages,
security features every decade zones (MRZ) and security ink personalized with laser.

After 2005 the biometric passport
were introduced in Sweden
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Attack vector changes

Harder to forge documents, the more creative methods are
developed to falsify other data such as photos

- Look a Likes (False phots submitted)
- Stolen or forged breeder documents (False registry data)

- Frontmen / Mules (Social engineering)
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Not only look a like’s
Morphed photos, easy to achieve — hard to detect (Analog and digital submitted)

The criminal

Morphed

y/: 4

The true identity that is stolen
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The morphed picture with the
possibility for the criminal to pass
biometric systems such as pre-
checks and other controls
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Change of process -
What Way and at What Morphed pictures
Cost? A real security issue

Efficiency and security

Is there any possibility to enhance?

What about regulation?

How could the process be more secure
for the citizen and for the issuer of Photographers
travel documents Removing the possibility to submit

your own photo

Impersonation

Could we limit the issue some how?

Biometric quality

Is there a way to secure an over all process

quality

Documents

Breeder documents, analog statements

Citizen experience

Lower the cost, faster production and

delivery
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An request to investigate the process
was made to the government

Security

- Proof of identity — what data is registred?

- Usage of documents — a clear overview?
Quality

- Efficiency — How to achieve?

- Passport officers — Ease the workload

- Quality of each application — Gain correctness
Service

- Mitigate issues with multiple visits to different authorities and
photographers

- Minimize number of different offices to receive applications

- Make it easier for the citizen - One fee, not multiple
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The result - New
concept

A digital application
process with
biometric live
enrollment at
passport offices

Enhanced Security

Higher data accuracy and scalability

Fraud detection and regulatory compliance

Seamless integration digital services
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2004

Proposal new passport law

New system was developed with all-in-
one solution for one application. Training
were done to 500 officers over one year.

250 biometric kiosks in 110 offices

2002-2003

Preparation legislation — Information about
unauthorized individuals to spoof applications,
impersonation and more.

Fee 40-45 euro in total — deliverance 2-4 weeks

790.000k citizens paper applications/ year

2005

Adoption of the passport law

An agile approach actually made it
possible to collect data before 2005,
ahead of the time schedule.

Fee 40 euro — deliverance 1 week

First 800.000k citizens enrolled/ year 10
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2012

With full control of the portrait pictures enrolled there was
possibilities with next level enhancing of security features in
passport and identity cards security features

Deliverance 1 week

Now - 250 biometric kiosks in 110 offices

2009

Fingerprint biometrics mandatory collected, stored on
passport chip together with portrait photo. Swedish embassy’s
now have live enrollment world over.

1.000.000 citizens enrolled/year
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2015

New addition to passport law, limiting the
amount of possible applications per
documents validity period.

Now — 290 biometric kiosks in 110 offices

1.550.000 citizens enrolled/year

11



2019

New equipment, high quality biometric
equipment to secure a state of the art
guality of biometrics.

320 biometric kiosks in 110 offices
1.900.000 applications /year
2024

Adding electronic services to enhance the
secure layers of identity proofing and
strengthen the citizen experience

Fee 50 euro — Deliverance 1 week

2.000.000+ applications /year
Future

O

Enhance the over all experience of
identity management both for citizen
and the authority.

IcAO8s  TRIP 2024

12



TRIP 2024

/T,]\

b oot L SN
" 1 wsoes
-~y ™y A B2EAY-TNEA
T WL IR IMNTT

w Wy S Panapui t N A ABRRENRE
\ L &

wwrotn Tt
. s s e
T .,
paalLrO j‘C-nw" 2

odis

prvpe ezt

e P
21 MG B

y L a0 AN 2
I \
rk MaA 3
S AT

AP T LA S

Other benefits of live enrolilment

1.

2
3
4.
5

Enhanced Security — Pictures possible to trace to the document

Improved user experience — Takes seconds to photograph the citizen

Higher data accuracy — Fast and accurate ICAO quality and biometric test evaluation

Fraud detection and regulatory compliance — Look a likes in applications eliminated, morphed pictures eliminated

Seamless integration with digital services — Can be used with security features in passports and identity cards as well as
within the identity systems and future services as DTC
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Increasing trust
over time

Over time - historical data with high trust

4 photos +
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3 photos

2 photos

_ 1 Photo
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20 years of live
enrollment

800.000k/yr.
applications

From 260 offices to
110 offices

Less offices and less
amount of passport
officers to handle the
amount of

applications

Collecting live
enroliment each 5
year

All applications both
in Sweden and
Abroad on embassies

by live enroliment

1.300.000k/yr.
applications

One of the most
secure documents
and processes

Passport and identity
cards in Sweden -
state of the art

Still same amount of
offices

More than double
amount of

applications since
start 2004 -> 2024

2.000.000+/yr.
applications

Even more detailed
biometric quality
preparation of future
security challenges

Modern equipment
secures a safe and
future for the citizen
and authority

Multiple generations
of biometric
portraits stored

Secures a safe
identity for the
citizen and easier
issuance of future

documents
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