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(Presented by the Council of ICAO)

EXECUTIVE SUMMARY

In 2013, the 38th Session of the ICAO Assembly endorsed the ICAO Traveller Identification
Programme (ICAO TRIP) Strategy. This paper highlights the mandate and current priorities of the ICAO
TRIP Strategy and reports on developments in the Programme since the last Assembly. It concludes by
proposing priorities for the ICAO TRIP Strategy and outlines the expected outcomes of its work during
the next triennium.

Action: The Assembly is invited to endorse the proposed priorities for the ICAO TRIP Strategy and
expected outcomes for the 2017-2019 triennium, as presented in Appendix D.

Strategic This working paper relates to Strategic Objective C — Security and Facilitation.
Obijectives:
Financial The activities referred to in this working paper will be undertaken subject to the

implications: | resources available in the 2017 — 2019 Regular Programme Budget and/or from extra-
budgetary contributions.

References: A38-WP/11, Proposal for an ICAO Traveller Identification Programme (ICAO TRIP)
Strategy

A39-WP/19, Developments pertaining to the ICAO Public Key Directory (PKD)
A39-WP/42, Developments pertaining to Annex 9 — Facilitation

Doc 10022, Assembly Resolutions in Force (as of 4 October 2013)
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1. INTRODUCTION
11 The ICAQ Traveller Identification Programme (ICAO TRIP) Strategy as endorsed by the

38th Session of the Assembly (A38) provided the framework for achieving significant enhancements in
aviation security and facilitation by bringing together the elements of identification management and
building on ICAO leadership in matters related to Machine Readable Travel Documents (MRTD). The
progress made to date in the five elements of the ICAO TRIP Strategy, namely Evidence of Identity,
MRTDs, Document issuance and Control, Inspection Systems and Tools and Interoperable Applications
(including Advance Passenger Information (API) and Passenger Name Record (PNR)), is described in the
following paragraphs.

2. CURRENT STATUS OF THE ICAO TRIP STRATEGY

2.1 Holistic identification management. In order to raise awareness of stakeholders on the
holistic traveller identification management concept, events (listed in Appendix A) were organized in
2014, 2015 and 2016 to promote best practices for managing secure passport issuance and border control
systems while emphasizing the importance of both issuing ICAO-compliant MRTDs and participating in
the ICAO Public Key Directory (PKD). In particular, they underscored the importance of meeting the 24
November 2015 deadline set out in Standard 3.11 (previously 3.10.1) of Annex 9 — Facilitation. As part
of the support provided to Member States, the seventh edition of Doc 9303, Machine Readable Travel
Documents, composed of twelve parts (including eleven supplements) previously released separately, was
made available in English during the second quarter of 2015; all other ICAO languages will be published
in 2016. Other promotional activities, such as the publication of the MRTD Report and enhancement of
the ICAO MRTD website have also been undertaken. The MRTD Report magazine continues to be
published by ICAO to serve the TRIP community. A new ICAO TRIP platform has been developed and
tested by various experts of the Technical Advisory Group on TRIP (TAG/TRIP). This collaborative web-
based platform provides a dynamic user tool with a view to sharing traveller identification information
and practices in a range of key areas.

2.2 Completion of Machine Readable Passports (MRPs) implementation. In accordance
with Annex 9 — Facilitation, Standard 3.11.1 which requires all non-MRPs to be out of circulation by
24 November 2015, a communication plan has been implemented in order to encourage Member State
compliance with this deadline and to minimize inconvenience to the travelling public. As part of this plan,
State letter EC 6/3-12/70, dated 31 December 2012, was disseminated to raise Member States’ awareness
of the deadline. The formal responses received as at 15 April 2016 reflect that 140 Member States had
complied with the deadline, with a further 17 States indicating that non-machine readable passports would
only expire after the 24 November 2015 deadline and, in some cases, not until 2022. Additionally,
guidance material on Standard 3.11.1 implementation challenges and practices has been posted on to the
ICAO public site, and articles on the subject were published in the MRTD Report and the ICAO Journal.

2.3 Compliance with travel document Standards and specifications (Annex 9 —
Facilitation and Doc 9303). The regulatory framework of the ICAO TRIP Strategy is set forth in Chapter
3 of Annex 9 — Facilitation. Currently, only the security-related Standards of Annex 9 and those dealing
with communicable diseases are audited. The Council, at its second meeting of the 206th Session on 4
November 2015 requested that Member States be reminded of the online Compliance Checklist (CC) in
the Electronic Filing of Differences (EFOD) System which allows for the recording of information on
compliance with the Standards of Annex 9 — Facilitation. This will enable Council to consider the extent
of Annex 9 compliance and to determine if further action should be taken in this regard.

2.4 The MRTD Programme, through the Implementation and Capacity Building Working
Group (ICBWG) of the TAG/TRIP, monitors the progress made by Member States in their issuance of



A39-WP/40
EX/19
-3-

Doc 9303-compliant travel documents. However, there is a view among MRTD experts that some
Member States are not issuing MRTDs that are fully compliant with the specifications in Doc 9303.
Therefore, a proposed systemic process for evaluating passport compliance with Doc 9303 specifications
is currently being finalized with the concept of operation and respective roles and responsibilities already
identified.

25 Implementation of ePassports. About 120 ICAO Member States are currently issuing
ePassports. As ePassport implementation expands, the possibility of a Standard requiring ePassports
arises, following the example of Standards that have assisted with the move from handwritten to machine-
readable passports. The Council is of the view that ambitious leadership by ICAQ in travel document
matters, including ePassport, is essential. Work will progress on an ePassport roadmap which identifies
the challenges and conditions that must be met by Member States when implementing ePassport systems
and for ICAO over the long-term in considering the possibility of an ePassport Standard.

2.6 Travel document inspection using Automated Border Controls (ABCs). According to
industry reports, the expansion of ABCs, used for the inspection of travellers documents, increased
between August 2014 and November 2015 from availability in 134 airports in 40 States to 179 airports in
60 Member States. Border agencies involvement is a key focus for the ICAO TRIP Strategy. Further
development of an ABC-related regulatory framework, such as the Recommended Practices proposed for
introduction during the Ninth Meeting of the Facilitation Panel (FALP/9, April 2016), will encourage
Member States to expand the use of ABCs.

2.7 Maximize level of ICAO PKD participation. Since the last Session of the Assembly,
thirteen additional Member States have joined the ICAO PKD, bringing the total number of PKD
participants to 51. With a view to encouraging participation in the ICAO PKD, Amendment 25 to
Annex 9 — Facilitation, presented a revision to the PKD Recommended Practice 3.9.1. The
Recommended Practice is now divided into two Recommended Practices: one aimed at document issuers
and one for border control authorities. Additional information on PKD developments is available in
A39-WP/19.

2.8 The First Meeting of the Technical Advisory Group on TRIP (TAG/TRIP/1), was held
from 30 March to 1 April 2016.

3. ASSISTANCE ACTIVITIES

3.1 Up-to-date specifications on the issuance of modern and secure travel and identification
documents are available free of charge to Member States on the ICAO TRIP-related site,
http://www.icao.int/Security/mrtd/Pages/default.aspx. Requests for MRP, PKD and ePassport technical
assistance increased considerably from 2014 to 2016 and additional resources in terms of expertise and
funding are therefore being sought through international cooperation and/or voluntary funds. Some of
these technical assistance projects are being implemented by the Technical Cooperation Bureau (TCB).

3.2 The Government of Canada, through the Counter-Terrorism Capacity Building Program
(CTCBP) is the first State to provide financial assistance (i.e. funding two technical assistance projects) in
support of the assistance component of the ICAO TRIP Strategy — ICAO TRIP Implementation. The
project, Strengthening Travel Document Security and Identification Management in the Sahel Region, is a
pilot assistance project. It was implemented in July 2014 and, as of April 2016, is being conducted in 12
Member States from the Sahel region. Appendix B provides information on this project.
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3.3 ICAO has also been consolidating its working partnerships with several United Nations
(UN) agencies, other international and regional organizations, and the donor community to explore more
effective ways of providing assistance to Member States on the ICAO TRIP Strategy.

4. ICAO TRIP STRATEGY AND THE UNITED NATIONS AGENDA

4.1 As part of the coordination with the UN Security Council Global Strategy, ICAO actively
supports UN Security Council Resolutions 1373 (2001), 1624 (2005) and 2178 (2014) as well as the
Counter-Terrorism Implementation Task Force (CTITF). By doing so, ICAO makes contributions
consistent with its own mandate in relation to the ICAO TRIP Strategy.

4.2 The use of false identities and fraudulent travel documents, in addition to systemic weak-
points in the identification management framework of many Member States, remain major vulnerabilities
which continue to be exploited by criminal and terrorist networks. The UN Security Council urged
Member States to require airlines to provide passenger lists, referred to as Advanced Passenger
Information (API) in Annex 9 — Facilitation. API is an integral component of the fifth element of the
ICAO TRIP Strategy, Interoperable Applications.

4.3 On 25 September 2015, the UN Member States adopted a set of goals for a new
sustainable development agenda for the 2030 horizon. It is noteworthy that when assisting ICAO Member
States in implementing some Annex 9 SARPs and related Specifications, it directly supports the
achievement of 6 of 17 UN Sustainable Development Goals (SDGs). A specific target to be reached under
Goal 16, is “by 2030, to provide legal identity for all, including birth registration”, which is directly
linked to the first element of the ICAO TRIP Strategy, Evidence of Identity.

S. PRIORITIES AND OUTCOMES FOR 2017-2019

51 The monitoring of the expected outcomes of the ICAO TRIP Strategy will need to be
structured in a coordinated manner with the corresponding on-line Compliance Checklist of Annex 9
related SARPs.

5.2 State letter EC 6/8-16/04, dated 27 January 2016, was disseminated in order to collect
relevant information from Member States on progress towards implementation of the ICAO TRIP
Strategy. The responses to the questionnaire are expected to assist the Secretariat to determine the extent
of such progress and what assistance, if any, is required by Member States to implement the Strategy. An
initial report on Member States’ responses to the questionnaire on the implementation of the ICAO TRIP
Strategy and associated assistance needs is presented in Appendix C.

5.3 In order to ensure a holistic identification management, the ICAO TRIP Strategy should
continue to be widely promoted to Member States and ad-hoc tools, in all working languages, should be
developed to assist Member States in obtaining strong and robust evidence of identity mechanisms.
Appendix D summarizes the proposed priorities for the Facilitation Programme’s work on the ICAO
TRIP Strategy and expected outcomes for the 2017-2019 triennium. A dedicated ICAO TRIP roadmap
will be developed based on the feedback received from Member States to State letter EC 6/3-15/90, dated
21 December 2015, on the Compliance Checklist for Annex 9 — Facilitation and the ICAO TRIP
questionnaire. This roadmap will perfect the medium and long-term previously defined milestones of the
ICAO TRIP Strategy.
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APPENDIX A

PROMOTION OF TRAVELLER IDENTIFICATION MANAGEMENT

1. The Tenth Symposium and Exhibition on MRTDs, Biometrics and Border Security was held in
Montréal from 7 to 9 October 2014 and was attended by 505 participants and similarly the
Eleventh edition, held in Montréal from 14 to 16 October 2015 attracted more than 500
participants. Both agendas explored all components of the ICAO TRIP Strategy with particular
reference to their use in combatting terrorism and trans-border crime. Watch lists, smart border
controls, and inter-agency information sharing were also presented as part of the best practices.

2. Two MRTD Regional Seminars held in Tashkent, Uzbekistan (8-10 April 2014) and in Madrid,
Spain (25-27 June 2014) attracted a high number of participants and provided an opportunity to
explore the ICAO TRIP Strategy with aviation and border control experts from Europe and
Central Asia. The Regional Seminar in Madrid included the first-ever ICAO conformity and
interoperability/crossover tests arranged in collaboration with the Host State, Member States and
industry partners.

3. An ICAO TRIP implementation regional seminar, in collaboration with the Counter-Terrorism
Committee Executive Directorate (UNCTED), took place in Niamey, Niger (20-22 January 2015)
focusing on national identification management and civil registry, travel document issuance and
immigration controls at borders. An Economic Community of Central African States (ECCAS)
meeting on the ICAO TRIP strategy took place in Brazzaville, Congo (22-23 May 2015) and a
Declaration was signed engaging all ECCAS States to implement the elements of the ICAO TRIP
strategy. An implementation roadmap is expected to be defined by the State focal point to be
named by ECCAS. Regional TRIP seminars were held in Nairobi, Kenya (10-12 November
2015) and in Kish Island, Islamic Republic of Iran (9-11 May 2016). One is planned to be held in
the Caribbean region in the last quarter of 2016.

4. A High-Level Ministerial Conference on Aviation Security and Facilitation in Africa was held in
Windhoek, Namibia from 5 to 8 April 2016. A Declaration was adopted, urging African States,
inter alia, to implement the ICAO TRIP Strategy and to participate to the ICAO PKD while
recommending the set-up of an Advanced Passenger Information (API) system.
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APPENDIX B

SAHEL PROJECT - STATUS REPORT

Under the Sahel project (12 Member States)*, 4 technical TRIP assessment missions were
conducted in Chad in December 2014, in Mali and Tunisia in March 2015 and in Cameroon in March
2016. Under Phase | - Assessment, these missions assessed the operations and provided recommendations
to improve TRIP processes.

In addition, two regional seminars took place in 2015. The ICAO TRIP Implementation Regional
Seminar in Niamey, Niger in January 2015 gathered 45 Representatives from the Sahel region and experts
from ICAO and other international and regional organizations. The Sahel project also sponsored 15
participants to attend the ICAO TRIP Regional Seminar and Exhibition held in Nairobi, Kenya in
November 2015.

The development of the ICAO Standardized Training Package (STP) entitled Control of the
Authenticity and Validity of Travel Documents at Airport Borders — Level 1, is expected to increase the
ability of front-line immigration and border controls officers to identify fraudulent travel documents and
limit the movements of terrorists and criminals. This activity includes the training of instructors from the
Sahel region. The training course was available to Member States in French as of April 2016 and will
become available in English and Arabic during the fourth quarter of 2016 through the platform of ICAO
TRAINAIR PLUS, managed by the ICAO Global Aviation Training (GAT).

* Algeria, Burkina Faso, Cameroon, Chad, Guinea, Mali, Mauritania, Morocco, Niger, Nigeria, Senegal
and Tunisia.
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APPENDIX C

ICAO TRAVELLER IDENTIFICATION PROGRAMME (TRIP) STRATEGY

IMPLEMENTATION AND ASSISTANCE QUESTIONNAIRE

Initial Report on State Responses

As of 15 April 2016, 57 responses had been received from 55 States and 2 territories. The responses
received by region, compared to the anticipated responses from regions, are provided below.

. Actual Potential Total
Region
Responses Responses

Asia and Pacific (APAC) 12 38
Eastern and Southern African (ESAF) 7 24
European and North Atlantic (EUR/NAT) 24 56
Middle East (MID) 7 15
North American, Central American and Caribbean (NACC) 4 21
South American (SAM) 2 13
Western and Central African (WACAF) 1 24

57 191

Preliminary findings of this survey are as follows:

1) Implementation

a)
b)

c)

d)

e)

More than 80 per cent of States responding have indicated that they have established a
national framework relating to Evidence of Identity (Eol).

In terms of MRTDs, only 70 per cent of States issue ePassports which is low, compared
to the percentage of States issuing MRPs. The results vary widely in some regions.
Regarding document issuance and control, only a half of the reporting States are using
the ICAO Guide for Assessing Security of Handling and Issuance. Therefore, there is a
need to further promote the guide in order to encourage States to use it, together with
adapting cost effective state-of-art technology.

Regarding the Inspection Systems and Tools, only one third of the States who have
responded are participating in the ICAO PKD. About 60 per cent of the reporting States
have already introduced ABCs at border.

With respect to Interoperable Applications, 60 per cent of the reporting States are using
the Interpol Stolen and Lost Travel Document (SLTD) database to prevent cross-border
terrorism and other crimes.

2) Assistance

Capacity building and/or financial support is needed by at least 15 reporting States to
assist in the implementation of the ICAO TRIP Strategy. It is noteworthy that the 134
States which have not yet responded to the survey may also need assistance in the
implementation of the ICAO TRIP Strategy.
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APPENDIX D

ICAO TRIP STRATEGY: PRIORITIES AND OUTCOMES FOR 2017-2019

ICAO TRIP Priority/Key Activity Outcomes
element
Development of an ICAO TRIP | Implementation of the roadmap and
ALL Roadmap corresponding risk analysis documents
Enhanced recognition of ICAO | Improved service delivery to States through
ALL leadership on the ICAO TRIP | efficient coordination and cooperation
Strategy, through international
cooperation (including UN system)
and coordination of regional activities
Development of capacity building and | Identification of potential donors and
ALL assistance  (through the ICAO | development of specific projects for
Resource Mobilization Strategy) voluntary funds and/or grants for the
provision of technical assistance for the
States and management of donor-funded
assistance projects
Promotion and communication to | Symposia and regional seminars;
ALL States of the five elements of the | development of a compendium of all
ICAO TRIP Strategy by ensuring their | TAG/TRIP activities and outputs
increased  visibility and  wider
distribution of the guidance material
Determination of Best Practices and | Approved Evidence of Identity guide
Evidence of | guidance material on evidence of | developed
Identity identity
(Eol)
Assistance to States for the completion | Identification of issues encountered by States
MRTDs of Machine Readable Passports (MRP) | in implementing MRPs and determination of
implementation type of assistance to be provided
Development and update of travel | Amendments to travel document
MRTDs document specifications, as well as | specifications (Doc 9303) and publication of

guidance material on MRTDs

Doc 9303 revisions as required
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ICAO TRIP Priority/Key Activity Outcomes
element
Machine Readable Convention Travel | Update the Guide for Issuing MRCTD for
MRTDs Documents (MRCTDs) Refugees and Stateless Persons to include
new Annex 9 Standard 3.12
MRTD-related Universal Security | Evaluation and adjustment of audit
MRTDs Audit Programme (USAP) audit | questions as and if required
guestions
Development of the Doc 9303 | Development of assessment guidelines and
Document Compliance Programme a protocol questionnaire for the assessment
Issuance and of the testing entities
Control
Cost-benefit analysis (CBA) template | Assessment tool for States willing to
Inspection for PKD participation in coordination | implement PKD in line with ePassport

issuance and ABC gates implementation

Inspection
Systems and
Tools

Development of specifications for
Inspection Systems and Tools

Improve the involvement of border officials
in the work of the TAG/TRIP on border
management

Interoperable
Applications

Passenger Data exchange

Increased outreach to States on Advanced
Passenger Information (API) and Passenger
Name Records (PNR) programmes through
collaboration with  the World Customs
Organization (WCO), International Air
Transport Association (IATA) and United
Nations  Counter-Terrorism  Committee
Executive Directorate (UNCTED)

Interoperable
Applications

INTERPOL Stolen and Lost Travel
Document (SLTD) database

Promotion of data submission to the SLTD
and its use for checking passports during
border controls

— END —
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