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ICAO Implementation and Capacity Building Working Group
We help States to implement new ICAO TRIP right.

« Established in May 2008, -
chaired by David Philp, NZ o loewy,

* Our targeted outcomes for 2014-2016 are:
— Documents can be easily used and validated

. . IDENTIFICATION
— Travellers are effectively linked to secure MANAGEMENT
document that presents a credible and authentic
identity; and

— Investments in MRTD-related technologies
balances security with facilitation and drives value
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Our Mandate:

OAC/,
D' LS
Jg gy’  Intemational Civil Aviation Organization

TAG20, WP22 endorsed initiatives to promote
good practice in procurement of MRTD related
systems.

Finally endorsed by TAG/TRIP1 on 24 March
2016 and approved by ICAO Secretariat to be
published on ICAO Website

Documents Enrolment & Border Control
Issuance systems

2016-05-10 ICAO TRIP IRAN SEMINAR - Kish Island: Markus Hartmann,

TECHNICAL ADVISORY GROUP ON THE

FIRST MEETING
Montreal, 30 March to 1 April 2016

Agenda Item 3: Activities of the ICBWC

ICAO TRIP Strategy: Interoperable Applications

TRAVEL DOCUMENT GOODS AND SERVICES
(Presented by ICBWG)

TAG/TRIP/1-WP26
24/03/16
English Onlv

TRAVELLER IDENTIFICATION PROGRAMME (TAG/TRIP)

Element of the MRTD:; Document IssuanceControl; Inspection  Systems Tools;

COLLECTION OF BEST PRACTICES FOR ACQUISITION OF MACHINE READABLE

SUMMARY

and Services’

Action by the TAG/TRIP 15 m paragraph 4. The purpose of thus working paper
is to provide an update to the TAGTRIP on the status of the ICBWG's
guidance on the procurement of MRTD-related systems (e.g ePassports, emal
registry systems and inspection systems for border control). This gwdance was
finalized and publiched by ICAO 1 March 2016 under the title ‘Collection of
Best Practices for Acquation of Machine Readable Travel Document Goods

Guide Acquisition of MRTDs Goods & Services
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Our Sub-Group:

* Janet Curran, Australia

* Tony Dean, ISO UK

* Markus Hartmann, ISO Germany, (Chair)
* Fons Knopjes, The Netherlands

* Neo Corneliah Lepang, Botswana

* Dwight MacManus, ISO Canada

*  William F. Seaman, USA

Disclaimer:

e This publication contains the collective views of an
international group of experts and does not necessarily
represent the decisions or the policies of the ICAO

\
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Collection of best practives for acquisition of Machine Readable Travel Document (MRTD) Goods and Services

For Publication on the ICAO Website

Collection of Best Practices For
Acquisition of Machine Readable
Travel Document Goods and
Services

DISCLAIMER: All reasonable precautions have been taken by the International Cavil Aviation
y

However, ial is beir kind. either expressed

mmmhnwﬂmdhﬂﬂnﬂhnﬂmh:

‘event shall the International Civil Aviation Organization be liable for damages arising from its use.

Version: Release 1

March 2016

Fie:  Collection of Best Practices For Acquisition of Machine Readable Travel Document (MRTD) Goods and Services
Author: Subgroup of the Implementation and Capacity Bulding Working Group (ICEWG), Workng group of the ICAD
Technical Advisory Group on the Traveler Identiication Programme (TAGTRIP)
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Collection of practices for acquisidon of Machne Readable Travel Document (MRTD) Goods and Services

Purpose of the Guide:

« Self-Assessment Tool for States planning i
procurement .

» Reference paper for donors, supporting ey T S S e e e
States in need %ﬁﬁgﬁ;ﬁ%ﬁ

meetng
May 2014, the developed guidance material (TAG-MRTDV22-WP/2522/04/14) was endorsed by the TAG members.

* Identify synergies with ICAO Procurement D ——

which operates within the Technical Cooperation Bureau (TCB). ICAO's
number of projects for procurement of equipment and services that range from radar systems, runway lighting. aviation
In the area of MRTD's the TCB Procurement

Section, Technical Cooperation Bureau (TCB) e e et o e o e s

12 Purpose and Scope of this Collection

Thes Collection s targeted at State authorites planning to implement major upgrades of their current trave!
documents and related systems and lack sufficent expertise in the field of MRTD. Additionally. they may be working with

We have NO intention to: i;:;";;t;;mm:ﬁ;m:
e Provide technical specifications ::umm-mmm:u AR
* Provide legal contracts \ s e
* Making reference to vendors or products [~ R B e

Din Chamberian (New Zeaanc), Tony Dean (150, Unted KIngaom), Manus Hamann (150 Germany, Cha), Fons Knogjes The
Nethenands). Neo Comeiiah Lepang (Botswana). Daight Mackanus (150 Canada) and WIkam F. Seaman (Unted States of Amenca)

11
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Collection of practices for acquisiton of Machine Readable Travel Document (MRTD) Goods and Services

Structure of the Guide

TABLE OF CONTENTS

e

ccq‘:z m.a.n-:'m ::

Part 1: Outlines the steps of good procurement T e 5
3= :

iy 3

Part 2: References to other guidance materials - - o

and “Procurement Tip Sheet”

(vi)
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Collection of practices for acquisition of Machine Readable Travel Document (MRTD) Goods and Services

Step 1: Defining Needs

 Start with thorough self-assessment of | —
current situation, asking the right questions, STEPS IN PROCUREMENT
using other ICAO guidance materials p—

States and their authorites engaged with MRTD related systems are acting upon objectves derved from the
weicome

travellers at their borders. They are facing the fundamental challenge of identifying from the
legtmate Authorites are continuously fix issues they discover in their legacy systems or
are actng upon a future vision of identity management. All mvestments in MRTD goods and must serve this
- purpose in general. At the same time authorites are obliged to use taxpayers’ money with great care.
Investment Loglc me*mmmuhamuammmumnawwnm
Solutions Lmiiﬂ.lm:;, ? Sy S cRee. s e R,
Therefore it is paramount to MRTD refated acquisition 1o startwith sment of the
Problem xerent shuabon.The s o e peaniem 5 ok echciogy resed o strt . General. Subarbes Shoud g by
looking at their intemal processes in the areas of:
X Would you invest «  Generating and managing cvil status of citzens;
= «  Document based identty verficaton at borders and other public of private use cases:
B aud Benefits of in an eMRP? +  (intemal) fraud in the ssuance andior venfication processes of MRTDs;
SOIVing . Laadmhw.y'::ou:\gmnn mm::
*  The cost effectveness of legacy processes and systems.
Passport not Trust Data sharing and For ths assessment the authorities may benefit from vanous guidance materals provided by ICAO such as
trusted by other improved civil + Gude for Assessing the Security of Handing and Issuance of MRTDs;
. . *  Guide Towards Better Practice in National Identficaton Management,
NEIES registration «  Document 9303 MRTD.
H Having centfied the of the problem. the Mbmmmmnw
5 Compliance from 3 new MRTD related 5 a st of should be derwed. The
No Evidence of New Issuance wmmnm.nmmm.mmmmmmummmwm
" partes. Good requirements are: correct, unambiguous, complete, and con: for mportance.
Identity System moddiable and traceable. Fmsmmnmnsuc«mmﬁcmwmhsmd&mum
Capabilit Y Electronic Engneers (IEEE) 530 the authorty shoud have a soid
apability Robust understanding of other relevant standards. mwwmuumm Fovhrpeandaemﬁex
projects the authority may nvest in developing model-based system architecture designs (MBSA). Similar to blueprints of
process Mm,mﬂmmmhmnmn and of al
" ’ :mm.znmm m‘(’l’soa Lo O 0': (BO)RduuT:m
on-compli Open and Distributed Processing (ISO RM-ODF) n

Passport
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Collection of practices for acquisiion of Machine Readable Travel Document (MRTD) Goods and Services

2. Step: Preparing Tender Process T S——

* Procurement Plan, \ P B

for internal project planning e

* Tender Document, ; e —

to be issued to the market D

po

by the issung entty,
«  bid closing time.
« vaiid pericd for receiving queries from tenderers priori t bid closing and when responses wil be
provided by the ssuing entity

Looking at the acquisiton of MRTD goods and services ICAO would like to draw special attention 1o the followng ponts.

Drawing attention to MRTD related aspects: i e

effectve acquisiton process from muitple
m&mm wmmxmummmmam
informaton technology.

* Engaging all stakeholders e e

Often. subject matter experts can be found in ofher depariments who are Grectly or indrectly related o the

mmwmuwmwn«.st:’muﬁum-immuaammmm

* Internal Work Packages T ey o

* EOI/RFP e e
Operating 3 Public Key Infrastructure (PKI) requires a msﬂmmm Mayte pecple with these skils
* Compliance and alternative solutions e T e
325 Expression of Interest (EOI) / Request For Proposal (RFP)

° CO nt ra Ct uhmdeO! nuummmmummuym:uzw%mﬁ

“muumw developed from the EOI, wil be issued 10 the quaified bidders only. During the
RFP the pre-quaified bidders may have acoess 10 sensitve data-n travel documents and / or systems described in the

* Proof of Concept -
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ite Preparation
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Points to watch: Internal Work Packages
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Collection of practices for acquision of Machine Readable Travel Document (MRTD) Goods and Services

. 1 B'd Sexie o hex oronch Such cira may b acasad b be eam 1 moderaed mrkabors o e e vercors
example of feasible steps of an evaluation process.

* By multidisciplinary team, balanced in _ -

* Evstuatin of ecrncal e
Iy et 4 e e

terms of hierarchy and ranks i \:’;

-tn—- optona: eauremars.

e Types of criteria: ranked and weighted —

EEEECIEEETTN Evwusion Report

* Proposing alternative sequence of %ﬁ

Figure 2- Sample of an evaluation process

.

"g 3 structured process d . it team gan a
evaluatlon Steps mind 3bout things. Some ke ommmuwndm-:u;rummmmn&;vm
themselves. So the evaluation team should plan for multple ways of gainng first hand expenences. Possible ways are:

*  Testing the provided demo system

* Promoting ICAO events & test schemes T

wendors on oficial interoperability test events or at third party test labs.
Prices should always be evaluated in relation 1o the overall value offered by the bidder (Best Value-for-Money —

for validating vendors’ capabilities T e e

for 2
overcompensate the lesser price for an atemative machine. Another are the consumables required for
re-transfer prnting personalization. which in b—rmwmmnmmwm
compared to other solutions.

Finally the best qualfied bidder shall be invited 1o contract negotations.
34 Awarding Contract

In the phase of proposed awarding the authorites should ask the bidder to confirm all the details on how he
intends 1o mplement the project. This should be done by requinng a Project Handbook which s 3
how

mmmmmy Mummnm and
S hay 2546t 3nd sx30Lahng e scope
dmnwmmmwmmu-w—mum Fraly. s weil as providng

35
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Collection of practices for acquision of Machine Readable Travel Document (MRTD) Goods and Services

4. Step: Awarding Contract A M S

Temmmmmnmm«sbhmw with

* Main legal aspects to be covered — e e
* Focus on MRTD related processes e.g. o

«  Vendor must allow the authority to audit their supply chain, major within 3 mutually
agreed tmeframe

Quality control, Acceptance testing, P —

procedures) available 1o the project team. who should base ther work upon the agreed rules and regulatons.

45 Managing Change

MRTD sokutions often are planned for a pennddmwgrarsh mimmmmnuym-
muhwmwm 2 technology change needs 1o
be accommodated.

change management 3
documents must be clearly specfied. Changes in the document itself are best avoided. but if necessary must be

5. Step: Managing Change et s o o
e Publish change of the MRTD document “‘“”“‘m“""““”'fj":‘immmmm"
* Process change of the MRTD system
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Points to Watch: Connect Test Plan with your Contract

Test Plan and Test Specifications Test Report Contract Schedule

Security Durability MACHINE READABLE
TRAVEL DOCUMENTS
o ° %
g

BN

ISO

N

Systems

TECHNICAL REPORT

DURABILITY OF MACHINE READABLE PASSPORTS

e-passport
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Appendix 5.2
e References to other Guidance Materials

Collection of practices for acquisiion of Machine Readable Travel Document (MRTD) Goods and Services

Appendix 1

REFERENCES

Appendix 5.1
* Tip Sheet:
to be extended list of points to watch

mmocmmwusermmmumusuuwam
oty urce - 3=0 270

Public Procurement in the European Union — - rues and gudeines
it

Guide for Assessing the Security of Handling and Issuance of MRTDs, ICAO
http Jlveerm 120 in/S Collection aspx

Guide Towards Better Practice n National identificaton Management, ICAQ
130 Int/S ns/Allitemns aspx

Document 8303 MRTD. ICAC
Ji

Collection of for ion of Machine Travel D (MRTD) Goods and Services World Bank Procurement Policies and Procedures
World Trade Agr (AGP 1004)
‘hittp /iweww wto org/engiishAratop e/goroc e/gp gpa e him
%ammm;mmmawlmmfmm
App.ndix 2 Institute of Electncal and Electronc Engneers Software Requrements Specificaton (SRS) onginally publshed as.
ANSVIEEE Std 830-1084)
Network Working Group S. Bradner Request for Comments (RFC). 2119 Harvard University BCP, 14 March 1007: Key
PROCUREMENT TIP SHEET werds for st in RFCs o Indicate Recuireinent Levels
Possible Issue Suggested Treatment
The ICAO ICBWG this Collecton ists of the Janet
Risk Assessment Undertake a genuine risk assessment MLWM(MMLTWM(MMWLW Hartmann (1SO
« Risk and risk «  The inherent nature of risk cannot predict unexpected events: however, the benefit of gaining 3 ﬁmoﬁmwmwlmmmm‘ww(mw)
treatec as an academic exercise Fannmw mmdww(wmdm-s)mmwlmnm Vo, - Somman (e Sisies of Avassion
nisk likelihood and consequence, and draft tender and legal tender and legal This provides protection of the Agency's
documents accordingly can increase the risk of project failure. interests, and attributes lability to the party. C amhgd
10 support the helps 1o eng
« The type price model (e g. Time and Materials or Fixed Price) « The most common pricing approaches can be split into two broad models — Time and Materials’ or

2016-05-10

ICAO TRIP IRAN SEMINAR - Kish Island: Markus Hartmann, Guide Acquisition of MRTDs Goods & Services




'i@;' ICAO SECURITY & FACILITATION ~ NO COUNTRY LEFT BEHIND TRIP2016

SEMINAR

ICAO Publication

 The Guide is available for free download here:

e States are are welcome to contribute to
enhance the guide with us!

http://www.icao.int/Security/mrtd/Pages/Guides.aspx

Thank you for your attention

Markus Hartmann; ISO Germany, Member of TAG/TRIP
fal@icao.int
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