Regional Seminar on MRTDs, Biometrics
and Identification Management
12 to 14 November 2013, Ouagadougou, Burkina Faso
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Passport Compliance Issues:
The Global Perspective & Challenges

Dwight MacMANUS
Director, Travel Applications, Canadian Bank Note Company, Limited
ICAO Implementation & Capacity Building Working Group (ICBWG)
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Agenda

- Part 1: Passport Compliance

= The Basics: Doc 9303
= Compliant and non-compliant passports at the border

- Part 2: ICBWG Subgroup on Non-Compliance
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= Role of ICBWG within ICAO
= Four case studies




The Basics: Doc 9303

= Basis for ALL machine readable travel documents, including ePassports
= Compliance is critical to ensure effect border security

= http://www.icao.int/publications/pages/publication.aspx?docnum=9303

Machine Readable Machine Readable Machine Readable
Travel Documents Travel Documents Travel Documents
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The Basics: Doc 9303

= Universal formatting is required
= Structure, font, position, substrates, security features

= Designed for accuracy; ensures global interoperability

Machine Readable
Travel Documents

Mac)
Travel

APPENDIX 6 to Section IV

CONSTRUCTION OF THE MACHINE READABLE ZONE
OF THE PASSPORT DATA PAGE
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APPENDIX 3 to Section IV

SCHEMATIC DIAGRAM OF THE MACHINE READABLE ZONE (MRZ)
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Compliance at the Border

= Example: A compliant passport

CANADA

Type/Type Issuing Country/Pays ametteur  Passport No /N° de passeport

PASSPORT
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P<CANMART INC<SARAHCCCCLCLLLLLLLLLLLLLLLLLLLKL
AB504963<0CANBSO1019F 1502110<<<<<<<<<<<<<<04
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Compliance at the Border



Compliance at the Border

Type:
Country:
Number:

Given:
DOB:
Expiry:

P<CANMART IN<<SARAHCCLCLLCCLLLCLLLLLLLLLLLLLL
ABSD4963<DCANBSDT019F 1502 110ccccccc<<<<<<<O4

%

P<<CANMARTIN<<SARAH<<<<<<<LLLLLLLLLLLLLLLLL
AB504963<0CAN8501019F1502110<<<<<<<<<<<<<<<<04

Passport
Canada
AB504963

Surname: Martin

Sarah
01 Jan 85
11 Feb 15

READ CORRECTLY

MRTD Validity
& Integrity

National Watch list

International Watch lists

Visa Database

API/PNR Records;
Crossing History
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Compliance at the Border

MRTD Validity
& Integrity

National Watch List

v Proper verification of
the document & traveler
against databases

International Watch Lists

v Proper validation of the
travel document
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Visa Database

v" Secure inspection and

facilitation
API/PNR Records;

Crossing History




Non-compliance at the Border

- Example: A non-compliant MRTD
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Non-compliance at the Border

i ||
b L Y, -

MRTD Validity
& Integrity

Type: Passport | National Watch List
Country: Ut?pi?

| Number: A?61242?
| Surname: Morlin
Given: 87?rah
DOB: 01 ?an 85

International Watch Lists

/

ICAO MRTD Regional Seminar, Burkina Faso

Expiry: 11 Feb 50

PEOGHBR ASTLYAS SFRANRVILIN: < Sor v A Nl c ot 4
AATRRICTS GBI COZIRANITOARPP0UUDOUT e scr e}

Visa Database

l
/

INCORRECT DATA

P<<U??MORLIN<<8?RAH<<<LLLLLLLLLLLLLLLLLLLLL

A?612427<0UTO5001019F 1502500<<<<<<<<<L<LLLLLLL API/PNR Records;

Crossing History
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Non-compliance at the Border

i ||| a——] - =
i W, - MRTD Validity

BAC & Integrity
FAILURE

r

X Erroneous validation of the . —
travel document s National Watch Lists
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X Erroneous verification of 5
the MRTD & traveler against | vl International Watch Lists 3
[

databases =
=

2

X Incomplete risk assessment Visa Database =

of the traveler

API/PNR Records;
Crossing History

X Potential delays
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PART 2:

Implementation & Capacity Building Working Group
(ICBWG)
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Subgroup on Non-Compliance
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ICBWG

e Since 2009, ICBWG has:
» Monitored readability issues related to MRTDs

» Global initiative to contact states to seek clarification
on suspected issues
* Five nations were sent official letters
» Three official letters are in process
» Three more cases are being evaluated
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» Assistance provided to two states
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Case 1: Use of improper materials

Issue: Substrate thickness/opacity
Result: Potential misrecognition of data i
Impact: Incorrect validation of the document and/or traveller e
[aa]
2 5
: f’w .5
w CANADA ao
== ; | TypeType lssuing CountryPays émettear  Passport No /N da passeparn =
e R AB504963 N
EARTIH =
sn;nﬁsrAMHﬁnenoms g
NahonaktyNationalite (®)]
CANADIAN/CANADIENNE -

Date of bith/Date de naissance

01 JAN /JAN B85
Sex/Sexe

Place of birhlieu de namsance 3
g.hq.muoarlfﬂ cntﬁu'rl; AuthantylAutonts de defvTance ARy Mother lame/Nom de lamére: 0. 1
11 FEB /FEV 10 GATINEAU - =5
Ciate of expiryDate 4 ewpiration e
11 FEB IFEV. 15 e Hauzl

P<CANMARTINC<SARAHLLCLLLLLLLLLLLLLLLLLLLLLLL

ABS04963<0CANBSD1019F1502110<<<<<<<<<<<<<<D4
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Case 2: Formatting

Issue: 1) Error formatting VIZ to MRZ

2) Incorrect spacing of MRZ
Result: Misrecognition of data and search
Impact: Erroneous database query

P CAN AB504963
SurnamafMom
MARTIN
N Giver) narmes/PiEnoms
- SARAH
Hahonakty/Natonalite
| CANADIAN/CANADIENNE
Date of buthiDiate de naissance
01 JAN /JAN 85
 Sew/Sem Place of bithiLeu de nassance
L F OTTAWA CAN
Cate of msue/Date de délnvmance Issung Autharity de
. 11 FEB /FEV 10 GATINEAU
f Diate of expiryDate ' expiraticn
11 FEB_/FEV 15

e
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Case 3a: Quality Control

Issue: Lack of quality control
Result: Character misrecognition
Impact:Inaccurate validation,

manual intervention required

TypeType Issuing Country/Pays ametieur  Pessport No /N° de passepon
P CAN AB504963
SrnameiMom

MARTIN

Given namesPdnoms

SARAH

HabonaktyNabionalite

CANADIAN/CANADIENNE

Date of birthiDiate diy naissance

01 JAN /JAN 85
SenfSexe

Place of bithiLieu de nassance

F OTTAWA CAN

Cate of ssus/Date de délvance issuing AutharitylAutonte de delvTance

11 FEB /FEV 10 GATINEAU

Ciate of expiryfDate J'expiraticn e
/P A

P<CANMARTIN<C<SARAHLCCCLLLLLLLLLLLLLLLLLLLLLKKL
ABS04963<0CANBSD1019F 1502 110€<<<<<<<<<<<<<04

“<“is cut off

R &< @(—_ “6“is cut off
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P<

PASSEPORT ~ PASSPORT

<<
ITTUTUITU16121811111<<<<<<<4<<8B¢

0<<<4!

\

iy | i oy Pe\ drvotin NSO

1. Coanome’ Sumame/ Nom

2. Nome/ Given names/ Prénoms.
an-ﬂmm

[
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e * BlSE o o L de

5 Bake ot eauie o da séivrance R~

18 DEC 2006 .

b Lo — (gl du tihulaine
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Case 3b: Quality Control

Issue: Lack of quality control
Result: Skewed MRZ lines, distorted characters
Impact:Erroneous data entry, manual intervention

Y PASSPDORT cANADA

TyeeType Issuing CountryPays ametteur  Passport No /N- de passepon
P CAN AB504963
SrnameiMom

MARTIN

Grven names/énoms

SARAH Date |

Natbanalkty/Nationalite U Big :;:Te Place Of Birth

CANADIAN/CANADIENNE Date Ot/ .

Date of birthDate de naissance 18:‘1 3sua ?;'fogoggﬂ

01 JAN /JAN 85 :

Sex/Sexe Place of bithiLieu de nassance &

F OTTAWA CAN

Cate of msue/Date de délnvmance issuing AutharityfAutonte de delvrance

11 FEB /FEV 10 GATINEAU

Diate of expiryDate 2 expiraticn .
/o A

11 FEP fFEY_ 15 _J
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Case 4: Intrusions into the MRZ

Issue: Intrusions into the MRZ
Result: Potential interference with character recognition
Impact: Manual intervention required

=
y O\
| CANADA PN ————

CountryPays amettesr  Passport Mo /N de passepon
AB504963 PASSPORT-PASSEPORT

SrnameiMom
MARTIN
Grven namesPidnoms
SARAH

HabonaktyNabonalite
CANADIAN/CAWAD IENNE
Date of bith/Diarte de naissanc

01 JAN /JAN

[SSUNG STATE - PATS EMETTEUR  PASSPORT I - ¥ DU PASSEPORT
[
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SenfSem Place of bithiLey
F OTTAWA
Cate of ssus/Date de délivmnce wing AutharitylAutonte de delvrance

11 FEB /FEV 10

Ciate of expirgate 4 expirabcn 3

P<CANMART INC<SARAHCCCCLLLLLLLLLLLLLLLLLLLLLL PCTLZN™ " QQITIiIIIKCIILL_< <<<<<

I
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Summary

Compliant formatting of MRTDs is crucial for effective border
security and facilitation

Many of the aforementioned issues can be prevented through basic
quality assurance practices

Particular attention should be paid to eMRP....it must comply with
9303 Part 1, Volumes 1 & 2
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Closing remarks

* |CAO Secretariat is interested in receiving information
about suspected non-compliance/interoperability issues

* Contact:
Erik Slavenas, Program Officer
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