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Introduction

MATERIAL FRAUD: FRAUDULENTLY
physical & OBTAINED DOCUMENTS
electronically IMPOSTERS (intellectual fraud)
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Document Fraud

r Modus Operandi

= Counterfeit documents
= Forged documents

= Blank Stolen documents

= Tampering the contactless IC

» Fraudulent obtained (without internal help)
» Fraudulent obtained (with internal help)

+ Imposters

 Pseudo documents



Document Fraud

l Definition

COUNTERFEIT DOCUMENT

An unauthorized reproduction of an authentic/ genuine document.
[a document entirely produced by a fraudster/ forger]
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Document Fraud

l Definition

FORGED DOCUMENTS

Unauthorized alteration made to an authentic/ genuine
document, after having been lawfully issued.

It includes, i) photo substitution, ii) page substitution,
iii) data alteration (physical or chemical erasures),
attacks on the visas and on the entry/ exit stamps, etc.
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Forged Documents
Photo Substitution

Passport Republic of China
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Forged Documents
Photo Substitution

Document Fraud

ID card Portugal
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Forged Documents
Photo Substitution

Passport Bangladesh
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Forged Documents
Page Substitution
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Forged Documents
Page Substitution

"""V"""‘""'"'* V.Mm% _1
I 1 1 I '
LIC DE VENEZUE

OR ~ ISSUING STATE

Passport Venezuela
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Forged Documents
Page Substitution

Passport Brazil
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Forged Documents
Data Alteration
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Forged Documents
Data Alteration

Driving License Cape Vert



Document Fraud

l Definition

BLANK STOLEN DOCUMENTS

Authentic/ genuine documents, the blank of which, was
misappropriated and personalized by an unauthorized
person or entity.

[@a document issued (personalized) by a fraudster/ forger]
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Blank Stolen
Documents
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REPUBBLICA ITALIANA
: N°. Passport No Passeport N'
PASSAPORTO ’ BCI
PASSPORT

di nascita. Date of bm_flosa% i

_ | 25GEN/JAN 1981

Sesso. Sex. Sexe.(5) Luog

Sk BRESCIA|
AR 25TAN/ JAN2002 |

Data di rilascio. Date of i
Data di scadenza. Date of .»

cernrond 25TAN/IANZO07 Lecccecc
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Passport Italy
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Blank Stolen
Documents
s REPUBLIQUE FRANGAISE v |
PASSE Po &T Type/Type Code du pays/Country code Passeport n® /Passport no
PASSPORT P FRA 03KD98103 e
i N G . Nom/Surname (1) i
RE Mary, | SALLE . .
D -g‘;PtémnB/Given names (2) s
7 Amadou S
. Nationalité/Nationality (3) Sexe/Sex(5) Taille/Height (12) Couleur des yeux/Colour ofeyes (13) . ...
‘Francaise M 1,96m  Marron ;

REPUBUQUEFRANCAISE-RE 08 QUEFRANCAISE-REPUBLIQUEFRANCAIS 3

| Date de naissance/Date of birth (4) Lieu de naissance/Place of birth (6)

'02-01-1980 DALABA (GUINEE)

| Date de délivrance/Date of issue (7) Autorité/Authority (9)

17-10-2003 PREFECTURE DEPOLICEDEPARIS ...
' Date dexpiration/Date of expiry (8) (18)  Le Directeur de Ia Police Generale

_16-10-2013

jie, 12 :
W\E2/S! Louis DUCAMP N -
N =
BIYQUEFRANCAISE-REPUBLIQUEFRANCAISE

Passport France
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Document Fraud

Definition

Tampering the contactless IC

An illegal addition, alteration or destruction of a contactless Integrated
Chip in a authentic/genuine document.
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Document Fraud

l Interpretation

CASE 1 CASE 2

| l!ﬂ”]'m"!‘. sromi T

g PHITULD ot , CASE 1

\ ' ; v - Cut in the chip area | chip exposed.
. Chip failed to read

CASE 2
= Chip area was broken | chip removed

In both cases there was a deliberate
intention to disable the chip in
order to unable the inspection
system to read/validate the

information.
IRPRT395¢ R
ssocosoniflll CONCLUSION:
' e.TR forged by alteration of its
components

Residence Permit Portugal
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Document Fraud

l Definition

FRAUDULENTLY OBTAINED DOCUMENTS
[with & without internal help]

Authentic/ genuine document issued by the legal authority,
based on deception by the “applicant” through:

sthe use of breeder documents, either false, counterfeited or genuine
ones belonging to someone else;

=cooperation of a corrupt official
=impersonation of the rightful holder of a genuine document.
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Fraudulent Obtained

| P000544530 |

}‘2’ NACIONALIDADE BRASILEIRA - NATIONALITE BRESILIENNE - BRAZILIAN CITIZEN

lone JOARO ANTONIO POLLI

w43 -

l
ot {1 NG el ! i 2y MASCULINO
Crm o RO ANTOND i Luger e date do rascinenlo, KO PAULO/SP %
o 20131000 ~ ‘ innachitbomlathabill . 1750 T
PR T HHAMID I IRLV]A 145 =131 10 ma e e e I ANTOHIQ P(OLLI
Lisisiel 1190 90 1110 Father's and molhe/s namé
PERMARENTE! [T ISMJESUS POLLI
L oMstavacos

AVTORIZ. € | RESH. PERMANENIE
ARI. 76 DA LEIN 2510007

Reparticao expedidora - Délivré par — Issued by Vabdo até - Valable jusquéu — Valid until

SR/DPF/SP - Delegacia 215 JUN 2011

De Policia Maritima

M'.‘SA'O F:ULgm' " 1/6 JUN m

ASSINATORA 90 TITULAR

SERVIGO DE ESTRANGEROS E FRONTERAS - PORTUGAL
h RESOENCE PERMT / PERMIS DE SEJOUR

Residence Permit
Portugal

0 APF MATC 1185

Nome e cargo do funcionario que o concedeu
Nom et qualité de I'agent expéditeur
Name and function of the issuing authority

24



Document Fraud

Fraudulent Obtained

Pagina as autori para emitir o
Page réservée aux autorités compétentes pour délivrer le passeport
Page reserved for issuing authorities
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Assinatura do titular
Signature du titulaire / Signature of bearer

wia Sang

Duan

PHRIIVATHITRIS I SERVIGO DE ESTRANGEIROS E FRONTGINE\ UGAL
RESIDENCE PERMIT / PEAMIS DE SEJOUR

REPUBLICA DA GUINE-BISSAU

PASSAPORTE T/ Typs  CoRgo 3 pals/ Code pays | Country code | Passaports ( Passeport | Pessport
PASSEPORT/PASSPORT PO AAINO1277 ®
Apeido | Nem | Name
SANE 70011876
‘Nome / Prénom / Fest name

Coox don clivom / Conder S youse | Colous of ayws. S Purtcutwes /| S Parfcubers / Dusncumiing maks  +
ANHO

VER FOTO Nl
Ddddcumnuonbdmdh/hundui- o
1702 - 2011 (.
Valido ale / Valide jusqu'au / Vaid unt!
17-02- 201
POGNBSANE<DUAR " :
AAIN01277ZGN58201250F16DZ17970011876<<<<<<42

<<<<<<

Passport Guinea Bissau
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Document Fraud

Definition

IMPOSTER

An Imposter is someone who knowingly misrepresents him
or herself by using someone else’s identity or travel
document, from which the biographical details and
photograph resembles more or less this person, as if he or
she was the rightful bearer of such document.
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Imposters

Document Fraud
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l Imposters




Document Fraud

r Definition

PSEUDO DOCUMENTS

Pseudo documents comprise a range of documentation
which has no legal value and therefore proves neither the
identity nor the nationality of an individual.

A pseudo document has the appearance of an existing
document, however it is not issued by an existing and legally
recognized authority of a given State or Organization,
recognized under international law.

It includes: i) Fantasy documents, ii) Camouflage
documents, iii) Fictitious documents, etc.
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Document Fraud

Fantasy Documents

Fantasy documents bear the names of imaginary states or organizations.
The issuer is neither a recognized State, nor an authorized entity/ authority; e.g.
Hutt River Passport, Texas Passport, Republik Maluku SELATAN Surat Pas, World
Service Authority Passport, etc.
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Camouflage
Documents

Documents that claim to come from countries or organizations that no longer exist
or that have been renamed, e.g. Eastern Samoa, New Hebrides (now Vanuatu),
British Honduras (now Belize), or Upper Volta (now Burkina Faso), etc.

BRITISH
HONDURAS

PASSPORT
PASAPORTE
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l Ficticious Documents

Documents, visas or stamps that bear the name of an existing and recognized
State or organization, but do not correspond to any existing real document in the
country or international organization indicated.
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Examination Order

Forged documents
Tampering the contactless IC chip

Counterfeit documents
Imposters

Fraudulent obtained (without internal help)
Fraudulent obtained (with internal help)

Pseudo documents

Blank Stolen documents
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Document Fraud
Benefit e-passports

Counterfeit documents _pbs, |
Forged documents 'pbs o=

Blank Stolen documents _pbs

Tampering the contactless IC chip .pBs. ==
Fraudulent ob®ined (without internal help)
Fraudulent obdgined (with internal help)
Imposters ==

Fantasy docundnts

Camouflage do¥uments
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Thank you for your attention

SERVICO DEPARTAMENTO DE IDENTIFICACAO E PERITAGEM DOCUMENTAL
%F DE ESTRANGEIROS DOCUMENT ANALYSIS AND IDENTIFICATION DEPARTMENT
E FRONTEIRAS

PORTUGUESE IMMIGRATION SERVICE
www.sef.pt

Av. Casal de Cabanas

Urb, Cabanas Golf, n21

2734-506 Barcarena | PORTUGAL

Phone: +351 21 4236202 | Fax:+35121 4236634 | E-mail: dipd@sef.pt
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