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MRTD SPECIFICATIONS

Doc 9303
* Part 1- Machine Readable Passports, Sixth edition - 2006
o Volume 1 - Passports with Machine Readable data stored in OCR format
o Volume 2 - Electronically enabled Passports with Biometric Identification Capability
e Part 2 - Machine Readable Visas, Third edition - 2005
e Part 3 - Machine Readable Official Travel Documents, Third edition - 2008
o Volume 1 - MRtds with Machine Readable data stored in OCR format
o Volume 2 - Electronically enabled MRtds with Biometric Identification Capability
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Supplement to Doc 9303

* Release 14 - May 2014
o 176 pages
o 253 issues



MRTD SPECIFICATIONS

8 Technical Reports

e TR - MRTDs: History, Interoperability and Implementation
e TR - CSCA Countersigning and Master List issuance

e TR -LDS and PKI Maintenance

TR - Supplemental Access Control for MRTDs

TR - Machine reading options for td1 size MRTDs

e TR - Machine Assisted Document Security Verification

e TR - Transliteration of Arabic Script in MRTDs

TR - Travel Document Deviation List Issuance
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o Volume 2 - Electronically enabled Passports with Biometric Identification Capability
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Three Activities

e Re-structuring

e Supplement incorporation

e Technical Reports integration
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1. Introduction;

2. Specifications for the Security of Design, Manufacture and Issuance of MRTDs;

3. Specifications common to all Machine Readable Travel Documents;

4. Specifications specific to TD3 size MRTDs, Machine Readable Passports;

5. Specifications specific to TD1 size MRTDs, Machine Readable Official Travel Documents;
6. Specifications specific to TD2 size MRTDs, Machine Readable Official Travel Documents;
7. Machine Readable Visas;

8. Reserved for future use (Emergency Travel Documents);

9. The Deployment of Biometric Identification and Electronic Storage of Data in MRTDs;
10. Logical Data Structure;

11. Security Protocols;

12. Public Key Infrastructure for Machine Readable Travel Documents.



3

6

GENERAL CONSIDERATIONS . ..ottt ettt ettt ettt enaneesnneeanne 3
3.1 ICAO’'S LeAdership ROIE ...t et e st e e st ee e s snneeeeenees 3
3.2 Relative Costs and Benefits of Machine Readable Travel Documents.............cccocvverivicenneenas 3
1 TR B o 1= - 11 ] RSP PPRI 3
3.4 NOte 0N the SUPPIEMENT.......oiiiiee e e et e e s e e s sntae e e s snnneeeeenees 4
17T 1 To (o €110 0= o1 B )20 5 LSS 4

DEFINITIONS AND REFERENCES........cciiiititiiiie ettt e et e e e e e e e 5
L R X' o] 1)/ 0 0 PO URR 5
4.2 Terms and DefiNitiONS ........ccouiiiiiiiie e e e e e e e e e s e e e e s st e e e s e taeeeeanrreeeeneeeeans 7
4.3 KEY WOKUS ...ttt ettt 20
4.4 ODJECE IHBNTITIEIS ... s 21
T I LT LTSI o) NN o (=S ETR 22

GUIDANCE ON THE USE OF DOC 9303.......cciitiiiiiieiieiiiee et sinee st e sire e st snee s nseeesineessneesnnenas 23
LST% N B o o e 1 {01 3 @o 1 o1 111 1o 1 o KOS 23
5.2  Relationship between MRTD Form Factors and relevant Doc 9303 Parts .........cccccoevvvveennnns 24

REFERENCES (NORMATIVE) ...ttt s 25



L SCOPE . ... et h et R ettt et a e eae et e e e ae Rt e ae et e et e teeneenne s 1
2 SECURITY OF THE MRTD AND ITS ISSUANCE ......ccioiiiiiiiiiiireesee et 2
3 MACHINE ASSISTED DOCUMENT VERIFICATION......cuiiiiiiiiiiriiniieieie ettt 3
I T R T L (0 | (I Y/ o= TSSO PP EP P PPPRPPPPRPROE 3
3.2 BASIC PHNCIPIES ...ttt ettt b ettt b e b et b e b b nnes 4
3.3 Machine Authentication and EMRTDS .........ccccoiiiiiiiiiiie e 5
4  SECURITY OF MRTD PRODUCTION AND ISSUANCE FACILITIES.....cocoiitiiiiiiee et 6
5 PROVISION OF INFORMATION ON NEWLY ISSUED MRTDS.......cccoceiieiieririenieniesieseeeenennenens 7

6 PROVISION OF INFORMATION ON LOST AND STOLEN MRTDS......cccccoiiiiiiiiiniin i, 8

APPENDIX A SECURITY STANDARDS FOR MRTDS (INFORMATIVE) ....cocoveiienieiieseeeee e 9
A.l  Scope...... B PP PU PPN 9
A.2 Introduction.......... e e e e e ———————————aaaa e 9

A3 BaSIC PHNCIPIES ...ttt e 9
A.4  Main threats to the security of travel documents.... ....10
A5  Security Features and TECHNIQUES ..........cocuiiiiiiiiiiii ittt 11
APPENDIX B MACHINE ASSISTED DOCUMENT SECURITY VERIFICATION (INFORMATIVE)....21
= 0 AT oo o PSPPSRI
B.2 Document Readers and Systems for Machine Authentication
B.3  Security features and their application for Machine Authentication.............cccccceviiiiniininene 22
B.4  Selection criteria for machine verifiable security features ............ccccoeviiiniciii 30
APPENDIX C THE PREVENTION OF FRAUD ASSOCIATED WITH THE ISSUANCE PROCESS
(INFORMATIVE) ..ttt ettt ettt ettt ettt ekttt e ettt ekt e a2t e 22kt e ekt e e e R bt e e b b e e emb e e e nb e e embe e e esbeaebeeesbeeeaeseannnes 31
[ O30 RS ToTo ] o P OO TP U RO PR PPN 31
C.2  Fraud and its prevention............ccccceeene .31
C.3 Recommended measures against fraud.............. .31
C.4  Procedures to combat fraudulent applications .... 32
C.5  Control of iSSUING fACIIILIES .....ccuviiiiiiii e 33



DOC 9303 7t EDITION PART 3

5 GODBE.FOR.NATIONALITY, PLACE.OF .BIRTH, LOCATION.OF.ISSUING .. ..cciiiiiiicie S

§TAE%E¢9%EXMB%W§%8§%PF%§FD$ %
Ala?EENDTX[EfacemABTL@eT RIZBISLITERATION ~ DETAIL-S. AND.EXAMPLES. (JNFORMATLVE)”,”,,,,:@
CaptioNS/FIEIAS ... coeriivieagereiesesreaaineaine e e .5
Emr( e ARG o g
§ ESB S ﬂ A ESﬁ aé'ﬂg? A JES s SRR ﬁ
R%fq nag %Mﬁgﬁ dFplace of Birth:: a2
3.8  Representation of Dates................ 7
3.9 Displayed Identification Features of the Holder..... 9
4 MACHINE READABLE ZONE (MRZ) ....uciitiiitie ittt ettt ettt tea e saeeeabeaenteeesaeeateaaneeeas 17
4.1 PUMPOSE OF tNE IMRZ ...ttt sb bttt
4.2 PropertieS Of the MRZ..........ooiiiiii ettt
4.3  Constraints of the MRZ..
4.4 Print SPECIfiCatioNS .........cecoviriirieiiiie e
4.5 Machine Reading Requirements and the Effective Reading Zone ...........ccccocoevviiiieiniinnee i
4.6  Convention for Writing the Name of the Holder ...
4.7  Representation of of Issuing State or Organization and Nationality of Holder ....
4.8  Representation Of DALES ..........ccurieririiiiie ettt
4.9  CheCk Digits iN the MRZ .......c.oiiiiiiiiiiieee ettt et
4.10 CharacteristiCS Of the IMRZ........c.uiiiii ettt be e
411  Quality Specifications of the MRZ 21



DOC 9303 7t EDITION PART 4

S O @ ] = O PRROOUPUUT 1
2 CONSTRUCTION AND DIMENSIONS OF THE MRP AND MRP DATA PAGE.......c...cccocvvevveeenn. 2
2.1 CONSIIUCTION ..eeeie ettt e et e e e e e e ettt et e e e e e e ataaeeaeeeeeataeeeeeeeaasarareaeeaasbesaeeaaannnes

2.2 MRP data page Nnominal diMENSIONS .........uieiiieeriieresieeeesieeesieeseeeeseeeessneeeesnneeesneeeesreeeeennees
2.3 MRP data page edge tOIEraNCES ..........c.ciiiiiiiiiiiie it
2.4 MRP data page margins.............
2.5 MRP data page thickness
2.6 MRP diMENSIONS.......oeiuiiriiiiiieiieeiie e

3 GENERAL LAYOUT OF THE MRP DATA PAGE
3.1 MRP ZONES...coccooivieeriereeneenns

3.2  Content and use of zones
3.3  Dimensional flexibility of Zones | to V

4  CONTENTS OF THE MRP DATA PAGE ... ittt e et a e 11
4.1  Visual Inspection Zone (VIZ) (Zones | through VI) ........cccoiiiiiiiiiiiiiii e 11
4.2  Machine Readable Zone (MRZ) (ZONE V1) ...cceiiiiiiiiiiieiie et 15
4.3  Representation of the issuing State or organization and nationality of holder in the MRZ and
LA TSI O PPPR PRI 21

APPENDIX A - EXAMPLES OF A PERSONALIZED MRP DATA PAGE......cccoiiiiie 22

APPENDIX B — CONSTRUCTION OF THE MACHINE READABLE ZONE OF THE PASSPORT DATA

PAGE .. E e h e E R e R e R et bt e Rt e Rt e e R Rt e ke b et et e e e nr e e neennne et 24

REFERENCES ...ttt ekt h et b et e h e e bt e bt e bt e e h bt e ket e ab e s bt e saeeanreeneenbneanee 25



L S COPE. .. et e et e e sh e e e et e e e b e e ae e 1

2  DIMENSIONS OF THE TD1-SIZE MROTD......ccotiitiiieirirteire s 1
2.1 Nominal dimensions
2.2 Edgetolerances................
2.3 Margins......cce.....

2.4  Thickness
3 GENERAL LAYOUT OF THE TD1 SIZE MROTD. ......ccooevvvvvvvvviviniiinnn,

3.1 TDL ZONES ettt ettt a e

3.2 Content and USE Of ZONES.........coiiiiiiiiiiiieiiee e

3.3  Dimensional flexibility 0f ZONES 110 V.....uuiviiiiiie et
4 CONTENTS OF A TD1-SIZE MROTD ...cutiiiiieiiie ittt et ettt 8

4.1  Visual Inspection Zone (VIZ) (Zones | through V1) ......cooiiiii i 8

4.2  Machine Readable Zone (MRZ) (ZONE V1) ..coiuiiiiiiiiie ittt 10
APPENDIX A EXAMPLES OF A PERSONALIZED TD1-SIZE MROTD ....cccceviiiiiiiiinieeenee e 17
APPENDIXB CONSTRUCTION OF THE MACHINE READABLE ZONE OF A TD1-SIZE MROTD ..

APPENDIX C TECHNICAL SPECIFICATIONS FOR A MACHINE READABLE CREW MEMBER
CERTIFICATE (CMC)

C.1 SCOPE..ooeeitiecteecieeieecie e
C.2 Content and use of zones

REFERENGCES ..o e 22




2 DIMENSIONS OF THE TD2 SIZE MROTD ......cociiiiiiiii i 1

2.1 NOMINAI QIMENSIONS. ....eiitiiieiei ettt e e e e e e e e e e e e e e e e e e aeeesaaatbraeeeaaaeeesasasnssssaaeeenas 1
2.2  Edge tolerances

AR T |V = o [ 3PP 2
2.4 TRICKNESS. ... ittt ettt e e e e e e e e et e e e e e e e e e —— e e e e e e e e e e e ———rraaaeeeaaaaaraaaaaaaeaas 2

3 GENERAL LAYOUT OF THE TD2 SIZE MROTD TDTD

3.1 TD2 ZONES ..ceiiiiiiiiiieceee et
3.2  Content and use of zones
3.3  Dimensional flexibility of Zones | to V

4 CONTENTS OF A TD2-SIZE MROTD ...coiiiiitieiiiiiiee ettt et 8
4.1  Visual Inspection Zone (VIZ) (Zones 1 through V1) .......c.cooveiiiiiiinieiicne e 8
4.2  Machine Readable Zone (MRZ) (ZONE V1) ....c.cociiiiiiieiieiee ittt e 10

APPENDIX A - EXAMPLES OF A PERSONALIZED TD2-SIZE MROTD......ccoiiiiiiiiiiiieeiiiiee i 16

APPENDIX B - CONSTRUCTION OF THE MACHINE READABLE ZONE OF A TD2-SIZE MROTD18

REFERENGCES. . ... .ottt e h et et e e s e s e e et e e see e sr e e eesreeseeenesane e 19



DOC 9303 7t EDITION PART 7

1 SCERE-.QPTIONAL.BARCODES.ON.MACHINE.READABLE.VISAS

35

2 ATEC BN@?\_L SPECIEICATIONS.FOR FORMAT-A.MACHINE.READABLE VISAS .(MRV-A)......35
IR G 3
3 At a}é/z?}‘&‘a JEMRVEA

%-.% eﬁ ﬁf‘g 2 2 rearioael Sl of Zones; %
L R A S R i
ARRENDDAA StrubAVI? MR KiTe R EENIAD & MR/ NRINEORMATIVE) .

X
ah  RARAR EXamples -53
2% NIRVA RIS L

&3 NirehinerReadaig Zone (MRZ) (Mandatory Zone VII)

O R EpesitRAYachine Readable Data for the MRV

3.7 PO vt st s e ettt s mo e
@gPENm%r}sg DIMAFERIALS AND PRODUCTION METHODS (INFORMATIVE)
REFERENCES (NORMATIVE)



# DOC 9303 7t EDITION PART 8

Part 8 - Specifications specific to
Emergency Travel Documents
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e ePassport Book

Machine Readable
Travel Documents

Specifications for the security of the
design, manufacture & issuance of

Machine Readable
Travel Documents

« Process for reading eMRTDs

* Requirements of the LDS

* Mandatory & optional data elements
* Ordering & grouping of data elements
« Mapping principles for contactless IC
« Data Group specifications

* Worked examples
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Protocols

* Basic Access Control

* PACE V2

« Passive Authentication

« Active Authentication

* eMRTD production and perscnalization
* eMRTD inspection

* Worked examples
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Construction
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= Overview of the Public Key
Infrastructure

= Document Security Object (SOD)
= Document Signer

=  Country Signing C.

* Algorithms

* Key management

* CSCA Master List

- Certificate Revocation Lists
* Public Key Directory

* Non conforming certificates
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Usage
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e Non-chip TD1 size card

Machine Readable
Travel Documents
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design, manufacture & issuance of

Machine Readable
Travel Documents

« Process for reading eMRTDs

* Requirements of the LDS

* Mandatory & optional data elements

* Ordering & grouping of data elements
« Mapping principles for contactless IC
« Data Group specifications

* Worked examples
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Protocols

* Basic Access Control

* PACE V2

« Passive Authentication

« Active Authentication

* eMRTD production and perscnalization
* eMRTD inspection

* Worked examples
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Differences

e All Appendices informative

e Consistent formatting titles/text/figures/tables/notes/even bullets

* Consistent terminology, f.i. form factor instead of type, document type, model,
etc.

e MRTD/eMRTD (general), MRP/eMRP (TD3 passport book), MROTD/eMROTD
(TD1 & TD2 official travel documents), MRV-A and MRV-B

e (Popular) term “ePassport” not formally used anymore
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Maintenance

e Seventh edition - Revision 1

e Changes & Updates to individual parts = Revision 2
e No more Supplements

e Every 5 years new edition (as before)

* One ISO standard on editions ISO/IEC 7501
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Timeline

 Project start - Mid 2011

e 3 Phases completed - Q3 2013

e Review cycles completed - Q1 2014
e Endorsed at TAG 22 - May 2014

e |CAO Editorial and Translation

e Publication - End 2014
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