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I Cyber-Attacks are multiplying

o Ransomware attack blacks out screens
at UK Airport

o Hackers deface Airport screens in Iran
with anti-government messages

o FBI Warns of cyber-thieves targeting
Aviation

o Cyber-chaos at Heathrow

o Access to airport’s security system sold
on dark web

o Ransomware targets Civil Aviation
Authorities, ...
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Some feared events for ATC among many others !
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I Some common vulnerabilities in ATM
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| Technical

Lack of (strong) authentication on many critical data flows (surveillance, aeronautical data,
data link, ..)

Weak integrity control on many critical data flows

Lack of knowledge on configuration and highly exposed/exploitable vulnerabilities

Limited detection of tentative of intrusion on critical networks

Often no malware detection (off-line or on-line)

Isolation between the security domains often questionable

] Procedural

Weak vulnerability management and understanding of underlying risks
Limited procedure (Safety can help) to maintain minimum service continuity in case of
cybersecurity breach

| Other

Cyber-security policy and organizational measures underestimated

’ ...
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I Cyber-Threat is Insider/Outsider including very intentional acts

o Insider Threat including inadvertent actions
which involves individuals with access to
organizations’ systems continues to hold top
place with roughly 55 % of the attacks
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o Outsider threat is responsible for roughly
45 % of the attacks
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o Untargeted attacks continue to be most
common and widespread malicious actions
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ATM is more and more exposed to Cyber-threat

| THREAT IS INCREASING

2 Number and sophistication of attacks
» Hacking tools increasingly accessible

» Most legacy ATM data communication protocols
& RF signals not secure-by-design

| AND ATTACK SURFACE IS GROWING

» Standard COTS components for interoperability
» More automation

» Connectivity/CDM/SWIM and Digital
Transformation

“ More preparedness required



The ATM Digital Transformation has already started

[ b ey
| AIRPORT/REMOTE | ]
‘7 " oweRs T+ ]vsuuvslu.mc: ‘

I R
" CONTROL c:ur:ns'.v‘fr-:; il
- . s Y . T oo .

['No atm DiciTACT
TRANSFORMATIONS
WITHOUT TRUST

NO TRUST WITHOUT 2™
CYBERSECURITY.

THALES




erved.

ny way, in whole orin

nt of Thales - © Thales 2017 All rights res

This document may not be reproduced, modified, adapted, published, translated, in a
arty without the prior written conse

part or disclosed to a third p

IT

THALES response
to make the ATM Cyber

space
safe and highly available

COMMERCIAL-IN-CONFIDENCE

THALES



i in e AlA Arin

This document may not be reproduced manifind ~dantad nihlichad drancladad in ~n

Thales expertise in Cybersecurity
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THALES combines Cyber Security & ATM domain Expertise

CYBERSECURITY CYBER C?L‘é:ﬁgﬁ‘;% | HIGHLY COMPUTER | DATA
OPERATION CONSULTING & COMPETENCE SECURED EMERGENCY SECURITY HUBS
CENTRES (CSOC) TRAINING TEAMS CENTRES DATACENTRES RESPONSE TEAM
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I On-going strong ATM CyberSecurity initiatives supported by THALES
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| TRUST FRAMEWORK development

JOINT UNDERTAKING

3 » Policy EASA
> Governance : e
> Measures e

¢ || CYBER-RESILIENCE Building 9

» Awareness, Information Sharing, Analysis Center & sectorial 4

Threat intelligence FrRocoNTRer

i » CyberSecurity culture and Training ‘4>
f » Business continuity platform & CONOPS SESAR x

| MINIMUM CYBER-PROTECTION and means of compliance

» Cyber-secure-by design / Upgrades for systems in operation
» New Standard / Evolution
» Certification process, Governance / Authorities
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I Solutions & Services dedicated to ATM mission & business
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Support to
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Cyber-threat Management learning
Immersive Training
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I Focus on Cyber-Assessment

3

| A proven 5-Step analysis used by Thales
for Critical Systems and aligned to
ICAO recommendations
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| Scoping / feared events Workshop with the ANSP

| Cyber-Tests and Reviews

> On-site Cyber-Security test
(non intrusive for systems in operation)

» Architecture, policy & organizational reviews

| ANSP’s contextual Automation or ATSU Cyber-Exposure Mitigation resting &
o
assessment analysis

Scoping
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modified, adapted, published, translated, in
prior written con

arty without the

reproduced

| Analysis of the discovered weaknesses & vulnerabilities
] Prioritized Cyber-Roadmap & recommended measures for operations

Our Value: Knowledge of cyber-attack paths in ATM for smart analysis
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ATCyber PREVENT

I Focus on TopSky-ATC Cyber-Protection

. | Layered approach

im -ri NIST SP800 Framework Families

| Based on cyber-risk assessment — E i v
;. and ICAO, EASA & NIST ,

% frqmeworks | Vulnerability Architecture Authentication Integrity & Audit |

Management Avuthenticity

| In-depth protection including
ATM specificities and Safety

| Adaptable and scalable
according to risk profile at stake

| 4layers
» A: OS/Network Hardening
> B : Architecture hardening

- COTS /0SS
Vulnerability

> C: Applications hardening
> D: Premium protfection
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Available for first fit or as upgrades
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ATCyber PREVENT

I Continuous Vulnerability Management Service

 CyberSecurity Model
B\ including key & safety ANS P
A WA,

<= critical assets
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« Alerting notifications
when severity >8

* Remediation

recommendation

ATM-CERT

* Remediation
analysis forrich
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COTS * vulnerabilities CyberSecurity
¢ notifications * Severity scoring - Models e.g.
Suppher . 0to 10 based on the Cyber- TopSky Systems
* generic Security Model
Other ™ severities
e corrections + Consolidated awareness on
sources available vulnerabilities
« Filtering according to the
Operafed by (patches) CyberSecurity Model
THALES
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ATCyber PREVENT

I Vulnerability Management Process in RUN PHASE o

]
=] =

"

On-site support for high
priority remediation

—_— * Vulnerability watch @IST

Continuous ¢ Contextual severity scoring
Process

Remediation implementation e

Priority management e
on remediation

®* Remediation analysis by patching
or reduction of attack surface

Cyber-Reviews

®* Impact of remediation including
requalification in particular for

Operational risk analysis taking Automation Systems

info account ANSP’s environment

T a

®.

Support to operational risk g ®Regular vulnerability reports
analysis w_'_% * Alerting notifications

Cybersecurity is a “state to be maintained”

Our value: Smart qualification of vulnerabilities for ATM domain
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I Learning & Training

] Awareness sessions
» ATM cyber threat landscape & common attacks
» International regulation and legislation
» Conducting Risk analysis for ATM & ATC Systems

» Cyber-threat management principles & operational
center

| E-learning
» Best practices in operation & maintenance

| Exercise with immersive training

Our Value: Make you learn how to respond to cyber-attacks in ATM
at no risk before you face them
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I Cybersecurity Operation Center (CSOC)

ATCyber REACT

Report Customer Security
Incidents l
7 \

Portal
Ticketing

Service Desk @
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Level 2 w

Customer Network -
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Our Value: Build resiliency

Supervise / anticipate and better stop cyber-attack escalation
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I CNS/ATC Systems Cyber-Supervision CYBELS
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] Synthetic and dynamic dashboard to
visualise the impact of cyber-events or
incident on ATC services

| Based on a dynamic risk analysis &
model

| Enables to better

2 Anticipate and stop cyber-attack
escalation
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» Take the right decision to minimize impact
on critical services for improved Resilience
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Beyond cyber-protection with resilience in operations

Protection Resilience

Protecting equipment versus infrastructure/assets
End to end approach to design comprehensive cyber solution
covering ATM system but also surveillance, sensors and NAVAIDs

Cyber security is not your core
business

Thales CSOCs provide cybersecurity
surveillance monitoring and
appropriate measure to isolate the
problem and continue operations
safely

Cyber raises new modes of failures
Safety methodology to be enriched with
cyber expertise to set achievable
compromise

Improve the resilience of the operations in case of
an attack or a failure

Thales solution and methodology support operators
to be better prepared to face an attack, to isolate
it, to contfinue operations, and to repair

Legacy protocols are not robust enough
We need improved standards and
governance with cyber protection
perspective

Secured-by-design throughout the entire project lifecycle
Your infrastructure is unique your weakness also threat and risk assessment shall be continuously updated

You need a dedicated analysis of gaps using a
state of the art methodology
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I Let us accelerate together now
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Thales has the depth and breath
to be a trusted pariner for ATM CyberSecurity
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