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Regulatory Framework

7 ICAO Aviation Security Manual Annex 17

7 NIST Cybersecurity Framework

- European Union Agency for Network and Information
Security (ENISA) and repealing Regulation (EC) No
460/2004

7 FAA Cybersecurity Roles and Responsibilities 1370.47

7 |1SO 27000 Series of Standards



Digital Transformation
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So where is security in this scale ?



Digital Transformation

50 Years of Digital Transformation (2000 - 2050) Cybersecurity
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The Golden edge for Data

Growth in Information
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Cyber Threat |

andscape

Cyber Threat

Very sophisticated adversaries; capable of
multiple, coordinated, continuous attacks

Cyber Attack Zone

Pre Attack Phase

\A

Cyber Atackes

Cyber Attack Campaign

Cyber Threat 4

Cyber Threat 2

Post Attack Phase

Malware
Attack

Il

Vulnerability & Control Zone

Web Based Web App
Attack "o Attack Insider
l l ﬁJ l l Attack
[ i | Il

Botnet
Attack
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Critical Asset Zone

Healthcare Sector

Adversaries with limited technical expertise;
intent is to acquire critical information.

Cyber Crime

Adversaries with very limited expertise;
non-targeted attacks, primarily focused on
organization's perimeter.

Cybar

Vandalsm " 2
Approved for public release: 09-3378. Distribution Unlimited O Unmanaged Asset (High Risk)

Financial Services Sector

Government Sector

0 e rtially Managed Asset {Some Risk)

Critical Manufacturing Sector

o Fully Managed Asset (Low Risk)




General Trend in Cyber-Threat

Insider Threat including inadvertent action(s) which involves

individual(s) with access to organizations’ systems continues to hold top

place with roughly 55 % of the attacks
Outsider threat is responsible for roughly

45 % of the attacks

Targeted attacks which hints very intentional acts and sophistication are

often against State’s Critical Infrastructure Systems : ANSP classification

in many Countries

Untargeted attacks continue to be most common and widespread

malicious actions

Likelihood of attack

o ot

Intelligence
Services

Highly capable Groups of
Individuals

Motivated Individuals

2
2

Amateurs

: . Likelihood of success
I Air Gap is not enough



Protect Against What

* Integrity
— [ Unauthorised Modification ’ e Authentication
— * Non.Repudiation

t Unauthorised Deletion ] <|: ¢ ’L\nte?rl;t}ll
 Availability

» Confidentiality

[ Unauthorised Access e Authorization
» Traceability




Cyber Threats

Rogue Software ]




How Targeted Attacks Work
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Attacker breaks into Hacker then maps | Accessesdatacn | Confidential data sent
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Understanding Cyber Attacks

The Lockheed Martin Cyber Kill Chain

Planning the Attack

<

Getting In

N

Weeks / Months in Advance

= Look for potential victim

= Collect relevant information

* Build / find or buy weapon

= (ex., exploit kit, malware package)
= Adapt to your specific needs

= Package for delivery

Target selection Attack tool

Reconnaissance Weaponization

Harvesting email
messages,
conference
information, social
media such as
linkedin, twitter,
etc.

Coupling exploit
with backdoor
into deliverable
payload. (ex PDF,
Doc, Web Link)

4

Carrying out the Attack

)

Within Seconds
= Bypass detection
= Convince victim to open your corrupted file

= Bypass system security control

= |nstall your malware

Weaponized bundle

Delivery

Email
attachments,
infected websites,
infected USBs

Exploit vulnerability

Install malware

Exploitation

Installation

Vulnerability may
be found in OS or
application in the
system

Install the malware
on the infected
host

Pre Compromise

Compromise

<

%

Carrying out the Attack

From here on .....

= Wait for malware to call home

= |nstruct it what to do on the victim’s
computer

= Continuously monitor it’s progress

Establish C2 Accomplish goal

Command &

Control

Call home and

get instruction on Distort / Disrupt /

<

obiective Destruct /
) Disclosure /
Exfiltration
Lateral movement
Privilege Escalation
Post Compromise >



Everybody Is Vulnerable

7 9/21/18- Romanian woman pleads guilty to ransomware attack on D.C.
police cameras before Trump Inauguration

7 9/12/18- No fly-by-night operation: Researchers suspect Magecart group
behind British Airways breach

7 9/12/18- Canadian town bows to ransomware attack, will pay attackers

7 9/6/18- Patched bug could have allowed attackers to remotely
disconnect PLC devices from ICS systems

- 8/16/18- Chinese hackers targeted US firms after trade mission

\

7/23/18- Russian hackers penetrated networks of US electric utilities
7 6/28/18- China’s penetration of Silicon Valley creates risks for startups
(think CFIUS and new ways for China to get access to US IP)

7 6/19/18- China based campaign breached satellite, defense companies



Transportation Security

7 9/15/18- Tesla stolen via cell phone at the Mall of
America, Tesla has a “bug” bounty program.

79/25/17- Stealing cars via keyless entry system

7 2015- Hackers take control of a Jeep Cherokee via
the car’s Uconnect system resulting in the recall of
1.4 millon venhicles.

7 What about a Stuxnet type attack on venhicles...



Ransomware Update

7 SamSam Hits Atlanta March 2018

7 The court system cancelled appointments

7 90% of computers at the Dept of Public Works were
Inaccessible

7 Years of dash cam video captured by police was lost

- Cost them $17m to date

- $51,000 was the ransom



Cyber-Attacks are Multiplying in Many
Sectors

7  Cyberwar & “destructive” attacks: Ukraine

power grid attack, TV5 Monde, ...
UKRAINIAN POWER
~%~\ ' GRID TAKEN DOWN

, %25 by, BY HACKERS...

'“EJ.’;EE"E&E‘;"’ Ukraine), Indonesian Airlines and Airports

HAVE BEGUN

HeatthRangerReport.com

7  Denial of Service attacks : Boryspil Airport (Kiev

In 2016 more than 60 new ransomwares (to protest against Air pollution), Hanoi Ho Chi

appeared : :
(Source SANS) Minh Airports, ...
7  Information theft: Operation Cleaver - Pakistan,
67% of enterprises have now been breached =
Qatar, Korean airlines, ...

7  Ransomware: Hospitals, Civil Aviation

Estimated cost of the 2017 “Not Authorities, ...
+250 M€ Petya” attack for one company



Data Breach Update

THREE TYPICAL ROOT CAUSES OF A DATA BREACH (PONEMON, 2018).

B Human Error M System Glitch M Malicious or Criminal Attack

Human Error

27%
Malicious or

Criminal Attack
48%

System Glitch
25%




Aviation & ATM becomes more
exposed

» Flight operational and planning

data.
» Weather and traffic

More automation NextGen surveillance data.
& SESAR. » Position, navigation and timing
Increasing connectivity & More data.
access points - SWIM Systems > Controller-pilot automated
Unprotected data Involved messages and voice

communication.

communication standards

COTS components for 2 Aircraft status data.
interoperability with public » Airport surface area
exploits communication.

2 Security relevant data



How to face the Cyber Risk

CYBER RISK &

Cyber Risk = Likelihood x Impact. This means that the
total amount of risk exposure is the probability of an
unfortunate event occurring, multiplied by the
potential impact or damage incurred by the event.

Cyber threats involve the possibility of a malicious
attempt to damage or disrupt a computer network
or system to access files and infiltrate or steal data..

Digital Assets and Information Resources, in A c;ntrals flramewnrk is a ds{ta 'structurelthat orglamz;_s h
essence, is anything that exists in a binary format an categonzes:n orgaglzatlon s ';l'_:er:n: controls, whic|
and comes with the right to use. are practices and procedures established to create

business value and minimize risk.

Vulnerabilities & Control Deficiencies are
associated with the quality or state of being
exposed to the possibility of being attacked or
compromised.

cIS

. CriTiCAL
SecuRiITY
ConTROLS

Security Controls are safeguards or
countermeasures to avoid, detect, counteract, or
minimize security risks to physical property,
information, computer systems, or other assets..



Integrated security model

PHYSICAL : The lifeblood in and around
: s ‘) G OVE R NA N C E i your organization that supports
. SECURITY : : your orgenization that supports
! Buldinas. Guards. Gates i the success of your mission,
: gs, e = : but also the first line of defense  :
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NIST Cybersecurity Framework

(APDN(.04, APOT0US

ISO/IEC 27001:2003 A.15.1.9, A15.2.1,
{1522

NIST 5P 800-53 Rev. 4 (P-7, 5A-12

ICOBIT 5 APCOZ.06, APODZO1
NIST 5P 800-53 Rew. 4 P8
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traimtonance PRMA communicated

[Protective Technology PR.PT [10.8E4: Dependencics and

[Anomalies and Events DE.AE | critical functions for

[Scusrity Continuoues Manitoring DE.CM dekivery of crisical services

Detection Processes

are established

ISO/IEC 27001:2003 A.11.2.2, A11.2.3,
jA12.13

NIST 5P 800-53 Rev. 4 (P8, PE-9, PE-11,
P18, SA-14

Mitigation
Improvemonts

[Recovery Planning

L 1D.BE-5: Resilience

fs.co i o support

RS.AN delivery of critical services
e wstablished

|coeaT 5 Dsoe 02

ISO/IEC 270012013 A 11.1.4, A17.1.1,
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Regquirements & Controls

CYBERSECURITY
FRAMEWORK

Tier 2

[Risk tformed]

Tier 3

[Repeatable)




Security Plan four primary deliverables

The System Security Plan
DY 28E m %@@W 1. The SSP should adequately describe your organization’s security I::> S S P

requirements.
?Iaa'a (3SP)

System Security Plan

2. Evaluate the security controls documented in the SSP to determine the I:>

extent to which the controls are implemented, operating as intended, and

EXAMPLE
producing desired outcome.

RisK ASSESSMENT
'WORKSHEETS

The POA&M

ACTIoN

3. A specific, measurable, achievable, relevant, and time-bound plan to mitigate
security gaps identified in the Risk Assessment.

= & i

Executive Scorecard

4. Provides a review and action plan that includes the target state profile, the :E
current state profile, gap analysis, POA&M and overall cybersecurity maturity. I:>

=



Involving all organization levels and all
business process

Business / Management Workforce Roles ;A }' a

Senior Execulive Level

1 Focus: Organzational Risk
Agtions: Risk Decision snd Prioribes
B

Changes in \ a?gﬁ:’: n —- 2 Mission Priority
Current and Lovel k" “ and Risk Appette
= » a
ulre Risk Coiie: i i & Risk and Budpet
Engineering / Architecture Workforce Roles Mon

ngemant
Acllons: Selects Profle Allocates

g ~

e
—
—
—
Implemeniation 2
Prégréss Framework
Changes in Assels, = S Profile
‘.’mw{_:!um mnd z 1@\ Impiementation/
eat

A 845" | Operations
q T Laval

Focus: Secunng Crihcal Infrastructure
Actions: [mplements Profie

Technology / Analyst Workforce Roles



A malware Attack

The Initial Compromise

S0C
Analyst

500

Technelogy
Palo Alto Firewall Proofpaint Exchange Endpoint with ~ User Awareness
with AV Software Email Gateway Server AV Software Training

What is Malware?

General term for malicious software that includes viruses, worms, trojans and spyware.

Malware is a set of instructions that run on your computer and make your system do
something that an attacker wants it to do.

Internet The Data Exfiltration s0C
Drop Site Analyst

s0C
Technology
;trvsw;ll with Endpoint with User Awareness
oftware AV Software Training
Malware Attack Controls
Before the Attack

= Scan network and systems for vulnerabilities

®= Patch software and firmware to the latest version

= Whitelist applications to define legitimate software

®*  |mplement malware detection for inbound / outbound channels

During the Attack
* Control access to assets based on need to know
®= Use available tools on malware analysis and mitigation

After the Attack
= Analyze malware to determine impact
= Establish incident management for efficient response capabilities




Cyber Attack
Chain

The Cyber
Attack

Mitigating Malware Attacks

I Planning the Attack

Getting In l

Carrying out the Attack I

Weaponization

Atacker delivers email s
with attachment

opens Email with
malicious attachment

Delivery J Exploitation J Installation

Target system is
explaited with
malware

RAT installed on Target
System

RAT used to access
additional systems

Data stolen from
compromised machi

Data exfiltrated 1o
althy

Vulnerabilities Unablis to prevent Uniable t datect system AL I Unable to respond'to . Unable to recover
/

NIST CSF
Core Function Detect J Detect Respond

PR.AT PR.PT DE.CM DE.AE R5.MI
NIST CSF ~ IDRA Awareness & Pratective Continuous Anomalies & Mitigation . RCIRFT )
Categories Risk Assessment Training Technology Monitoring Everit Y T,
€IS Security i l':sc‘?l, Mﬁ;"gs 3 csc-08 csc-08 Af;?t{l)zg csc-19 sc-10
Controls M:::gr:n-:ei:; BT Malware Defenses Malware Defenses Menitcring Incident Response Data Recovery

Delivery, Exploitation & Installation

||

Command & Control &
Action on Objectives




What Problem are we trying to Solve?

* Unmanaged Assets: Weak security controls * Managed Assets: Strong security controls

This means a lower opportunity or lower likelihood of a compromise or unintended outcome

Cyber Attacker

Cyber Attacker

Strong Controls

Weak Controls

Our Unmanaged Assets are at a High Risk Our Managed Assets are at a Lower Risk

This means a higher opportunity or higher likelihood of a compromise or unintended
outcome



Steps to fix a Cybersecurity Breach

IDENTIFY

PROTECT

DETECT




Security Information and Event
Management (SIEM)

% Log Collection
4, Log Analysis

. Event Correlation
2 LogForensics

+ IT Compliance

@ Application Log Monitaring

/DR Object Access Auditing

4 Real-time Alerting
@!. User Activity Monitoring
© Dashboards

B Reporting

d:@ File Integrity Monitoring

A System & Device Log
Monitoring

2 Log Retention

w.m—dﬁﬂnﬁ Peary,
Metn,




PR AN INTEGRATED SECURITY MODEL

DEVICES

DIGITAL FIREWALL APPLICATIONS

SECURITY AI’S

GOVERNANCE (P&P)
AUDITS & ASSESSMENTS

RISK TOLERANCE (ESRM)

ELECTRONICS

PHYSICAL FIREWALL SURVEILLANCE

ACCESS CONTROL

SECURITY TEAM SKILLS
CONSTANT STRATEGY EVOLUTION

INTEGRATED
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