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Regulatory Framework 

ICAO Aviation Security Manual  Annex 17 

NIST Cybersecurity Framework 

European Union Agency for Network and Information 

Security (ENISA) and repealing Regulation (EC) No 

460/2004 

FAA Cybersecurity Roles and Responsibilities 1370.47  

ISO 27000 Series of Standards 

 



Digital Transformation 

So where is security in this scale ? 



Digital Transformation 

Cybersecurity 
Risk Grows 
 

 

Augmentation 

Extortion/Control 

MI Extortion/Corruption 

Device Takeover 

Social Engineering 

Viruses 





The Golden edge for Data 
Exploits 



Cyber Threat landscape 



General Trend in Cyber-Threat 

Insider Threat including inadvertent action(s) which involves  

individual(s) with access to organizations’ systems continues to hold top 

place with  roughly 55 % of the attacks  

Outsider threat is responsible for roughly  

45 % of the attacks  

Targeted attacks which hints very intentional acts and sophistication are 

often against State’s Critical Infrastructure Systems : ANSP classification 

in many Countries    

Untargeted attacks continue to be most common and widespread 

malicious actions 
Amateurs 

Motivated Individuals 

Highly capable Groups of 
Individuals 

Organised Crime 

Intelligence 
Services 
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Likelihood of attack 

Likelihood of success 
Air Gap is not enough 



Protect Against What  
• Integrity  
• Authentication 
• Non.Repudiation  

• Integrity  
• Availability 

• Confidentiality  
• Authorization 
• Traceability  



Cyber Threats 



How Targeted Attacks Work 



Understanding Cyber Attacks 



Everybody is Vulnerable 
9/21/18- Romanian woman pleads guilty to ransomware attack on D.C. 

police cameras before Trump Inauguration 

9/12/18- No fly-by-night operation: Researchers suspect Magecart group 

behind British Airways breach 

9/12/18- Canadian town bows to ransomware attack, will pay attackers 

9/6/18- Patched bug could have allowed attackers to remotely 

disconnect PLC devices from ICS systems 

8/16/18- Chinese hackers targeted US firms after trade mission 

7/23/18- Russian hackers penetrated networks of US electric utilities 

6/28/18- China’s penetration of Silicon Valley creates risks for startups 

(think CFIUS and new ways for China to get access to US IP) 

6/19/18- China based campaign breached satellite, defense companies 



Transportation Security 

9/15/18- Tesla stolen via cell phone at the Mall of 

America, Tesla has a “bug” bounty program. 

9/25/17- Stealing cars via keyless entry system 

2015- Hackers take control of a Jeep Cherokee via 

the car’s Uconnect system resulting in the recall of 

1.4 millon vehicles. 

What about a Stuxnet type attack on vehicles… 



Ransomware Update 

SamSam Hits Atlanta March 2018 

The court system cancelled appointments 

90% of computers at the Dept of Public Works were 

inaccessible 

Years of dash cam video captured by police was lost 

Cost them $17m to date 

$51,000 was the ransom 



Cyber-Attacks are Multiplying in Many 
Sectors 

Cyberwar & “destructive” attacks: Ukraine 

power grid attack, TV5 Monde, … 

Denial of Service attacks : Boryspil Airport (Kiev 

Ukraine), Indonesian Airlines and Airports  

(to protest against Air pollution), Hanoi Ho Chi 

Minh Airports, … 

Information theft: Operation Cleaver - Pakistan, 

Qatar, Korean airlines, … 

Ransomware: Hospitals, Civil Aviation 

Authorities, ... 

 

67% of enterprises have now been breached 

Estimated cost of the 2017 “Not 
Petya” attack for one company   
 

+250 M€ 
 

In 2016 more than 60 new ransomwares 
appeared  

(Source SANS) 

 



Data Breach Update 



Aviation & ATM becomes more 
exposed 

Attack surface & 
vulnerabilities are 
growing 

• More automation NextGen 
& SESAR. 

• Increasing connectivity & 
access points - SWIM 

• Unprotected data 
communication standards 

• COTS components for 
interoperability with public 
exploits    

Flight operational and planning 
data. 
Weather and traffic 
surveillance data. 
Position, navigation and timing 
data. 
Controller-pilot automated 
messages and voice 
communication. 
Aircraft status data. 
Airport surface area 
communication. 
Security relevant data  

 

More 
Systems 
Involved 



How to face the Cyber Risk 



GOVERNANCE 

Integrated security model  



NIST Cybersecurity Framework 



Security Plan four primary deliverables 



Involving all organization levels and all 
business process 



A malware Attack 



Mitigating Malware Attacks 



Threat 

What Problem are we trying to Solve? 
 

• Unmanaged Assets: Weak security controls 

 

 

 

 

 

 

 

 

 

Our Unmanaged Assets are at a High Risk 
This means a higher opportunity or higher likelihood of a compromise or unintended 
outcome 

• Managed Assets: Strong security controls 
 

 

 

 

 

 

 

 

 

Our Managed Assets are at a Lower Risk 
This means a lower opportunity or lower likelihood of a compromise or unintended outcome 
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Threat 

Cyber Attacker Cyber Attacker 



Steps to fix a Cybersecurity Breach 

IDENTIFY 

DETECT 

RESPON
D 

RECOVE
R 

PROTECT 



Security Information and Event 
Management (SIEM) 
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