Cybersecurity in Aviation

Patrick MANA

Supporting
European
Aviation

FOUNDING
MEMBER

EUROCONTROL

NETWORK

MANAGER




=4
-y

EUROCONTROL

EUROCONTROL is an inter-governmental, pan-European, civil-
military organisation dedicated to supporting European aviation.
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EUROCONTROL HISTORY

EUROCONTROL

41 Member States &
the European Union

2 ‘Comprehensive Agreement’
States: Morocco & Israel
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EUROCONTROL

Building the Single European Sky !

Provide air traffic services in upper airspace
of Benelux & North west of Germany

Products
Collect route and
terminal charges
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Overview on Aviation Network g

EUROCONTROL
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HWVAC
Maintenance
Services
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Lighting Control
Security & & Retrofit
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3 Manufacturing giant Aebi Schmidt hit by 9
e eonardo
(@\ Company / Kopter & Secretdatalink: Hidden @ Password. Hidden ransomware v

Group Zack Whittaker @zackwhittaker / 11:04 PM GMT+2 April 23, 2019 EUROCONTROL

Kopter Group (Leonardo) have been hacked and data locked and stolen
They do nol wile 10 US 30 weé will pudiah o data in 72 Nours Some example
fos have been uploaded for prool 2019-12-17_Statement_of_Accounts_
~Sales_Contracts xsx Awonic_Elec_Detaled_Plan dim Projekt LINDEN
Linden_Fnance Q&A_05122019_V1xhx Propekt LNDEN - Linden_Fnance

QRA_OS122079 xisx Projeld LINDEN - Linden_Fnance
CLA_O6122013_CTiakux Projedd LINDEN - Linden Tax 191205 _0A Lint Tax xisx

Al aata releaso in final upload

UL 1011 INC

@ | Aircraft production and deliveries arent affected, the airplane
manufacturer said.

......... o
MAR 29, 2018

Airbus hit by series of cyber attacks on suppliers
NEWS c n u
Aerospace Giant Embraer Downed by Suspected i

Ransomware

kTech Giant GE Discloses Data Breach After Service Provider Hack

By Sergiu Gatlan March 23, 2020 05:47 PM 0

Sa{}r-:la;.'_ 12 December 2020 08:38
Dassault subsidiary in US hit by Windows Ragnar
Locker ransomware reatred




SFO CONNECT
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Home About SFO Badging & Security Forms

Home / About / SFO News / NOTICE OF DATA BREACH: March 2020

AIRPO

v Yoy pevmorwa sTonY — BELLLIE DEVELOPING
FOXS WL, FIGHT INFORMATION BACK ONLINE | STORY NOTICE OF DATA BREACH: March 2020

10:09 69°

— — Click Here for Notice

Source: Hacker holding Cleveland Hopkins International

Airport systems hostage demands ransom via Bitcoin
April 7, 2020

AIRLINE NEWS

Israeli Flight Attendant Sold Access to Private
Passenger Information and Airline Systems in
Major Security Breach

PADDLE
7THJUNE 2020

TO: All Airport Commission Employees
FROM: Airport ITT

SUBJECT: Notice of Data Breach

EasyJet admits data of nine million
hacked

By Jane Wakefield
Technology reporter

®19May

By Paul Orlousky | April 25, 2019 at 4:20 PM EDT - Updated April 26 at 10:46 AM

British Airways fined £20m over data
breach

@ 16 October 2020 | Technology

European Airport Systems Infected With Monero-Mining Malware

By Sergiu Gatlan October 17,2019 11:47 AM (i}

'SITA cyber attack accesses
passenger data for multiple
airlines
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A Cyberattack on Garmin Dlsrupted More Than Workouts

Arans

Man hijacks Portland airport monitor to play Airline forced to cancel ﬂlg htsin
video games, until PDX officials declare ‘game

—_— Alaska after cyberattack

By Associated Press

omware hit and subsequent outage caused problems in the company’s

iation services, including flight ing and

December 23, 2019 | 12:16pm

CYBERSECURITY  NEws - 4 MIN READ

Impact of Cyber Attacks on RavnAir More
——— ‘ Damaging Than First Thought; Flights
reche e o i e, May Be Grounded for a Month
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Ransomware in aviation

Cybersecurity in Aerospace

Ransomware affecting aviation
(worldwide - Source: EATM-CERT & A-ISAC)
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https://www.eurocontrol.int/cybersecurity

EATM-CERT Aviation Cyber Events Map
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i This map was created by a user. Learn how to create your own.

®
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EATM-CERT 2021 report on cyber in aviation

High
12%

6%

Medium

stakeholders Airports 27%

31% 15%

ATTACK

SOURCE SEVERITY

SURFACE Airspace users
OEMSs 2020 61%
16%

EATM-CERT
63%

61%

2021 report on

~200 events cyber in aviation

~1.260 events

Report is
TLP:GREEN




EATM-CERT 2021 report on cyber in aviation
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Regional sectorial (ATM) CERT: =4
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Quarterly cyber threat landscape report

avel Group;
Ministry of Transport: 10 Police; 1
Military; 2 ResearchCenter; 1

ARPORT;S8

421 organisations

1,223 individuals
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3™ Quarter 2019 Cyber Threat Landscape
& Activity Report for Senior Management
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Fraudulent websites impersonating airlines

Fraudulent websites impersonating airlines
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Fraudulent websites
Fraudulent websites impersonating airlines
(IATA and A4E members)
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Phishing awareness campaigns

«  Tested within EUROCONTROL (2 campaigns)

» Available for your constituents’ use

Reported: 11%
Reported: 15%

& Reported: 18%
Nothing: 61%
Clicked: 31% _~ Clicked: 225 /
| Nothing:63% Clicked: 21% _~"
Nothing: 58%
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