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ISD-SEC Programme 3/4
AVSEC Assistance and Capacity Building Strategy

The ICAO Aviation Security Assistance and Capacity Building Strategy was updated in
2020, with emphasis on:

e Supporting compliance with ICAO AVSEC SARPs;

* Addressing priority deficiencies in State aviation security and oversight regimes and
promoting long-term sustainability;

* Ensuring that States enhance their capacity to address evolving threats and new
security requirements;

* Managing cooperation and collaboration with key stakeholders; and

e Supporting ICAO’s global aviation security commitments.
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ICAO ASTC Global Network

NACC & SAM
Bogota
Buenos Aires
Mexico City
Port of Spain
Quito

Santo Domingo
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EUR/NAT
Almaty
Casablanca
Doncaster
Kyiv (2)
Minsk
Moscow
Toulouse

Tunis

ESAF & WACAF
Dakar
Dar es Salaam
Douala
Johannesburg
Lagos

Nairobi

MID
Amman
Beirut
Cairo
Dubai
Jeddah

Manama

APAC
Auckland
Hong Kong
Jakarta
Kuala Lumpur
Kunming
New Delhi
Seoul

Singapore

35 active ASTCs




ICAO-certified AVSEC Instructors — by Region
Total: 412 Instructors from 110 Member States (as of 31 May 2024)

Global
Female: 113 (27.43%)
Male: 299 (72.57%)

» APAC =« ESAF = EURNAT ~ MID = NACC « 3AM = WACAF
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ICAO AVSEC Training Materials

7 AVSEC Training Package (ASTP) Courses:

Air Cargo and Mail Security *
Airport Security Supervisors *
AVSEC Managers *

AVSEC National Inspectors
AVSEC National Instructors
Basic Aviation Security

Behaviour Detection Course *
(new addition in 2023)

*Also available in virtual format

ICAO Aviation Security Training Packages (ASTPs)

AVSEC Supervisors Course, given by ASTC
Seoul in May 2021


https://www.icao.int/Security/isd/Training/packages/pages/default.aspx
https://www.icao.int/Security/isd/Training/packages/pages/default.aspx
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ICAO AVSEC Training Materials

9 Workshops:

Airport Security Programme *
Crisis Management *
Insider Risk

National Aviation Security Certification
System

NCASP

NCASTP

NCASQCP *

Risk Management *

Security Culture *

*Also available in virtual format

Security Culture Workshop piloted by
ASTC Hong Kong in June 2021
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ICAO AVSEC Training Materials — New

Insider Risk
ICAO Insider Risk Workshop (5 working days):

. Principles of risk management applied to insider
threat scenarios

. Security countermeasures to mitigate the insider
risk

. Practical exercises

. ICAO Pamphlet: Managing Insider Risks

ICAO Insider Threat Toolkit (released in Aug 2022):
. Insider threat mitigation measures and tools

. Supports a wider understanding of security
culture and its evolution

ICAOQ Insider Threat Toolkit

Edition 21

\

August 2022

ICAO INSIDER
THREAT TOOLKIT

GEMERAL

Whao are insiders?

What is the insider
threat?

What is the rationale
of an insider?

This toolkit. created by the Aviation Security Panel's Working Group on
Training, is designed to assist organizations operating in the aviation
emvironment to better react to the ever-evolving insider threat. As noted in
the ICAD Awiation Security Glshal Risk Confext Statement [Doc 10108 -
Restricted], terrorists consistently look to exploit vulnerabilities in security
controls and commit acts of unlawful interference [AUI| against aviation,
which could be facilitated through the explaitation of insiders.

Insiders are full or part-time employess [including contractors, temporary
and self-employed personnel] whe are working in or for the aviation sector
whose role provides them with privileged access andfor knowledge to
secured locations, items or sensitive security information.

The insider threat refers to the rizsk arizing from aviation employees
conducting or facilitating an AUl through use of their awthorized access,
thereby giving them a tactical advantage.

Insiders may conduct or facilitate an AUl through a lack of awareness,
complacency or maliciousness. Lack of awareness of policies and procedures
and complacency [lax approach to policies and procedures| can cause
insiders to unintentienally facilitate an AUI through their negligence, inaction
or failure to follow security policies and procedures.

On the other hand, malicious insiders - those who make a conscious decision
to canduct an AUl - may be driven by @ mix of personal vulnerabilities, life
events and situational factors. such as financial gain, ideslogy, revenge,
desire for recognitien, or coercion.

Wi 20 INSIDER THREAT TOOLKIT


https://www.icao.int/Security/Security-Culture/Pages/ICAO-Insider-Threat-Toolkit.aspx
https://www.icao.int/Security/Security-Culture/Pages/ICAO-Insider-Threat-Toolkit.aspx
https://www.icao.int/Security/Security-Culture/Pages/ICAO-Insider-Threat-Toolkit.aspx
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ICAO AVSEC Training Materials — New

AVSEC Behaviour Detection Course

Five-day course
Effective behaviour detection techniques

Methods to enhance overall protection
against acts of unlawful interference

Translation scheduled in 2024
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ICAO AVSEC Training Materials — New

Online AVSEC Inspector Recurrent Training

e 8-hour self-paced online course
designed to provide AVSEC national
auditors/inspectors with the
essential competencies required to
maintain a robust national aviation
security quality control oversight
system

* Aims to standardize work practices,
enhance quality control skills, and
utilize updated information for
effective duty performance

Online Aviation Security Inspector Recurrent
Training

10


https://igat.icao.int/ated/TrainingCatalogue/Course/5928
https://igat.icao.int/ated/TrainingCatalogue/Course/5928

icA08D
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ICAO AVSEC Training Materials —
Partnerships
Two Partnership Programmes: - .
] e & (IcA0 W |1CA0

* ACI-ICAO Management of Airport
Security *

* AVSEC Professional Management
Course (AVSEC PMC) in collaboration
with Concordia University *

AVSEC PROFESSIONAL
MANAGEMENT COURSE

Secure your future in an industry that’s taking off

* Also available in virtual format Management of IS
hl_rp D rt 5 Ec u rit}r The AVSEC PMC s aligned to ICADY's strategic objectve Security and Facilitation.

concordia.ca/jmsb/aviation

AVSEC PMC

Classroom and virtual courses


https://www.icao.int/Security/isd/avsecpmc/Pages/default.aspx
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ICAO AVSEC Training Materials —
Partnerships

ICAO partners with Bucks UK and
HKIAA:

 MSc in Aviation Security (with
Buckinghamshire New University)

* Assessing Threat through Behaviour
Detection (with Hong Kong
International Aviation Academy)

Training Catalogue

12

AuEeing Theect
Hiegh Behavicir Delec o
\ Wirfusl  bassavie

AVIATION SECURITY & N

Virtual courses Classroom and Virtual courses


https://igat.icao.int/ated/TrainingCatalogue/
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ICAO AVSEC Training Materials —
Partnerships

ICAO partners with UK Civil Aviation
Authority International (UK CAAI)

* Introduction to Security Culture

ICAO partners with Incheon Airport
Aviation Academy (IAAA)

e Airport Landside Security

Training Catalogue

Virtual course

13

4 | TRAMAIR
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Airport Landside Security

TR ASF RS0

Rl Ll

Classroom


https://igat.icao.int/ated/TrainingCatalogue/
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ICAO AVSEC Training Materials —
Partnerships

ICAO partners with Embry-Riddle
Aeronautical University

* Foundations of Aviation
Cybersecurity Leadership and
Technical Management

Training Catalogue

FuErrdmut sl L by

Foundations of Aviation
Cybersecurity Leadership and
Technical Management

Cybersecurity has becoime an essential componsnt
of a safe. secure and resdient aviation system

Classroom and virtual course

14



ICAO AVSEC Training Achievements
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39 ICAO-sponsored AVSEC global training activities were conducted globally in
2023 via ASTCs, benefitting 597 AVSEC specialists from 93 Member States

316 ASTC-sponsored AVSEC training activities were conducted globally in
2022 at the initiative of the ASTCs, benefitting 4,656 AVSEC specialists

Support for AVSECP WG on Training — Technical Products (e.g. Security
Culture)

AVSEC Professional Management Course (4 AVSEC-PMCs conducted — 72
participants from 25 States)

15



AVSEC Technical Assistance Summary 2023

e 13 States actively involved in Aviation Security Improvement Plans
(ASIPs)

e ASIPs follow USAP-CMA Audit Results and CAPs

 Requested assistance and partnership activities based on the prioritized
needs of States and funded by the ICAO AVSEC/FAL Fund

 APAC Combined Action Team - AVSEC (CAT-AVSEC)
* |CAO Implementation Package (iPack-AVSEC) — 5 deployments

— 1croéo
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AVSEC Assistance Achievements 2023
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In 2023, 80 ICAO HQ-supported AVSEC assistance activities, benefitting 1016 AVSEC specialists
from 93 Member States

Air Cargo and Mail Security Course (virtual) and Risk Management Workshop (virtual) through
partnership with UNODC/WCO Container Control Programme (CCP): 4 activities benefited 45
participants from 5 States

Cooperation with UNOCT on the Programme on Threat Assessment Models for Aviation
Security (TAM Programme): 2 beneficiary States

HQ support for:

* Cooperative Aviation Security Programmes in the Asia and Pacific and Middle East Regions (CASP-AP,
CASP-MID)

* Comprehensive Regional Implementation Plan for Aviation Security and Facilitation in Africa (AFI
SECFAL Plan)

* Regional Aviation Security and Facilitation Groups

17
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ICAO Security Culture Training

* Importance of training and continuous
learning

 Why is a strong security culture necessary

e What can staff do to ensure it is
implemented

* |[CAO Security Culture Workshop

e |CAO/ UK CAAiI Introduction to Security
Culture course

e Various training material from States
and Industry is also available on the
ICAO Security Culture website

Security Culture

Wl is Sy Cullfiyre ?
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https://www.icao.int/Security/Security-Culture/Pages/default.aspx

icA08D

ICAO Security Culture E-Learning

 “Fundamentals of Security Culture”
interactive e-learning

Training

* Objectives: improve staff security
performance; understand benefits of
positive security culture; build and
maintain a secure airport environment

e Suitable for all staff in aviation

 Modules for non-security staff, security
staff, and senior managers

* Available for free from ICAO Security
Culture website
E-learning Training Package

19



https://www.icao.int/Security/Security-Culture/Pages/E-learning-Package.aspx

ICAO Security Culture Discussion Cards

¥ cAO

",

Security Culture
Discussion Cards

SECURITY IS EVERYONE'S
RESPOMSIBILITY

ot s

Far mors informrei e s, e ni Securmgy’ Seourin-Uul e

— |CAO% Discussion Cards



https://www.icao.int/Security/Security-Culture/Pages/Discussion-Cards.aspx

Over ICAO 60 cards to facilitate security culture conversations

#F 1CA0

Security Culture
Discussion Cards

POSITIVE WORK ENVIRONMENT

€ 1CA0

Status quo

Is security taken seriously in your
organization?

Security must be at the heart of the business, as 8
core valua and everyone's responsiodity,

D stalf know what is expected of them when it
COMES T0 SeCurity?

Positive Work Environment

Discussion Cards

¥ 1CAD
Doing the right thing

How is good security practice made easy for
you in your organization?

IF it is aamy 10 folloe secirity processes |t allows
staff o display positve security behaviour and
alions mors gasily,

What are e Darriers o goed security pracuice?

Paositive Wark Environment



https://www.icao.int/Security/Security-Culture/Pages/Discussion-Cards.aspx

ICAO Security Culture Customizable Resources

Why are we asking

you to follow our
Security proceduras?
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https://www.icao.int/Security/Security-Culture/Pages/Customizable-Resources.aspx

ICAO Security Culture Customizable Resources
Over 25 ICAO customizable materials to promote security culture

Security is

reer WR "'E‘Sﬂ" a0
IR ' responsibility

SECURITY CULTURE , AT e
_ —— idden > Ubvious > Typical

= Toexplain e concept of secuily cullure and why it Be Alert. Follow
matlers

Purpose of | To enoourage fha rght secunty Behaviours and achons by

this briefing al staff

= To ensure averyone understands the role they play in
keepng avialion sate and secune

PowerPoint Briefing Pack Wallet Cards

— |CAO% Customizable Resources



https://www.icao.int/Security/Security-Culture/Pages/Customizable-Resources.aspx
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Thank You!
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