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REGIONAL AWARENESS SEMINAR ON AVIATION CYBERSECURITY

DAY ONE — Monday, 5 May 2025

08:00 - 09:00 Registration of Participants

09:00 - 10:00  |Opening Remarks and Introduction
Lieutenant General Carlos Antonio Fernandez Onofre, ERD, Minister of Defense,
Dominican Republic
Brigadier General Pilot Enmanuel Marcelino Souffront Tamayo, FARD, CESAC
General Director, Dominican Republic
Mr. Jose Maria Peral Pecharroman, Regional Officer, AVSEC/FAL, ICAO NACC
Group photo

10:00 -10:30 Coffee Break

Time Session Title

Session 1: Regulatory Framework and Legal Instruments
The session will be an interactive session that addresses related and overlapping topics of the
regulatory framework in the registration of legal instruments

10.30 - 10.50

Keynote
Eng. Carlos Leonardo, Director of the Cyber Incident Response Team of the
Dominican Republic, National Cybersecurity Center, Dominican Republic

10.50-11.00

11.00-12.15

Moderator:
Mr. Philippe Morio, Cybersecurity Expert, ICAO

Speakers:

Ms. Diana Raquel Gomez Cuenca, Prosecutor of the Specialized Unit for
Cybercrime, Paraguay

Mr. Daniel Melendez, CEO E-Best Choice SAS, Colombia

12:15-13:15

Lunch

Session 2: Cyber Threat Landscape to Civil Aviation
The session will include presentations that address the national, regional and global perspectives
on the cyber threat landscape to civil aviation

13:15-13:25 [Moderator:
Mr. Anton Kornetskiy, Technical Officer, ICAO
13:25-14:45 [Speakers:
Mr. Jose De La Cruz, Counselor at Baxel Consultores, Peru
Mr. Ervin Andrino, Jefe de Tecnologias de la Informaciéon, Guatemala
Mr. Patrick Mana, Cybersecurity Cell & EATM-CERT Manager EUROCONTROL
(Online)
14:45 - 15:15  |Coffee Break
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Session 3: Technical and Operational Perspectives
Technical and operational perspectives in cybersecurity combine tools and processes to effectively
detect, prevent, and respond to cyber threats.

15:15-15:30 |Mr. Roberto Sosa, Regional Officer, ATM/SAR - ICAO SAM

15:30-16:15  [Mr. Florian Wagner, Head of IT-Department at HANGAR 901 Aircraft Maintenance
GmbH, Germany

18:00-19:30  |Official Welcome

- END OF DAY -

DAY TWO — Tuesday, 6 May 2025
Time Session Title

Session 4: Implementation of Aviation Cybersecurity Requirements & Frameworks

This session will provide a forum for States and stakeholders to share experience related to
implementing cybersecurity national, regional and global requirements in civil aviation. Speakers will
discuss Implemented and planned Initiatives, Including successes, challenges and opportunities.

09:00 - 09:20 [Keynote (online)
Dr. Eduardo Garcia, Senior Manager Future Skies, CANSO

09:20-09:30 |Moderator:
Mr. José Maria Peral Pecharroman, Regional Officer, AVSEC/FAL - ICAO NACC

09:30-10:30 [Speakers:

Ms. Chanell Hart, Director of Risk and Compliance, Civil Aviation Authority Bahamas
Ms. Mariana Pérez, AVSEC/FAL/DG Specialist, COCESNA

Janwillem Wiefkers, IT Director, Princess Juliana International Airport, Sint Maarten
Mr. Gustavo Lamas Sandoval, Deputy Director of Civil Aviation Security, National
Directorate of Civil Aviation, Paraguay

10:30- 11:00 |Coffee Break

Session 5: Cyber TTX
This tabletop exercise explores cybersecurity incident response through realistic scenarios, fostering
collaboration and strategic decision-making.

11:00-11:30 ([TTX introduction

TTX Leader:
Mr. Philippe Morio, Cybersecurity Expert, ICAO

TTX Facilitators:

Mr. Anton Kornetskiy, Technical Officer, ICAO

Mr. Peral Pecharroman, José Maria, Regional Officer, AVSEC/FAL - ICAO NACC
Mr. Leonardo Boszczowski, Regional Officer, AVSEC/FAL - ICAO SAM

Ms. Agnieszka Maja Mizgalska, AVSEC Technical Officer, ASP Section, ICAO
Mr. Jose De La Cruz, Counselor at Baxel Consultores, Peru

11:30-12:30 [TTX conduct

12:30-13:30 |Lunch

13:30-15:30 ([TTX conduct (continuation including coffee break)

15:30-16:00 ([TTX debrief
Mr. Anton Kornetskiy, Technical Officer, ICAO

16:00 - 17:30 |Visit to C5i, Armed Forces Command Center of the Dominican Republic
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Time Session Title

08:30 - 09:00 ’TTX debrief
Mr. Anton Kornetskiy, Technical Officer, ICAO

Session 6: Aviation Cybersecurity Oversight

As cyber threats to civil aviation continue to evolve, regulatory frameworks play a crucial role in
ensuring the security and resilience of the global aviation ecosystem. This session will provide an in-
depth exploration of current cybersecurity oversight mechanisms, focusing on international
regulations set by ICAO, regional frameworks as well as national policies from leading aviation
authorities.

09:00 - 09:10 Moderator:
Mr. Philippe Morio, Cybersecurity Expert, ICAO

09:10-10:00 [Speakers:

Ms. Esther Nistal Cabanas, Coordinator of Transport Research & Development
projects, ISDEFE, Spain

Mr. Douglas Williamson, Director of Information Technology, Jamaica Civil Aviation
Authority, Jamaica

10:00- 10:10  [Closing Remarks

Mr. Julio Siu, Deputy Regional Director, ICAO NACC

10:10-10:30 Coffee break

- END OF SEMINARS’ PART | -




