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€ |ICA0  SECURITY & FACILITATION Global Cyber-trends

Cybersecurity Threats

%+ More users and devices Rising Quicker than Spending
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FREQUENCY OF DATA
BREACHES IN 2013

<+ Wider networks and faster connections

=% Easier data storage and new efficient
data types
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% More usages and new services T T
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<+ Less isolated architectures

=% Quick adoption of new technologies
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@ [ICAO  SECURITY & FACILITATION Global Cyber-trends

Internet of Everything!!!

Digital Native
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Trends in Telecommunication Reform 2015, intelligence
International Telecommunication Union Internet of
Everything
Mass wearables
©® Mobile broadband,
smartphones, tablets ® Cognitive
computing
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New applications in all areas

Everything is
getting
interconnected!!!

e-health / e-learning
e-government / e-commerce
e-banking / e-money

Entertainment / Media

Social networks Hypercomplexity

Increaljgg Qroadlz/\a;ndldaccess Communications in Disasters / GPS Increasing connections M2M
Iquitous Wor .
q Agriculture loT — Internet of Everything
o smarter sensors
L Accessibility Hyperconnectivity
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Artificial Intelligence / Robots

F Autonomous Cars
T smrage omne

§ ~omewe OMart Homes / Smart Cities
Etc.

Hyper volume of Data

Hypervulnerability

5G networks / Smart Cities

Cloud Computing / Big Data

Drones is its applications
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Global Cybersecurity Index
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Cybercriminal Legislation, Substantive law. MS"
Procedural cybercriminal law, i
Cybersecurity Regulation.

TECHNICAL

National CIRT, Government CIRT, Sectoral CIRT,
Standards for organisations,
Standardisation body.

ORGANIZATIONAL

Strategy,
Responsible agency,
Cybersecurity metrics.

CAPACITY BUILDING

Public awareness, Professional training,

National education programmes, R&D programmes,
Incentive mechanisms, Home-grown industry.

COOPERATION

daiae The Global Cybersecurity Index (GCl)
ematones v Pk Pvete porrarn Cybersecurity measures the commitment of
Inter-agency partnerships. | Index

countries to cybersecurity.
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Physical Security Data Security

Security roles, responsibilities,
and accountabilities

IT Department
HHHHHHHH RISK
PROCESS H
Solves 99.9% of
computer problems

Education and Monitoring Recovery

Risk Management
training
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icao securiTY & FaciLTaTioN  Cyber attacks and hacking

Cyber Threats and Preparedness

Cyber Prep

Organization applies agility, adaptation,
and flexibility to dynamically reshape all

aspects of operations despite adversary W m
actions. Ensures continuity of mission Or S
operations (albeit degraded) despite

being under continuous attack. Vi ru S

IP Spoofing

Levels Cyber Threat

Session hijacking
Man-in-the-Middle

Very sophisticated adversaries; capable of
multiple, coordinated, continuous attacks

Sophisticated adversaries, capable of
multiple, coordinated attacks, able to
establish persistent footholds within the
organization’s infrastructure;

Organization is architected to contain,
limit and impede actions of adversary
who has persistent foothold. Ensures
continuity of critical mission operations
(albeit degraded).

Fishin
Spyware J

Social Engineering

DoS, DDoS, rDoS

Ransomware

Organization protects information .
regardless of form or location. Sample EXplOItS

techniques include: hard drive
encryption, encryption of wireless

e Credential Reuse
Organization sstl}ab!isl'!ss_ and qsﬂ?m’is. S pa m

perimeter; P q
perimeter firewalls, use of anti-virus

i SQL Injection

Adversaries with limited technical expertise;
intent is to acquire critical information.

Adversaries with very limited expertise;
non-targeted attacks, primarily focused on
organization's perimeter.

Vandalism
Approved tor public release: 09-3376. Distribution Unlimited
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Cybersecurity model

A model for effective cyber security

* Agile architecture and design strategies * Investment priorisation

* Enterprise-wide information
system security (ISS)

* Legacy system compliance

* Leverage emerging

Protect

Respond Detect

* Centralised cyber

business continuity

* Detection mon itoring
* Multi stakeholder

* Shared knowledge of
* Training and awareness

To help organize efforts for
responding to the cyber threat,
most relevant international
standards suggest applying an
approach divided into four
complementary steps: plan,
protect, detect, and respond
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SECURITY & FACILITATION Concerning Scenarios

<ysTEIMER s <. IT network crashes/lack of disaster recovery plans

F X

wqr&ﬁ&; Confidentiality, integrity, and availability of data

Cyber hygiene across entities

Denial-of-service (network unavailable to its intended users)

= Precision navigation and timing disruption (e.g. jamming,
——=>=  spoofing)

Lack of encryption or authentication

Incident management across regions/borders
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Recommended texts

Cyber—Secuﬁty, |
a new challenge for the a 4 | !
qutomotive indust . | Wanp eurore

Aviation perspective Deve\opmg. .
9016 special report series: Cybersecu rlfy Cd PQC “’)I

Cybersecur ity and the airline indt
A proofof—concep& implementation guide

Jacapo Bellasio, Richard Fint, Nathan Ryan, Susanne Sgndergoard,
Cristina Gonzolez Monsalve, Arya Sofia Meranta, Anna Knack
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Recommended texts

GUIDE TO
DEVELOPING
A NATIONAL
COMMONWEALTH APPROACH FOR CYBERSECU RITY
DEVELOPING | STRATEGY

NATIONAL CYBERSECURITY ST
STRATEGIC ENGAGEMENT IN CYBERSECURITY

Guidance and gaps a

European sta ndardisa
Privacy standards in the informatior

context
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@ [ICAO  SECURITY &FACILITATION — Acts of unlawful interference

%+ These are acts or attempted acts such as to jeopardize the safety of civil
aviation, including but not limited to:
%+ Unlawful seizure of aircraft,
% Destruction of an aircraft in service,
%+ Hostage-taking on board aircraft or on aerodromes,

% Forcible intrusion on board an aircraft, at an airport or on the premises of an aeronautical
facility,

% Introduction on board an aircraft or at an airport of a weapon or hazardous device or
material intended for criminal purposes,

%+ Use of an aircraft in service for the purpose of causing death, serious bodily injury, or
serious damage to property or the environment,

%+ Communication of false information such as to jeopardize the safety of an aircraft
in flight or on the ground, of passengers, crew, ground personnel on the general
public, at an airport or on the premises of a civil aviation facility.
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SECURITY & FACILITATION Annex 17 SARPs

Measures relating to cyber threats

International Standards

SE——— 4.9.1 - Each Contracting State shall ensure that operators or entities as
defined in the national civil aviation security programme or other
AT p—— relevant national documentation identify their critical information and
communications technology systems and data used for civil aviation
purposes and, in accordance with a risk assessment, develop and
Safeguarding International Civil Aviation . .
Akt At o Il st aricn implement, as appropriate, measures to protect them from unlawful
Tenth Edition, April 2017 interference.

Security

4.9.2 Recommendation — Each Contracting State should ensure that
measures implemented protect, as appropriate, the confidentiality,
integrity and availability of the identified critical systems and/or data.
The measures should include, inter alia, security by design, supply chain

. security, network separation, and the protection and/or limitation of any
INTERNATIONAL CIVIL AVIATION DRGANIZATION remote access capabilities, as appropriate and in accordance with the
risk assessment carried out by its relevant national authorities.
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[ICAQ  SECURITY & FACILITATION ATM Security Manual

ATM security definition

The contribution of the ATM system to civil aviation security, national
security and defence, and law enforcement; and the safequarding of the
ATM system from security threats and vulnerabilities.

e ATM System Infrastructure Protection

- Physical security
Air Traffic M t ,
sgcurr?ty'fwa:un;geme" - Personnel security

- ICT system security
- Contingency planning for ATM security

* ATM Security Operations
- ATM contribution to safeguarding against unlawful interference
- ATM support for law enforcement
- Disasters and public health emergencies
- Airspace management for ATM security

International Clvil Aviation Organkzation
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SECURITY & FACILITATION ISO/IEC 27000 series

Vocabulary

Information / \

Security

Management )
T TSSO geree D EED EED

ISO/IEC 27000 family

AN EINES

27000 .
=3
The ISO/IEC 27000 series provides

TR 27008 m 27014 TR 27016
best practice recommendations on

information security management Sectorial m m 27015
and has a broad scope covering Guidelines

: : . 2701
different issues: privacy, m m

confidentiality, technical

configurations, cybersecurity, etc.

Most of the standards are still under Guidelines for
development! monitoring
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@ [ICAO  SECURITY & FACILITATION CERTs / CIRTs / CSIRTs

<+ National CIRTs are considered the first
line of Cyber-Response

%+ Responsible for:

- Coordinating incident response

- Dissemination of early warnings and alerts

- 108 National EIRTsﬁldﬁide
(e
CSIRTamericas.org

- Facilitating communications and information
sharing among stakeholders

. oy e . i ...
- Developing mitigation and response strategies o CS IRTs

- Publishing best practices in incident response ¥ w o * HETCRIEN

as well as prevention advice;
- Coordinating international cooperation on &APCERT
Asi

. . a Pacific Computer Emergency Response Team
cyber incidents
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SOC / NOC

Extended SOC Functions

Core SOC
Functions

Vulnerability

Management Communications

{ Education

Incident
Insider
Moniloring
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Our Experts

Chanell L. Hart Mariana Pérez Ulate
Director of Risk and AVSEC/FAL/DG Specialist,
Compliance, Civil Aviation Corporacion Centroamericana

Authority-Bahamas de Servicios de Navegacion

Aérea COCESNA
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Our Experts

Gustavo Lamas Sandoval Janwillem Wiefkers

Coordinador Nacional de IT Director, Princess Juliana
Seguridad de la Aviacion Civil, International Airport, Sint
Direccion Nacional de Maarten

Aeronadutica Civil, Paraguay
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