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Jet bomber case — December 2009
o

Warnings from parent

Intercepts of
conversations by US
National Security

One way ticket
No hold luggage

ldentified on a US
Watch list




Yemeni Cargo Case — October 2010

« Warnings of possible
attack involving
biological or chemical
agents (09/10)

Suspected explosives

found on aircraft in
Dubal and UK

Target allegedly
synagogue in Chicago




Passenger Facilitation at
2010 FIFA World Cup
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South African Government
saves at least R1.8M per
annum by processing more
travelers with fewer staff and
better technology

Airlines save R54.1M on fines
and repatriation costs for
improperly documented
passengers



The dynamics of air transport security

Security

lllegal immigration
Narcotics trafficking
People smuggling
Organised crime
Terrorism

Regional conflicts
Asylum seekers

Facilitation

Tourism
Commerce

Optimization of
infrastructure

Best industry practices

Better passenger
experience

Increase capacity
Smaller queues
Registered travellers




Key Technology Trends

Advance Passenger Information

Post Departure Passenger Screening (APIS)
Pre Departure Passenger Screening (iAPl aka APP)

Reservation (PNR) & DCS Data
Electronic Travel Authority/eVisa
Avutomated Border Control; Registered Traveler

Biometrics; e-Passports

SECURITY Efficient Controls; Enhanced Risk Assessment
FACILITATION Self-Service; Automation; Customer Satisfaction
AMBITION Simplified Passenger Travel ...



Advance Passenger Information
-

Advance Passenger Information
is the provision by airlines to governments
of information on passengers in advance of arrival

11 Document data captured from machine readable zone (MRZ) of passport and/or visa
(manually input if no MRZ capability)

1 Information on flight + passenger origin / destination provided by departure control system

71 New fields pose an additional challenge to industry (e.g. home and/or destination address)
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Passenger Name Records
Booking & Check-in Data

71 Airlines collect a great deal of information as part of their standard booking
and check-in processes:

payment, ticketing, full itinerary (past & future), contact data,
accompanying passengers, baggage, seating, etc.

o This data is useful for risk assessment and can be used to
detect higher risk passengers, suspicious routes or behavior

7 However, booking data usually lacks ID information
(passport or visa not provided at time of booking, only at check-in)



Passenger Data Screening

1 Move the border off-shore
1 Speed up processing at the border

1 Check passengers for eligibility to enter the
country prior to boarding a flight

1 Analyze passenger intentions

0 ldentify suspects based on additional
information, beyond the Travel Document

7 ldentify suspects you don’t yet know (profiling)

01 Highlight non-obvious relationships between
passengers (reservation, seats, etc)



Biometrics is the missing Piece...

Passenger Passenger ldentity
Data Risk Management
Supply Analysis -
API, APP, PNR Profiling Biometrics
Identify risks Check unknown Validate identity

Individuals



Biometric Border Management /Security

Checkpoint
—

1 Governments are increasingly deploying
biometric border management systems to
improve security and facilitation by

Verifying traveler’s identities by comparing live
biometrics against those previously captured
Automating the border crossing using eGates for

known travelers, whose identity can be verified
using biometrics

Matching biometrics against existing databases of
known criminals /suspects

Integrating the results of passenger data risk
assessment



Advance Risk Assessment
and Air Passenger Processing

Pre-Departure Post-Departure Arrival

llllllllllllllllllllllllllllllll‘illlllllllllllllllllllllllllllllllll...llllllllllllllllllll)
Passenger Journey

APP Automatic Board / Retrieve Risk Pre- Planned
Request Checks No-Board PNRs Scoring clearance Action

» Appropriate documents » Criminal intelligence

« Known suspect/criminals » Profiling & pattern recognition

|:| APP Processes |:| PNR Processes |:| Mixed Processes - Current Processes



Biometrics - beyond Border

Management
-_

1 Secure self-service o1 Passenger tracking

o Security Checkpoint 1 eBoarding
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Future ... increased convergence

 People, Baggage, Cargo

« Data Mining and Physical

Scanning

e Secure Travel
Documents




Global Update in Passenger Data and

Biometrics

United Kingdom

Spain

Italy Australia Singapore
France New Zealand Mongolia
Belgium Korea Indonesia
Holland Japan Malaysia
Germany China (BJS & HKG) Vietnam
Finland Fij South Pacific

Thailand Islands

‘ (]

United States \’ ]
Canada . ‘
Mexico \
Caricom Bahrain \ ‘ K g
Argentina Kuwait -
Peru ‘ UAE
Brazil India
Chile ' South Africa
Costa Rica Qatar

Oman

Pakistan

Saudi Arabia

current [ R Various Stages Mauritius



ICAO Regional Seminar on MRTD’s,
Biometrics, and Border Security

Doha, Qatar
November 2, 2011

THOMAS MARTEN

VICE-PRESIDENT & GENERAL MANAGER
SITA GOVERNMENT & SECURITY SOLUTIONS
RIYADH, GENEVA
THOMAS.MARTEN@SITA.AERO





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


