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Plastic & Paper
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Issues – Fakes & Phonies 

UK cops smash fake 
passport racket running
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Health Care Fraud

i tno picture

no binding

weak security
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False Rejections
• Canadian Woman jailed as she tried to leave Kenya – July 2009
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Strong Credentials – eID’s

ePassport Interpol 
eID Card

Smart 
Card Spanish 

N ti l ID

© Copyright Entrust, Inc. 2010

eID Card Card National ID 



ePassports - Complexity
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Electronic identity Documents

Why electronic ID documents?

• Strong Binding
• Mitigate threats of document forgery
• Mitigate Individual Impersonation
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Enhance services & Increase security



Requirements for Trust in ePassports

• Rigorous Original Identity Vetting

• Strong Binding of Individual to 
ePassport at issuance

• Global Interoperable Trust  Framework

• Validation of Document Authenticityy

• Validation of Binding
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And when that time comes….

Effort Associated with:
– Implementation
– Establishing Trust Linkages
– Integration with PKD

C tifi t K M t– Certificate Key Management
– On-Going Maintenance
– Complexity of 2nd Generation EAC $p y
– Border Validation $
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Trends in ePassport:

Disruptive Innovation
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Entrust ePassport
Solutions
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Border Inspection

Cloud Mobile 
Devices

Infrastructure
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Hotspots for Research & Innovation
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The Trend is Happening

Cloud Services
Plug & Play

– Implementation
– Trust Linkages
– PKD Integration

Certificate Ke Management– Certificate Key Management
– On-Going Maintenance
– Upgrades to EAC

Turn Key
T t M t

pg
– Border Validation
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Trust Management



Entrust ePassport Technologies & Services
• Country Signing Solutiony g g

• Country Verifying Solution

• E-Passport Concentrator CSCA

• E-Passport Client CVCA

• Master List Signer & SPOC

© Copyright Entrust, Inc. 2010
19

• Cloud Based Services



Entrust Validation Service

Domestic 
Database

Cloud Services ICAO 
PKD

DocumentDocument 
Inspection & Validation Trust Management
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ePassport Solution Customers
• 20% of all ePassport Countries!20% of all ePassport Countries!
• ~50% of all ePassport documents!

• 20 Million ePassports/year in the US (DS)
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ePassport Solution Customers
• 50%+ of all EAC countries50%  of all EAC countries
• For Trust Infrastructure: We are No. 1
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Thank You
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