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Evidence of IdentityEvidence of IdentityEvidence of IdentityEvidence of Identity



Evidence of IdentityEvidence of IdentityEvidence of IdentityEvidence of Identity



ICAO Standards & SpecificationsICAO Standards & Specifications



ICAO-compliant TD the best and most C O o p a b s a d os
secure
Using more technical and physical security 
features
Difficult to forge and harder to get
Increase the reputation of TD

ePassport most secure ePassport most secure ePassport most secure ePassport most secure 
passport ever issuedpassport ever issued



Increased use of data bases:c eased use o data bases
Linking births & deaths
Linking of government data basesg g
◦ Legal issues / data protection
Social footprint - Interviews
Use of biometrics to prevent multiple 
applications
A t ti  f bi t i  h k

I t  i  I  I t  i  I  

Automation of biometric checks

Improvements in Issuance Improvements in Issuance 
ProceduresProcedures
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Bi t i  i  I  P   Bi t i  i  I  P   Biometrics in Issue Process as Biometrics in Issue Process as 
well as in Documentwell as in Document
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ePassport most secure passport ever issued, 
however
◦ Not many readers deployed
◦ Does not prove identity but seals IDoes ot p o e de t ty but sea s
◦ Not many ePassports protected by PKI security
◦ No distribution of keys to verify and authenticate

In general, Poor National identity management
◦ Establish identity

Confirm citizenship◦ Confirm citizenship
◦ Assess entitlement

Current WeaknessesCurrent Weaknesses
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Counterfeit documentsCounterfeit documents
Theft of blank documents
Malfeasance, nonfeasance, corruption
NOT inspecting ePassports in the proper NOT inspecting ePassports in the proper 
manner
False identity-using genuine evidence 
obtained improperly to obtain a genuine obtained improperly to obtain a genuine 
document
False identity-using manufactured evidence 
of support to obtain a genuine document
F l  id tit i  l t  t l  l dFalse identity-using lost or stolen already-
issued genuine documents
Multiple issuance/multiple identities

ThreatsThreats



Criminals will always pick the weakest link: y p
◦ Document security
◦ Issuing procedures
◦ False identity◦ False identity

Threat changes as technologies & procedures 
developp
Threat varies from country to country
Weak identity management processes 

d h f h hlundermine the integrity of highly secure 
travel documents.

Threat to MRPs and eMRPsThreat to MRPs and eMRPs



2006 20092006
Identity Fraud = 31%
Docum. Fraud = 54%

009
Identity Fraud = 71%
Docum. Fraud = 29%

Remainder = 15%

Document 
Fraud ID Fraud

Document 
Fraud

ID F dID Fraud

Threats Threats -- Identity FraudIdentity Fraud
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ICAO Assembly and ResolutionICAO Assembly and Resolution
Secretariat Support

“Towards Better Practices in “Towards Better Practices in Towards Better Practices in Towards Better Practices in 
National Identity Management”National Identity Management”



Evidence of Identity Evidence of Identity –– What?What?Evidence of Identity Evidence of Identity What?What?



Provide a full and comprehensive p
perspective on factors to be considered 
and the nature of sources to be consulted 
to develop a complete perspective for to develop a complete perspective for 
entitlement and document adjudication 
judgements and decisions. 

Include documents and bring the 
attention all of the other accompanying attention all of the other accompanying 
ways in which the Evidence of Identity 
considerations should be viewed.

Purpose Purpose 



The scope is to provide States with scope s o p o d S a s
guidance on Evidence of Identity 
foundation to properly and uniquely 
identify individuals for the purposes of 
issuing trusted travel documents and 
contribute to overall security worldwidecontribute to overall security worldwide.

Scope Scope 



Means used to verify these components 
include civil registration, social footprint, g , p ,
foundation (source) documents
Includes the use of technological and 
electronic tools to uniquely verify the TD 
bearer’s identity, such as PKI, PKD, 
biometric algorithms et albiometric algorithms et al.

ScopeScope



IS NOT about the full spectrum of IS NOT about the full spectrum of 
Identity Management, but rather these 
components for establishing identity:p g y

Scope Scope 



Evidence of IdentityEvidence of IdentityEvidence of IdentityEvidence of Identity



TR intended to be used by:TR intended to be used by:
Full spectrum of identity management;
Issuing, inspection, police, immigration g, p , p , g
authorities, and those engaged in other 
document entitlement endeavours
◦ This include issuers of driving licenses, 
cards of national identity, voter 
registration and others  registration and others. 

Purpose Purpose 



D i d fDesigned for:

Th  i l d i  i il i t  d th  Those involved in civil registry and other 
vital records-related database activities
Those related entitlement functions  birth Those related entitlement functions, birth 
and death, marriages and divorces, and 
other civil registry matters.other civil registry matters.

Purpose Purpose 



Evidence of IdentityEvidence of IdentityEvidence of IdentityEvidence of Identity



Assist States to properly and uniquely ss s S a s o p op y a d u qu y
identify individuals
Establishment of identity and validation of 
identity for security purposes
Avoid identity fraud
States to take action
Development of the TR

ConclusionConclusion





Th k  f   tt tiThank you for your attention

◦ Mauricio Siciliano◦ Mauricio Siciliano
ICAO MRTD Programme

24



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


