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The Mediterranean Passport For Ships and Cargo
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In booklet form
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Standard Format

Country of Issuance

Passport Number

Last/Surname

First (Given) Name

Birth Date
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Introduction of Machine Readable Zone

MRZ im Format td-3 (MRP, machine readable passport)

P<D<K<KADENAUER<K<KKONRAD<KHERMANN<KJOSEPH<KLKLLLLKLK
1234567897D<<7601059M670417175<<<<<LLLLLLLKLKLKL?

MRZ im Format td-2

IDDKKADENAUER<LK<KKONRAD<HERMANN<JOSEPH
1234567897D<<7601059M6704115<<<<K<KLKK2

MRZ im Format td-1
IDDKKT1234567897 <K<K

7601059M6704115D<<<KLLLLLLLKLKLKL?
ADENAUER<<KKONRAD<HERMANNK<JOSEP
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PASSPORT
CONTROL




< [ICAO  SECURITY & FACILITATION NO COUNTRY LEFT BEHIND







NO COUNTRY LEFT BEHIND.

¥ |ICA0  SECURITY & FACILITATION






\L\:\K ._\ 12 w
At R /"
PN

—
i
L
(a8)]
L
-
S
[0
—
Z
=
o
o
=)
Z

[ICAO  SECURITY & FACILITATION

\dp' ohCt, ,,%
"". . ,\};



¥ [ICAO  SECURITY & FACILITATION ~ NO COUNTRY LEFT BEHIND




<OACl.,,

¥ ICA0  SECURITY & FACILITATION

“Passive Authentication”
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Distribution of Certificates and CRLs

via bilateral Exchange via ICAO PKD

Country G Country D

Country F Country E Country F Country E

This example shows 8 states requiring 56 bilateral exchanges (left) or 2
exchanges with the PKD (right) to be up to date with certificates and CRLs. In
case of 188 ICAO States 35,156 bilateral exchanges would be necessary while
there are still 2 exchanges necessary with the PKD.



¥ | ICAO
&7 SECURITY & FACILITATION NO COUNTRY LEF
T BEHIND

wom o-Pass
- . _passport




¥ ICAO  SECURITY&FACILITATION ~ NO COUNTRY LEFT BEHIND

| The Future

NEXT EXIT N _J

Plag op o o 2




[ICAO  SECURITY & FACILITATION NO COUNTRY LEFT BEHIND #

ePassport Data

Logical Data
Logical Data Structure 1 Structure 2
Biographic Data Travel Data

Locked at Issuance Entered Over
Validity




[ICAO  SECURITY & FACILITATION NO COUNTRY LEFT BEHIND

LDS 2

o
<

DIGITIZATION & ARCHIVING

140
ARRIVAL

JRK! v >
o IMMIGRATH



¥ ICA0  SECURITY & FACILITATION  NO COUNTRY LEFT BEHIND

L/

\ESTA S
ystem for

B 7o) Auithorzation

AR S Capeiient of Someand Secao

DIGITIZATION & ARCHIVING



¥ [ICAO SECURITY & FACILITATION ~ NO COUNTRY LEFT BEHIN




oAc: ,’

¥ [ICAO  SECURITY & FACILITATION ~ NO COUNTRY LEFT BEHIND:

Oifig na bPasanna,

~~ Baile Atha Cliath
Passpon Ofﬁce Dubhn

L5 AP B




@v [ICAO  SECURITY & FACILITATION NO COUNTRY LEFT BEHIND.

o R

No SIM = 10:28 AM -

License

‘IOWA

4alss 09-30-2014 |
9aEND C
9cLASSC
12 REST B

15 SEX
aEn ¢ 2 1ena// 6-0

MN{[' 3ER - ABEXP
ok e 1-2015 1 19\1 965
1 TROMBINO, I 5t
2 PAUL
8 800 LINCOLN WAY

AMES, IA 50010




¥ ICAO  SECURITY&FACILITATION ~ NO COUNTRY LEFT BEHIND

| The Future

NEXT EXIT N _J

Plag op o o 2




¥ [ICAO  SECURITY&FACILITATION ~ NO COUNTRY LEFT BEHIN

Biometric Identity
Data...
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 Few data owners really want to share their data.

* Issuing Authorities resists shipping all their data to other
government entities and certainly other governments.

 The government doesn’t want to expose citizen data or their
“subjects of interest” to the international community.

e Data sharing must meet appropriate legal standards and our
personal privacy expectations.
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nonymous Resolution

* Atechnique that allows data holders to share anonymized
identity-based data ...

* whereby all identities are managed and correlated while in their
cryptographic form ...

* resulting in a more secure and privacy-enhancing way to share
and resolve identities.

* Separating the Anonymous Content Database from users — by
using third party agent to perform the processing (e.g., ICAQ).
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OUTPUT VALUE

One-Way Hash Value (MD-5)

cbd034409c22929518fa494f99dc
9964

-

Rene Michael Holly
+

Biometric

Result: An irreversible signature

Use: Fundamental building block
used in modern cryptography
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: Anonymous Identity
Basic ConFEpt Resolution
of Operations
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Issuing State Identity Confirmed Receiving State
Rene Michael Holly

US Citizen Unk T |
Rene Michael Holly Biographic and biometric Ao UrehASlEls

US Citizen identity data.confirmed biometric identity data
Biographic and
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Identity Resolution
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Robust identity management is
the key to producing a
secure travel document.
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Attributed ldentity
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Biometric ldentity
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Biographical Identity
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“all member states can
uniquely identify
individuals”
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Contact Details

Name: R. Michael Holly
Email: hollyrm@state.gov

01/10/2015 Footer 39



