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This example shows 8 states requiring 56 bilateral exchanges (left) or 2 

exchanges with the PKD (right) to be up to date with certificates and CRLs. In 

case of 188 ICAO States 35,156 bilateral exchanges would be necessary while 

there are still 2 exchanges necessary with the PKD.

Distribution of Certificates and CRLs
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Biometric Identity 
Data… 
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• Few data owners really want to share their data. 

• Issuing Authorities resists shipping all their data to other 
government entities and certainly other governments. 

• The government doesn’t want to expose citizen data or their 
“subjects of interest” to the international community. 

• Data sharing must meet appropriate legal standards and our 
personal privacy expectations. 
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Anonymous Resolution 
• A technique that allows data holders to share anonymized 

identity-based data … 

• whereby all identities are managed and correlated while in their 
cryptographic form …  

• resulting in a more secure and privacy-enhancing way to share 
and resolve identities. 

• Separating the Anonymous Content Database from users – by 
using third party agent to perform the processing (e.g., ICAO). 
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Result: An irreversible signature 
 

Use: Fundamental building block  
used in modern cryptography 

One-Way Hash Value (MD-5) 

cbd034409c22929518fa494f99dc
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Anonymous Identity 
Resolution 

Country A Country B Country C 

Anonymized Content 

Database 

Basic Concept 
of Operations 
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Rene Michael Holly 
US Citizen 
Biographic and 
biometric identity 
data 

Anonymizer   

Unknown Traveler 
biometric identity data 
 

Identity Confirmed 
Rene Michael Holly 
US Citizen 
Biographic and biometric 
identity data confirmed 





Robust identity management is 
the key to producing a 
 secure travel document.  



Attributed Identity 



Biometric Identity  



Biographical Identity 





“all member states can 
uniquely identify 

individuals”  
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