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Certificates exchanged:

e CSCA Certificates
e Document Signer Certificates
e Certificate Revocation Lists

Verification devices at border

) issued by German authority
control use certificates in order to \V'
prove authenticity and integrity of

ePass p orts ﬂ ~ issued by Swiss authority

Note: e.g. SPOC has a different purpose, matching W'
passport and passport holder
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Frequent exchange of new issued
certificates on a bilateral basis
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As of May 2015, the ICAO PKD Participants include Argentina, Australia, Austria, Belgium, Brazil, Bulgaria, Canada, China, Columbia, Czech Republic, France, Germany, Hong Kong
SAR, Hungary, India, Iran (Islamic Republic of), Ireland, Japan, Kazakhstan, Latvia, Luxembourg, Macao SAR, Malaysia, Moldova, Morocco, Netherlands, New Zealand, Nigeria, Norway,
Philippines, Qatar, Russian Federation, Seychelles, Singapore, Slovakia, Republic of Korea, Spain, Sweden, Switzerland, Thailand, Ukraine, United Arab Emirates, United Kingdom,
United States, United Nations and Uzbekistan
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ICAO PKD - how does it work? VERIDOS
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Official key ceremony
by diplomatic means

ICAO PKD

New generation of
DS certificates in
issued passports

cryptographic
check DS

Border Control
H

e.g.National
PKD system
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Unique chain of trust:
e Supervision by ICAO as supra-national institution
e Transparent and reliable processes (initial key ceremony at ICAO HQ)

e High security and high availability of ICAO PKD system, available end of
2015

Additional advantages:

e A combination with National PKD systems (nPKD) allows for secure and
automated distribution of certificates to border control stations nation-
wide

e Live support via phone and ticket system
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Solution Overview ICAO PKD Service
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ICAO HQ Montreal

Location of ICAO primary HSM
' Operating and supervising the PKD
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MOI UAE site Abu Dhabi

Up- and download location,
" secondary HSM2 and infrastructure for
... PKD operation

BDr site Berlin

Up- and download location,
secondary HSM1 and infrastructure for
PKD operation
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Site A: D-Trust Berlin (Germany) =

Fully redundant
system at each
location

ICAO HQ Montreal

/ Disaster Scenario: \

High Security o dundant.
VPN Network g g
ke Even with one download site completely PM¢€d UP-an
nload sites

down, additional failures at the remaining
sites the system is still fully functional [rust Center

without service interruption Irity Level,

3% availability
S )

Outer Firewall

Inner Firewall
incl. Intrusion Detection
& Prevention System

Site B: Abu Dhabi Police (UAE)
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46 ICAO PKD

Participants

High Security
High Availability
min. 99.8% 24/7

. Participant support

- Live Phone support

ICAO HQ
Montreal

AbilghBa;b'\im()LIJ’AE) ‘ Local technical - Online Support
support ICAO HQ System
Montreal

- 2h reaction time
Monthly reports on ~ (Monday-Friday)
system usage and

performance for

® .
Local Technical ICAO

Site A: D-Trust, support

Berlin (Germany) downlaod sites
Berlin &
Abu Dhabi
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Pilot Testing Switch-Over

(AUS, Sweden, UK) '

4
Beg. Dec 2015
Beg. August 2015 €g. bec

Testing Period

Test Environment ICAO PKD
Bundesdruckerei (new structure)

+ Legacy Structure (current) + Legacy Structure (current)

All participants can perform migration tests for 4 month prioy to the switch-over day
The test environment provides identical interface and functions as the production system

Shut-down
Readtonly end of 2015

Netrust Legacy PKD System
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ICAO

Customer and ICAO PKD system principal

Bundesdruckerei . 4.

Prime Contractor Bundesdruckerei GmbH

BrrusT | i, @ el 4 P e
Abu Dhabi :
D-Trust police GHO EGSP Veridos

Service Management
ICAP PKD System
Local service Montreal

IT operations ICAP PKD  Housing the ICAO PKD  Local service
Housing the ICAO PKD  System - Site Abu Dhabi Abu Dhabi
System — Site Berlin

Local service Berlin
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Dr. Hermann Sterzinger
COO

P +49-89/4119-7110

Hermann.sterzinger@veridos.com
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