AFI ATS Messaging Service Profile

AFI AMHS Manual

AFI AMHS
Manual

Appendix
B

AFI ATS Messaging Service Profile

Document Reference: AFI AMHS Manual, Appendix B

Author: AFI AMHS Taskforce Team

Revision Number: Version 1.0

Date: 21/07/2011

Filename: AFI AMHS Manual_Appendix B_V1.0.doc
AFI AMHS Manual [1] Version 1.0
Appendix B 22/07/2011




AFI ATS Messaging Service Profile

Document Control Log

Edition Date Comments section/pages
affected
10 21/07/2011 Created from EUR AMHS Manual, version All

6.1, Appendix A, B and C.

AFI AMHS Manual [2] Version 1.0
Appendix B 22/07/2011



AFI ATS Messaging Service Profile

AFI AMHS Manual [3] Version 1.0
Appendix B 22/07/2011



AFI ATS Messaging Service Profile

Table of contents

1. INTRODUCTION 12
1.1 PURPOSE OF THE DOCUMENT ......ccoiiiiiiiiieieeeeeeeeeeeeeeeeee e 12
1.2 REFERENCING THE ISP 1ST, 2ND AND 3RD EDITIONS .......cuvtiiiiiiiiiiiiiiieeeeeeeciiieeeeeeeeeeeiareeeeeeeeeeanrreeeeeeeeeans 12
2. DEFINITIONS 13
3. TECHNICAL OVERVIEW 14
3.1 ATS MESSAGE HANDLING SERVICE SUPPORT .......ccuvtitteriteteetteteeiteettenteenieetesssesiaesieesieenueensesmsesueesseenseens 14
32 ATS-MESSAGE HANDLING SYSTEM COMPONENTS .......ceiutenttettentteitenttenteenieeteetesiaesieesieenseesesssesseesseenseens 14
3.2.1  ATS-Message USer AGENt COMPOTENLS .........eeecueeeecueeeieeeesirreeasieesaisseessseessssseessseessssseessssesssssesssseessssseens 14
3.2.2  ATS MESSAGE S@TVETS...cccuveeeieiieeieeeieieeeaeeeetttesteeetreesttesssseessstaessseeessssessseeessstesanseaensssesssseensssesanses 15
33 AMHS AND OTHER PROTOCOLS ....ccuuttiiititieiieeeitiee ettt etite ettt stee e satte st e s sietessabeeesabeessbeeennbaeesabeessnnaenans 15
3.3.1  The IPM CORLENE TYPE......ceooeeeeiiiieiieeee ettt ettt eneenaees 15
3.3.2  AMHS BOAY PAFE TYPES..cooueeeaiiiiiiee ettt ettt ettt ettt sttt et e sttt e st e e s bt e e sabbeesabeeesabee s 16
3.3.3  MeSSAZE TTANSFET — Pl ....oooeveeeeeiiieeeie ettt ette ettt e sttt e et eesate e ssabee s abeeensbeeasseesensseesnssaesnsseennseas 16
3.3.4  Message Transfer SYSTEM ACCESS — P3 ...cc.ueeucuieeieeeeeiieeeeieeeeieesriteesteeeteeessveessaseesssesssseessssessnsseesnns 16
3.3.5  PrOPrICtATY MTS ACCESS...ccueeeeeieeeeiieeeieieeieeesieeeetite e et e esttte e e teeesabeeessbeeesssaeesnseaesssaesssseeessssesssseeensseean 16
3.3.6  Proprietary MTS Access (CO-LOCATEA UA) .......ccccuueecuuieeiiiieeiiseeieeeeieeesitieesiveessiveesivesssteesssessnsneenans 16
3.3.7  MeSSAGE STOFTE ACCESS — P7 ...ooueieieieiiieieeeee ettt ettt e 17
3.3.8  MeSSAZE S1OT€ ACCESS P7 (94) c.eeeieiiiie ettt ettt ettt ettt ettt et et e e 17
3.3.9  Proprietary MeSSAZE STOT@ ACCESS .....cccueeucuuieeiieeeiiiieeieeesiiieeeeiteeesaeessseeesssseesssaesesseessssesssssessnseessssseens 17
3.3.10 UPPCE LAYET SUPPOTL.c..eeeeeieieieieeeiee e eiieeeiee ettt esstte e setae e teaesasaesssaessssaaessseeassssessnssesansseennseeessseens 17
3.3.11 TTANSPOTT .. eeeeeiee et eeee e e ete ettt e ettt e ettt e s tte e eatteesstteeessbeessbeeaatbeeanseeeassaeesnsaesassbeennseeeanssesssaeennse 18
3.3.12 LoWer LAYers ANA TCOP/IP............ccuueeceeeeciieeieeeeieeeieeeete e esieeesteesteeessaeessseeessssesssseaensssessnseeens 18
34 COMMON FACILITIES .....eeiuttetiitteeitteeitee ettt et ettt et e st te s st e e bt b e e itee e sabtesabee e bt aeeaabeessataessabeeenneseenaneeas 18
Bi4. ] DITECIOTY ACCESS.c.uueeeaueieeeieieeeieeeiieeee e e etttesitteeeteeessateesabeeeasaesasseeessstesasteaasssaesasseeessssassnseaenseessnseeens 18
3.4.2  DITECIOTY SCREIMIA ..ottt et e e te ettt e sttt e e be e s aaeeestbeeassteeassbeessaeeensbeeanteeeennseenssseennns 18
343 CryPIOZEAPRIC PIOSile ..neeeeeeiieeniiieeeie ettt ettt et e et e st e e sabe e s saeesatbeesstaeeensbeesnssaesnsseennneas 18
3.5 ADDRESSING AND ADDRESS REGISTRATION ......ceiiieieieieieieieieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseseeeseeeeeseneeeees 19
3.6 ANSP’S AMHS SYSTEM LOCAL CONFIGURATIONS ......ccutiiuteitentteteantenitenieenteenteeiesstesisesieesieenueenueensesseenne 19
3.7 PROTOCOL STACKS ...ttt sttt ettt ettt st sh e sb et et sbtesbte s bt e sae e bt e st sb bt ebeesbee bt enbeenbeesnesbaenbeenaee 19
4. AFI AMHS PROFILE REQUIREMENTS 21
4.1 INTRODUCTION. ... ..tttiitteeitiee ettt et e ettt eite e sttt e bt e e bt e e e bt ee e subeeeabbeesbeeeeasbeesambeesabbeeesateeensbeessnbeeeabbeennnees 21
4.2 CONFORMANCE REQUIREMENTS........cccuttttiieeeeeiiitteteeeeeeeeitaeeeeseeesesassseeseeeseaisssseseeeseeaistsssesesesseassrssesaeesnns 21
4.3 AMHS SYSTEMS AND SYSTEM COMPONENT CONFIGURATIONS......c..ceruttriienieenieeieetenitenieenieenneenesseenieenaes 21
4.4 IPM UA REQUIREMENTS .....ceeuttitttattteniteniteeteestte ettt eteesteeetseesstestae sttt esstesateebeesbeesaseebeesbeeesseenseensressneenses 23
G4 ] IPM UA USIAZ P3.eeeeeieeeee et ete ettt e e ittt e stee e e tteesbte s eaeteessaeeesssaeennsaesassaesnsaessssaeennsaesnsseesnseeenns 23
4.4.2 IPM UA USING P7....oooiiiiiieiieeeeet ettt ettt sttt et e e e 23
443 IPM UA USING P7 (94) ettt ettt ettt ettt ettt ettt sttt s e sttt e st e s bt e e sabbe e sabeeenabees 23
4.4.4 IPM UA Co-located with MTA (With Or WItROUE MS) ......ccooeeeveeiieeeiiiieeeeeiieeeeeeitee e eesreeeeeenveeeeeeenees 23
4.5 MT A REQUIREMENTS .....coeeiiiiiiiuiieieeeeeeeiittteeeeeeeeeeittaeeeeeeeeeetstaaeeaeseeaeastsaeeeeseeaeassrsseeeseeaaastssseeeeessensrrsesaeeeans 23
4.6 IMS REQUIREMENTS .......eeiuteiutteieenitteuttenttesiteesttesitesteesbeesateemttesbeeemeeentae sttt esbeenateambeesbeesateenbeensteeaseenseenaneans 24
4.7 MS (94) REQUIREMENTS .....oeeiiiuviiieeeetireeeeeiitteeeeeeetseeesaeitseseeeesassseeseasasesseaaasssseseessssssesesasssssseseassseesensnsens 24
A. ANNEX A (NORMATIVE) - IPM CONTENT 25
B. ANNEX B (NORMATIVE) - IPM REQUIREMENTS OF P1 28
C. ANNEX C (NORMATIVE) - IPM REQUIREMENTS OF P3 29
D. ANNEX D (NORMATIVE) - IPM REQUIREMENTS OF P7 30
E. ANNEX E (NORMATIVE) - IPM REQUIREMENTS OF P7 (94) 31
F. ANNEXF (NORMATIVE) - REQUIREMENTS OF MESSAGE TRANSFER PROTOCOL - P1...32
AFI AMHS Manual (4] Version 1.0

Appendix B

22/07/2011



AFI ATS Messaging Service Profile

G. ANNEX G (NORMATIVE) - REQUIREMENTS OF MESSAGE SUBMISSION AND DELIVERY
PROTOCOL - P3 34

H. ANNEX H (NORMATIVE) - REQUIREMENTS OF MESSAGE RETRIEVAL PROTOCOL (P7) 36

I. ANNEXI(NORMATIVE) - REQUIREMENTS OF MESSAGE RETRIEVAL PROTOCOL (P7)

94) . 38
J. ANNEX J (NORMATIVE) - REQUIREMENTS OF OSI UPPER LAYERS FOR AMHS.................. 40
K. ANNEX K (INFORMATIVE) - DIRECTORY INFORMATION SUPPORTING AMHS................... 41

L. ANNEXL (NORMATIVE) - REQUIREMENTS OF TRANSPORT SERVICES SUPPORTING
ATS MESSAGING USE OF RFC 1006/2126 OVER TCP 42

M. ANNEXM (NORMATIVE) - REQUIREMENTS OF INTERNET PROTOCOLS IPV4 AND
| VRN 43

N. ANNEX N (NORMATIVE) - OSI ADDRESSING PRINCIPLES AND REGISTERED VALUES
FOR AMHS 44

O. ANNEX O (NORMATIVE) - AMHS LOWER-LAYER SECURITY REQUIREMENTS (IPSEC) ..45

P. ANNEXP (NORMATIVE) - AMHS CRYPTOGRAPHIC PROFILE 46

Q. ANNEX Q (NORMATIVE) - CONFORMANCE IMPLEMENTATION STATEMENT ......ccccccevueeee 47

R. ANNEX R (INFORMATIVE) - REFERENCES ACROSS EDITIONS OF ISO/IEC ISPS.......cccc... 57
AFI AMHS Manual [5] Version 1.0

Appendix B 22/07/2011



AFI ATS Messaging Service Profile

[1]

(2]
[3]

[4]

[5]

[6]

[7]

[8]

[9]
[10]

[11]

[12]

[13]
[14]

[15]

[16]

[17]

References

Internet Engineer Task Force (IETF) STD0007, RFC0793:1981, Transmission Control
Protocol

Internet Engineer Task Force (IETF) STD0005, RFC0791:1981, Internet Protocol

Internet Engineer Task Force (IETF) STDO0003, RFC1122:1989, Requirements for
Internet Hosts - Communication Layers

Internet Engineer Task Force (IETF) RFC4301:2005, Security Architecture for the
Internet Protocol (IPsec)

Internet Engineer Task Force (IETF) RFC2460:1998, Internet Protocol, Version 6
(IPv6) Specification

Internet Engineer Task Force (IETF) RFC4443:2006, Internet Control Message
Protocol (ICMPv6) for the Internet Protocol Version 6 (IPv6) Specification

Internet Engineer Task Force (IETF) BCP0028, RFC2488:1999, Enhancing TCP over
Satellite Channels Using Standard Mechanisms

ISO/IEC 7498-1:1994 (2nd edition), Information technology — Open Systems
Interconnection — Basic Reference Model: The Basic Model

ICAO Annex 10 — Aeronautical Telecommunications, Volume III

ICAO Doc 9880-AN/466: Manual on Detailed Technical Specifications for the
Aeronautical Telecommunication Network (ATN) using ISO/OSI Standards and
Protocols, Part II — Ground-Ground Applications - Air Traffic Services Message
Handling Services (ATSMHS), First Edition — 2010

ICAO Doc 9880-AN/466: Manual on Detailed Technical Specifications for the
Aeronautical Telecommunication Network (ATN) using ISO/OSI Standards and
Protocols, Part III — Upper Layer Communications Service (ULCS) and Internet
Communications Service (ICS), , First Edition — 2010

ICAO Doc 9880-AN/466: Manual on Detailed Technical Specifications for the
Aeronautical Telecommunication Network (ATN) using ISO/OSI Standards and
Protocols, Part IV — Directory Services, Security and Systems Management, First
Edition — 2010

CCITT Rec X.400 (1992). Message handling system and service overview

CCITT Rec X.402 (1992). Message handling systems: overall architecture

CCITT Rec X.411 (1992). Message handling systems: Message transfer system:
Abstract service definition and procedures

CCITT Rec X.419 (1992). Message handling systems: Protocol specifications

CCITT Rec X.420 (1992). Message handling systems: Interpersonal messaging
system

AFI AMHS Manual

Appendix B

[6] Version 1.0
22/07/2011



AFI ATS Messaging Service Profile

[18] ISO/IEC 646:1991. Information technology — ISO 7-bit coded character set for
information interchange

[19] ISO/IEC 3166:1993. Codes for the representation of names and countries

[20] ISO/IEC 8859-1: 1987. Information processing — 8-bit single-byte coded graphics
character sets — Part 1: Latin alphabet No. 1

[21] ISO/IEC TR 10000-1: 1995. Information technology — Framework and taxonomy of
International Standardized Profiles — Part 1: General principles and documentation
framework

[22] ISO/IEC TR 10000-2: 1995. Information technology — Framework and taxonomy of
International Standardized Profiles — Part 2: Principles and taxonomy for OSI
profiles

[23] ISO/IEC 10021-1:1990. Information Technology — Text Communication —
Message-Oriented Text Interchange System (MOTIS) — Part 1: System and Service
Overview

[24] ISO/IEC 10021-1/Amd.2:1994. Information Technology — Text Communication —
Message-Oriented Text Interchange System (MOTIS) — Part 1: System and Service
Overview

[25] ISO/IEC 10021-2:1990. Information Technology — Text Communication —
Message-Oriented Text Interchange System (MOTIS) — Part 2: Overall Architecture

[26] ISO/IEC 10021-2/Amd.1:1993. Information Technology — Text Communication —
Message-Oriented Text Interchange System (MOTIS) — Part 2: Overall Architecture

[27] ISO/IEC 10021-2/Amd.2:1994. Information Technology — Text Communication —
Message-Oriented Text Interchange System (MOTIS) — Part 2: Overall Architecture

[28] ISO/IEC 10021-3:1990. Information Technology — Text Communication —
Message-Oriented Text Interchange System (MOTIS) — Part 3: Abstract Service
Definition Conventions

[29] ISO/IEC 10021-4:1990. Information Technology — Text Communication —
Message-Oriented Text Interchange System (MOTIS) — Part 4: Message Transfer
System: Abstract Service Definition and Procedures

[30] ISO/IEC 10021-4/Amd.1:1994. Information Technology — Text Communication —
Message-Oriented Text Interchange System (MOTIS) — Part 4: Message Transfer
System: Abstract Service Definition and Procedures

[31] ISO/IEC 10021-5:1990. Information Technology — Text Communication —
Message-Oriented Text Interchange System (MOTIS) — Part 5: Message Store:
Abstract Service Definition

[32] ISO/IEC 10021-5/Amd. 1:199x. Information Technology — Text Communication —
Message-Oriented Text Interchange System (MOTIS) — Part 5: Message Store:
Abstract Service Definition

AFI AMHS Manual [7] Version 1.0

Appendix B

22/07/2011



AFI ATS Messaging Service Profile

[33] ISO/IEC 10021-6:1990. Information Technology — Text Communication —
Message-Oriented Text Interchange System (MOTIS) — Part 6: Protocol
Specifications

[34] ISO/IEC 10021-7:1990. Information Technology — Text Communication —
Message-Oriented Text Interchange System (MOTIS) — Part 7: Interpersonal
Messaging System

[35] ISO/IEC ISP 10611-1:1994. Information Technology — International Standardized
Profiles AMHIn — Message Handling Systems — Common Messaging — Part 1:
MHS Service Support

[36] ISO/IEC ISP 10611-2:1994. Information Technology — International Standardized
Profiles AMHIn — Message Handling Systems — Common Messaging — Part 2:
Specification of ROSE, RTSE, ACSE, Presentation and Session Protocols for use by
MHS

[37] ISO/IEC ISP 10611-3:1994. Information Technology — International Standardized
Profiles AMHIn — Message Handling Systems — Common Messaging — Part 3:
AMHI11-Message Transfer (P1)

[38] ISO/IEC ISP 10611-4:1994. Information Technology — International Standardized
Profiles AMHIn — Message Handling Systems — Common Messaging — Part 4:
AMHI12-MTS Access (P3)

[39] ISO/IEC ISP 10611-5:1994. Information Technology — International Standardized
Profiles AMHIn — Message Handling Systems — Common Messaging — Part 5:
AMHI13-MS Access (P7)

[40] ISO/IEC ISP 11188-1:1995. Information Technology — International Standardized
Profile — Common Upper Layer Requirements — Part 1: Basic connection oriented
requirements

[41] ISO/IEC ISP 12062-1:1995. Information Technology — International Standardized
Profiles AMH2n — Message Handling Systems — Interpersonal Messaging — Part 1:
IPM MHS Service Support

[42] ISO/IEC ISP 12062-2:1995. Information Technology — International Standardized
Profiles AMH2n — Message Handling Systems — Interpersonal Messaging — Part 2:
AMH21 — IPM Content

[43] ISO/IEC ISP 12062-3:1995. Information Technology — International Standardized
Profiles AMH2n — Message Handling Systems — Interpersonal Messaging — Part 3:
AMH22 — IPM Requirements for Message Transfer (P1)

[44] ISO/IEC ISP 12062-4:1995. Information Technology — International Standardized
Profiles AMH2n — Message Handling Systems — Interpersonal Messaging — Part 4:
AMH23 — IPM Requirements for MTS Access (P3)

[45] ISO/IEC ISP 12062-5:1995. Information Technology — International Standardized
Profiles AMH2n — Message Handling Systems — Interpersonal Messaging — Part 5:
AMH24 — TIPM Requirements for MS Access (P7)

[46] ISO/IEC 10021-1:2003. Information Technology — Text Communication — Message
Handling Systems (MHS) — Part 1 : System and Service Overview

AFI AMHS Manual [8] Version 1.0

Appendix B

22/07/2011



AFI ATS Messaging Service Profile

[47]

[48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]

[60]

[61]

ISO/IEC 10021-2:2003. Information Technology — Text Communication — Message
Handling Systems (MHS) — Part 2: Overall Architecture

ISO/IEC 10021-4:2003. Information Technology — Text Communication — Message
Handling Systems (MHS) — Part 4: Message Transfer System: Abstract Service
Definition and Procedures

ISO/IEC 10021-5:1999. Information Technology — Text Communication — Message
Handling Systems (MHS) — Part 5: Message Store: Abstract Service Definition

ISO/IEC 10021-6:2003. Information Technology — Text Communication — Message
Handling Systems (MHS) — Part 6: Protocol Specifications

ISO/IEC 10021-7:2003. Information Technology — Text Communication — Message
Handling Systems (MHS) — Part 7: Interpersonal Messaging System

ISO/IEC ISP 10611-4:2003. Information Technology — International Standardized
Profiles AMHIn — Message Handling Systems — Common Messaging — Part 4:
AMH12 and AMH14 - MTS Access (P3) and MTS 94 Access (P3). (Edition 3)

ISO/IEC ISP 10611-5: 2003. Information Technology — International Standardized
Profiles AMHIn — Message Handling Systems — Common Messaging — Part 5:
AMH13-MS Access (P7). (Edition 3)

ISO/IEC ISP 10611-6: 2003. Information Technology — International Standardized
Profiles AMHIn — Message Handling Systems — Common Messaging — Part 5:
AMH15-MS 94 Access (P7). (Edition 2)

ISO/IEC ISP 12062-1: 2003. Information Technology — International Standardized
Profiles AMH2n — Message Handling Systems — Interpersonal Messaging — Part 1:
IPM MHS Service Support (Edition 3)

ISO/IEC ISP 12062-2: 2003. Information Technology — International Standardized
Profiles AMH2n — Message Handling Systems — Interpersonal Messaging — Part 2:
AMH21 — IPM Content (Edition 3)

ISO/IEC ISP 12062-3: 2003. Information Technology — International Standardized
Profiles AMH2n — Message Handling Systems — Interpersonal Messaging — Part 3:
AMH22 — IPM Requirements for Message Transfer (P1). (Edition 3)

ISO/IEC ISP 12062-4: 2003. Information Technology — International Standardized
Profiles AMH2n — Message Handling Systems — Interpersonal Messaging — Part 4:
AMH23 and AMH25 — IPM Requirements for MTS Access (P3) and MTS 94
Access (P3). (Edition 3)

ISO/IEC ISP 12062-5: 2003. Information Technology — International Standardized
Profiles AMH2n — Message Handling Systems — Interpersonal Messaging — Part 5:
AMH24 — IPM Requirements for Enhanced MS Access (P7). (Edition 3)

ISO/IEC ISP 12062-6: 2003. Information Technology — International Standardized
Profiles AMH2n — Message Handling Systems — Interpersonal Messaging — Part 6:
AMH26 — IPM Requirements for Enhanced MS 94 Access (P7). (Edition 2)

IETF STDO0035 RFC 1006:1987 — ISO Transport Service on top of TCP (TP-TCP)

AFI AMHS Manual [9] Version 1.0

Appendix B

22/07/2011



AFI ATS Messaging Service Profile

[62] IETF RFC 2126:1997 — ISO Transport Service on top of TCP (ITOT)

[63] EUR Doc 020, EUR AMHS Manual, Appendix A "Abbreviations, Glossary and
Definitions", latest version

[64] ICAO Doc 9896-AN/469: Manual on the Aeronautical Telecommunication Network
(ATN) using Internet Protocol Suite (IPS) Standards and Protocols, First Edition —
2010
AFI AMHS Manual [10] Version 1.0

Appendix B 22/07/2011



AFI ATS Messaging Service Profile

Table of Figures

Appendix B

22/07/2011

FIGURE 1:  UA IMPLEMENTATION SCENARIOS.......cctiiiitttteartteeestreeeseseeeasssseessssesssssseeessssseessssssesssssessssssseesssses 22
List of Tables
TABLE 3.7.1:  AFI AMHS PROTOCOL STACKS......cctttteiititeeesieteestteeesirteeesssseesssseeesssseseasssseesssssssessssesasssseesnnes 20
TABLE N.1: ADDRESS REGISTRATIONS .........ccceccuueeeeeeeteieeeesitteeaseareaaesassseeeessssssesesasssseeessssssessesssssseesensnsees 44
TABLE Q.4.1: IDENTIFICATION OF IPM UA USING P3 SYSTEM .........cccooevoviiiiieeiieiiieeiieesiieniaeesseesseesveesnneens 48
TABLE Q.4.2: DYNAMIC CONFORMANCE REQUIREMENTS ..........cccccueeiiueeiueeeiteeesieesieeanseesseessseessseessseesseesssessnne 49
TABLE Q.5.1:  IDENTIFICATION OF IPM US USING P7 SYSTEM..........ccccoiuiiiieiiiiiiiiiiieeneenieeee et 50
TABLE Q.5.2: DYNAMIC CONFORMANCE REQUIREMENTS ..........cccoecuimiiniiaiieieeneetenee sttt 50
TABLE Q.6.1:  IDENTIFICATION OF IPM UA USING P7 (94) «...ooooveeeieeeieeie ettt svae s e 51
TABLE Q.6.2: DYNAMIC CONFORMANCE REQUIREMENTS ..........cccceueeiiueesieeeiteeesieessieeenseesseesseessseesnseesnseesnsessnne 51
TABLE Q.7.1: IDENTIFICATION OF CO-LOCATED IPM UA SYSTEM ..........ccccovveiueeiiieenieeiiieenieeeieeeieesiaesnane e 52
TABLE Q.7.2: DYNAMIC CONFORMANCE REQUIREMENTS ..........cccccueeiiueesieeeiteeesieesiteeasseesseessseessseesnseesnseesssessnne 52
TABLE Q.8.1:  IDENTIFICATION OF MTA SYSTEM ........cccuuuoiiiieeiiiieeeieeesiieeesiteeesaeeesseestseesssseesnsseesnsessnssaessssens 52
TABLE Q.8.2: DYNAMIC CONFORMANCE REQUIREMENTS ..........ccoevuimiiniieiiieieeneeeenee sttt 53
TABLE (0.8.3:  RTSE MODE .........cc.ooooocueieeiieeiiieeeieeeeee e eteeeetiteesiteaetteessastessssaesssseesnsteessssessnsseensssesansseesnsseenns 53
TABLE Q.8.4.1:  TRANSPORT AND TCP LAYERS .........ccccocoveueeiiieiieesiieesieesiteesiteesiseesseentseessesnssessssaenssesnssesnssees 53
TABLE .8.4.2:  INNETWORK LAYER .......c...oooviiiieeiieeeiieeeeiteeetieeeete e eetvee e sttt e estteeseaaeesassaesnsseasnsseesssseessssesnsseeenssens 54
TABLE .8.4.3:  DATA LINK LAYER ..........oocccuieeiieeeiieeeeiteeeeiieeeete e esttee e sttt e estteeseaseesssaesssseaensseesesseessseesnssesenssens 54
TABLE .9.1:  IDENTIFICATION OF MS SYSTEM.............ccoecuieeiiiieeiieeeiieeeesireeetteessseesssssesssseesssssesssseesssssessssseennes 54
TABLE Q.9.2: DYNAMIC CONFORMANCE REQUIREMENTS ..........cccccueeiiueeiueeeiieeesieesiteessseesseesseessseessseessseesssessnns 55
TABLE Q.10.1: IDENTIFICATION OF MS (94) SYSTEM ...........ooooeiiieiiiieeeeieeeeetee e eteeeestaaeesevee e sevaeesnsnsaeeenes 55
TABLE Q.10.2: DYNAMIC CONFORMANCE REQUIREMENTS ..........cuvuviieeieeiiiieeeeeeeeeeiiaeeeeeeeeeeiieeeeeeeeeensianeeeeens 56
AFI AMHS Manual [11] Version 1.0



AFI ATS Messaging Service Profile

1. Introduction

1.1 Purpose of the Document

The following documents and standards contain provisions which, through reference in this
text, constitute provisions of this Profile.

At the time of publication of this Profile, the editions indicated for the referenced documents
and standards were valid.

Revisions of the referenced documents shall not form part of the provisions of this Profile
until they are formally reviewed and incorporated into this Profile.

In case of conflict between the requirements of this Profile and the contents of the referenced
documents, this Profile shall take precedence.

1.2 Referencing the ISP 1st, 2nd and 3rd Editions

Doc 9880, Part II [10] refers to Edition 1 of the ISPs to define the Basic ATS Message
Handling Service, and it refers to Edition 3 ISPs to define the Extended ATS Message
Handling Service. Edition 2 ISPs are not referenced.

This situation complicates the specification of this Profile, because it references both the Basic
and Extended ATS Message Handling Services. The Basic Service definitions in Doc 9880,
Part II [10] should be updated to refer exclusively to Edition 3 ISPs — thus eliminating all
references to Edition 1 ISPs.

In the meantime, this Profile, and the profiling tables in its Annexes all refer to the elements of
the 3rd Edition ISPs. Annex R provides a mapping between the elements of Edition 3 to the
corresponding elements of Edition 1 ISPs.

AFI AMHS Manual [12] Version 1.0
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2. Definitions

For the purpose of this Profile, the following definitions shall apply:

Profile: A set of one or more base standards, and, where applicable, the identification of
chosen classes, subsets, options and parameters of those base standards, necessary for
accomplishing a particular function.

Profile Requirements List (PRL): The profile requirements are expressed in the form of
conformance requirements and are arranged in a tabular list format.

Protocol Implementation Conformance Statement (PICS): A statement made by the
supplier of a system, stating which capabilities have been implemented for a given protocol.

Implementation: a conforming AMHS implementation of this Profile which is uniquely
defined by its IP address, TCP port and, if applicable, it’s associated OSI TSAP, SSAP
PSAP and Application Entity Title.

AFI AMHS Manual [13] Version 1.0
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3. Technical Overview

3.1 ATS Message Handling Service Support

The ATS Message Handling System includes several types of system:

ATS Message User Agents — ATS Message Servers are accessed remotely using an ATS
Message User Agent. Therefore each individual user or group of users at a physical location
that require access to AMHS must be provided with an ATS Message User Agent.

The user may be a person or some type of system that automatically generates and/or receives
messages.

ATS Message User Agents generate, and must accept the contents of messages and Message
Envelopes transmitted between International COM centres. Some of the provisions of this
Profile therefore apply to ATS Message User Agents. Some other purely local aspects of the
protocols used to connect a UA to an MTA or MS will need to be specified separately by the
ANSP to suit their own requirements.

ATS Message Servers — these provide the Message Transfer Service and perform the entire
common message processing for a number of attached ATS Message User Agents. They
support ATS Message User Agents and Message Stores access to the server for message
Submission and Delivery, and interchange messages with other ATS Message Servers in other
locations.

An ATS Message Server supporting AMHS contains an MTA. Some of the provisions of this
Profile therefore apply to the MTA components used in AMHS systems.

An ATS Message server may also contain a Message Store. Message Stores are required to be
effectively transparent to international message interchange, and therefore are not subject to
the provisions of this Profile. However, they will be the subject of local specifications by the
ANSP procuring an MS.

The AMHS may also include a further component such as AFTN/AMHS Gateway, however,
this is out of the scope of this Profile.

3.2 ATS-Message Handling System components

ATS Message Servers and ATS Message User Agents are supported by the MHS system
components outlined in the following sections.

3.2.1 ATS-Message User Agent components

Each ATS Message User Agent consists of an MHS User Agent, possibly a Directory User
Agent (DUA) and some form of user interface.

User Agent (UA) — The task of a UA is to provide one or more users at a particular
location with remote access to Message Handling Services provided by the MTA. In
Particular, they support the users to create and receive Inter-Personal Messages
formatted to ATS requirements.
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Directory User Agent (DUA) — The task of a Directory User Agent is to provide one
or more users at a particular location with access to a Directory Service Agent to
allow the users to determine other user’s OR-Addresses and messaging capabilities.
The DUA is not profiled in this document.

3.2.2 ATS Message Servers

ATS Message Servers consist of a Message Transfer Agent and optionally an access point for
Message Transfer Service access, a Message Store, and may include a Directory User Agent:

Message Transfer Agent (MTA) — The task of an MTA component is to provide the
Message Handling Services to users, and in particular, to transfer messages directly or
indirectly to users attached to other Message Transfer Agents using Store and Forward
messaging techniques. Each international COM Centre that supports AMHS must
communicate with other international COM Centres using an MTA.

Message Store (MS) — The task of a Message Store is to take delivery of messages on
behalf of a User Agent and hold them until the user retrieves them through the UA.

MTS Access for remote MTS Users — This provides an access point to the Message
Transfer Agent for MTS users (e.g. either Remote UAs and/or Message Stores).

Directory User Agent (DUA) — The task of a DUA is to provide the MTA with
access to a Directory Service Agent (which holds directory information) to allow the
determination of user OR-Addresses and user’s messaging capabilities, to provide
AMHS<>AFTN Address mapping information, and to hold AMHS Security and
Distribution List details. The DUA is not profiled in this Profile.

Co-located MHS User Agents (UA) — Some Message Server configurations may
include a Co-located User Agent that supports remote access for the user’s
system/terminal using some proprietary protocol (e.g. via a proprietary LAN solution).

3.3 AMHS and other Protocols

The AMHS system components outlined above communicate with each other using standard
protocols specified in the Message Handling Systems Base Standards, the International
Standardized Profiles (ISPs), Doc 9880, Part II [10] and some Internet RFCs. The following
subsections give an overview:

3.3.1 TheIPM Content Type

The ATS Message Handling Service is based on the Inter-Personal Messaging Content Type.
This is a Profile that specifies the form and fields of an IPM message Heading and Body Parts.
The IPM Content Type is used by UAs that generate AMHS IP Messages, and by UAs that
receive AMHS [P Messages. The protocol (referred to as P2) is therefore used in
communications between IPM-conformant User Agents. The IPM content Type is profiled by
Doc 9880, Part II [10] to support the ATS Message Handling Service.
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3.3.2

3.3.3

3.34

3.3.5

3.3.6

AMHS Body Part Tvpes

In the ATS Messaging Service, each [IPM Message may contain either:
A single IAS text Body Part;

A single File Transfer Body Part for conveying binary data (e.g. to carry WMO BUFR
messages).

Use of the Bilaterally Defined Body Part (as specified in earlier editions of former Doc 9705)
is deprecated.

Message Transfer — P1

ATS Messages are transferred between MTA components of ATS Message Servers using a
Message Store-and-Forward Protocol referred to as P1. There are a number of different
specifications of P1, each suited to a particular situation. One of these is mandated in this
Profile. Each ATS message will be transferred between MTAs in a Message Envelope that
conforms to the P1 Protocol.

Message Transfer System Access — P3

ATS Messages are transferred between MTS-Users (UAs and MSs) and MTAs during
message Submission and Delivery using a protocol referred to as P3. The ISPs, together with
this Profile mandate facilities for users to be able to construct valid AMHS message IPM-
Headings, IPM Body Parts, MTS Envelopes and valid AMHS Addresses (OR-Addresses) by
using standard MHS Elements of Service.

This form of MTS access is referred to as ‘forced access’ because messages arriving at the
MTA are immediately ‘force’ delivered to the UA (as opposed to being stored in a Message
Store). This is an important consideration for users that may receive urgent, high priority
messages (e.g. ‘SS’ priority ATS messages).

However, it should be noted that the P3 protocol is not often used in commercial environments
because commercial users generally prefer to use Message Store Access (P7) which more
adequately suits their needs. This means that P3 based UAs and MTAs might not be quite so
readily available in the marketplace.

Proprietary MTS Access

If an ATC application (e.g. Flight Planning System) and its UA are co-located with an MTA
on a common hardware platform, then the Application Program Interface between the UA and
MTA supports the MT-Access Abstract Service as defined for P3.

Proprietary MTS Access (Co-Located UA)

In some configurations a UA may be co-located with the MTA on the same platform. In these
cases, the UA and MTA exchange messages over a systems internal Application Process
Interface (using the P3 Abstract Service), and the UA is accessed from the remote user’s site
using a local system (e.g. a non-P3 Personal Computer). The remote system and the UA
component communicate using some proprietary protocols (e.g. via a LAN or using a dial-up
connection).
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3.3.7

3.3.8

3.3.9

in these cases, it is important to ensure that the remote user’s system can access all of the
necessary facilities and MHS Elements of Service to construct, submit and take delivery of
valid ATS message IPM-Headings, IPM Body Parts, MTS Envelopes and valid AMHS
Addresses (OR-Addresses).

Message Store Access — P7

Some users may optionally be configured with a Message Store that is attached permanently to
the MTA to take message delivery. Users access the Message Store and retrieve delivered
messages at their own convenience. The protocol used for communications between the UA
and the MS is referred to as P7.

Messages are not ‘force-delivered’ to users of Message Stores, so, Message Stores should not
be configured for users who might receive urgent, high priority messages (e.g. ‘SS’ priority
ATS messages) unless the Message Store is locally configured with an appropriate function
called the “Alert Auto-Action”.

Message Stores are often co-located with their MTA, and an Application Process Interface
(API) is used for communications between MTA and MS. This API supports the MT-Access
Abstract Service (P3).

In other, rare, cases a MS may be remote from the MTA, in which case the P3 protocol is
used for Message Submission and Delivery between the MS and MTA.

Message Store Access P7 (94)

In 1994, an upgraded Message Store was defined in the MHS Base Standards (referred to as
MS (94) P7). For the purposes of ATS Messaging in the context of this Profile, there is no
distinction between the MS and MS(94) systems, since all of the base standards enhancements
of the MS(94) systems are of a purely local nature (i.e. effective only between the UA and the
MS and not effective on an end-to-end basis). The enhancements allow the user to create and
store draft messages in the message store. It also includes more Auto Action types, and
enables enhanced message manipulation. Procurers may need to become aware of these
distinctions and specify the local options of the MS that are appropriate to the MS user’s
intended task.

Proprietary Message Store Access

In some configurations, a UA may be partly co-located with the MS. In these cases, the UA
and MS exchange messages over a systems internal Application Process Interface, and the UA
is accessed from the remote user’s site using a local system (e.g. a non-P7 Personal
Computer). The remote system and the UA component communicate using some proprietary
protocols (e.g. via a LAN or using a dial-up connection). In these cases, it is important to
ensure that the remote user’s system can access all of the necessary facilities and MHS
Elements of Service to construct and retrieve valid AMHS message IPM-Headings, [IPM Body
Parts, MTS Envelopes and valid AMHS Addresses (OR-Addresses).

3.3.10 Upper Layer Support

The Upper Layers of OSI are used to support communications between MTAs, UAs and MSs.
The protocols involved are the ROSE, RTSE, ACSE, Presentation and Session protocols. The
use of OSI upper layers is specified as a common ISP for all of the MHS Applications (MTA,
UA and MS). These rely on provision of an OSI Transport Service.
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3.3.11 Transport

The Upper Layers use a common set of OSI Transport Services. However, the OSI Transport
Layer Protocols are not used in the EUR AMHS Profile. Instead the OSI Transport Service is
supported by RFCs 1006 and 2126 as a means of utilising an underlying TCP/IP data
communications service.

3.3.12 Lower Layers and TCP/IP

This Profile specifies the use of TCP/IP for interconnections between MTAs of different
ANSP International COM Centres within Europe. The same Lower Layer profile may also be
used within ANSP’s local systems — e.g. to support P1, P3 and P7.

Additional protocol stacks may be required in other situations (e.g. the ATN profile may be
additionally required to connect to other inter-Regional gateways, and other profiles may need
to be used between the MTAs operating within an ANSP’s Management Domain).

3.4 Common Facilities

3.4.1 Directory Access

The EURAMHS Profile indicates information that may be obtained from the Directory by
ATS User Agents and ATS Message Servers. A number of technical options exist for
accessing the Directory information. In most cases the ANSP provider will select one of the
options locally for use within the ANSP. Therefore, the protocol profile for Directory Access
is not specified in this Profile.

3.4.2 Directory Schema

The X.500 Base Standards together with their respective ISPs specify a common directory
schema of Object Classes, Attribute Types and Attribute Syntaxes that form a foundation
schema for all Directories.

ISO/IEC 10021 - 2 specifies a further set of Object Classes and Attribute Types and Attribute
Syntaxes for the support of the MHS Use of the Directory Functional Group.

Part IV of Doc 9880 [12] augments these definitions to include further Object Classes and
Attributes Types that are to be used within the ATC community (the ATN Directory). In
particular, a set of ATN Object Classes and Attribute Types have been specified for use with
AMHS supporting the Extended ATS Message Handling Service.

The EUR AMHS Profile indicates the Directory Information that should be a vailable to
AMHS systems in terms of these schema elements in Annex K but does not mandate that the
Directory is accessed to obtain it.

3.4.3 Cryptographic profile

The Extended ATS Messaging Service requires the support of the SO Functional Group, which
applies to the various forms of User Agent. However, the ISPs do not specify the
cryptographic parameters (e.g. cryptographic algorithms and parameters) to be used. These are
specified by Doc 9880, Part IV [12] for AMHS, and furthermore over time, they are liable to
change. The cryptographic profile provided by this Profile contains references to those further
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specifications of cryptography algorithms and value settings of individual protocols fields
necessary to secure ATS messages.

Note. — The SO functional group is not specified by the EUR AMHS Profile.

Note. — The Cryptographic profile has been treated in a separate Annex for simplicity
of maintenance, and the fact that it is referenced by a number of different AMHS component

types.

3.5 Addressing and Address Registration

AMHS Systems use Originator-Recipient Addresses (OR-Addresss) to identify and locate
users within the MTS. Doc 9880, Part II [10] specifies a number of OR-Address Forms for use
in AMHS.

Doc 9880, Part II [10] also specifies and registers appropriate address values for use with the
OSI upper layer addressing.

The RFCs specify ‘well-known’ TCP-port identifiers for use with RFC 1006/2126
applications.

This Profile collects these values in a Register of Address Values in Annex N.

3.6 ANSP’s AMHS System local configurations

ANSPs will need to configure their own AMHS systems according to local requirements.
Accordingly, the specifications of this Profile constrain only those aspects that are necessary
to guarantee Regional (AFI) interchange of ATS messages.

However, this does mean that ANSPs will need to define their own systems local
configurations (such as location of UAs, MTAs, and their interconnectivity etc.) and they may
need to provide further specifications for any purely local protocol aspects that remain options
in the ISPs on which this Profile is based (e.g. options for Message Retrieval from Message
Stores, and the details of UA/MTA and UA MS Bind Operations and Authentication resulting
from an ANSP’s local security policy).

3.7 Protocol Stacks

The AFI Strategy and Implementation Plan will assist in illustrating different applications
profiled in this Profile together with their underlying protocol stacks.

Ref | Layer UA MS MTA
1 Application
2 ROSE
3 RTSE
AFI AMHS Manual [19] Version 1.0
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Ref | Layer UA MS MTA

4 ACSE

5 Presentation

6 Session

7 Transport

8 Network

Table 3.7.1: AFI AMHS Protocol Stacks
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4. AFI AMHS Profile Requirements

4.1 Introduction

The specifications of AMHS components in this Profile are based on the ISO/IEC ISPs and
other specifications, which, in turn, are further refined by Annexes A to Q of this Profile. The
following sections indicate which ISPs and which Annexes to this Profile shall be used in
specifying each of the types of AMHS components identified in section 3 (UAs, MTAs, and
MSs).

4.2 Conformance Requirements

The AFI Strategy and Implementation Plan will assist in devising the conformance
requirements for the profile.

4.3 AMHS Systems and System Component Configurations

The following table specifies the different AMHS components required to construct an ATS
Message User Agent System and an ATS Message Server to support the AFI AMHS Profile.
Specifications of the corresponding systems components are given in sections 4.4 to 4.7.

The AFI Strategy and Implementation Plan will assist in the specification of the different
AMHS component Configurations.
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4.4 TPM UA Requirements

There are three IPM User Agent scenarios which are illustrated in Figure 1:

User

User

oy ,
oy ;

AMHS UA Implementation Scenarios

P3 - AMH21+(23 or 25)+(12 or 14)

< »

P7 - AMH21+(24 or 26)+(13 or 15)

User |« Co-located UA
AMH 21+ ‘Proprietary access’
Figure 1: UA Implementation Scenarios
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4.4.1 1PM UA using P3
This section applies where an AFI AMHS P3 based User Agent is to be procured.
A P3 User Agent for which conformance to this Profile is claimed shall conform to the

following list of specifications: The AFI Strategy and Implementation Plan shall provide the
AFI AMHS requirements and specifications.

4.4.2 IPM UA using P7
This section applies where an AFI AMHS P7 based User Agent is to be procured.
A P7 User Agent for which conformance to this Profile is claimed shall conform to the

following list of specifications: The AFI Strategy and Implementation Plan shall provide the
AFI AMHS requirements and specifications.

4.4.3 IPM UA using P7 (94)
This section applies where an AFI AMHS P7 (94) based User Agent is to be procured.

A P7 (94) User Agent for which conformance to this Profile is claimed shall conform to the
following list of specifications: The AFI Strategy and Implementation Plan shall provide the
AFI AMHS requirements and specifications.

4.4.4 IPM UA Co-located with MTA (with or without MS)

This section applies where an AFI AMHS Co-located based User Agent is to be procured.
An IPM User Agent integrated with MTA for which conformance to this Profile is claimed

shall conform to the following list of specifications: The AFI Strategy and Implementation
Plan shall provide the AFI AMHS requirements and specifications.

4.5 MTA Requirements

This section applies where an AFI AMHS MTA is to be procured.

An MTA for which conformance to this Profile is claimed shall conform to the following list
of specifications: The AFI Strategy and Implementation Plan shall provide the AFI AMHS
requirements and specifications.
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4.6 MS Requirements

This section applies where an AFI AMHS P7 based Message Store is to be procured.
A Message Store for which conformance to this Profile is claimed shall conform to the

following list of specifications: The AFI Strategy and Implementation Plan shall provide the
AFI AMHS requirements and specifications.

4.7 MS (94) Requirements

This section applies where an AFI AMHS Message Store (94) is to be procured.

A P7 (94) Message Store for which conformance to this Profile is claimed shall conform to the
following list of specifications: The AFI Strategy and Implementation Plan shall provide the
AFI AMHS requirements and specifications.
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A. ANNEX A (NORMATIVE) - IPM CONTENT

AMHS Addendum to
Profile AMH21 - ISO/IEC ISP 12062-2 IPM Content

A.1 Introduction

This is an addendum to ISO/IEC ISP 12062-Part 2 — AMH21 - IPM Content (the ISP), and
should be used in conjunction with that ISP. It contains additional requirements to those
specified in the ISP for ATS Message User Agents.

Note. — Summary:
The IPM content has a high significance for end-to end ATS messaging;

The ISP (12062-2) mandates most of the required heading, OR-Naming, content types
and Body Parts used for ATS messaging. However it is necessary to ensure that
Business Class messaging, general-text, la5 text and File Transfer body parts may
also be correctly mandated together with the required optional functional group for
DL in the appropriate profiles;

Additional UA requirements concerning ATS Message Header Generation,
potentially Message Legal Recording, use of message priorities, interpretation of
UTC Time, and use of DL Expansion prohibition are also specified;

Note that the IPM Profile itself makes no mention of the SO Security functional group
since it is purely a message ‘envelope’ based technique which is more related to the
P1/P3/P7 profiles and which are specified to include SO in other Annexes.

A.2 AFI AMHS Requirement
A.2.1 ISP Conformance

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.

A.2.2 Additional Requirements to the ISP

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.

A.2.3 Additional Implementation Capabilities for the AFI AMHS Profile (from Doc 9880, Part
I [10])

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.

A.2.3.1 Generation of AMHS Messages

ATS Message User Agents shall be capable of constructing and receiving ATS Messages in an
IPM Ia5 body part as specified in Doc 9880, Part II [10], section 3.3.

Note. — Generation of ATS Messages may differ for certain cases where the UA conforms to
the Extended Service.

AFI AMHS Manual [25] Version 1.0
Appendix B 22/07/2011



AFI ATS Messaging Service Profile

A.2.3.2 Generation of ATS ‘SS’ priority messages

User Agents used to create ATS messages shall automatically select the DL-Expansion-
Prohibition service when creating ATS messages with an ‘SS’ priority indicator.

A.2.3.3 Use of DL expansion prohibition

ATS Message User Agents shall prevent users from selecting the DL-Expansion-Prohibition
service for all ATS messages with the exception of ATS messages with an ‘SS’ priority
indicator.

A.2.3.4 Use of the ‘urgent’ MTS message priority

ATS Message User Agents shall prevent users from selecting the MHS message priority

‘urgent’ for any messages with the exception of messages with an ‘SS’ ATS-message-priority
indicator. ATS Message User Agents shall also automatically assign the priority ‘urgent’ to
each message carrying an ‘SS’ ATS-message-priority indicator.

A.2.3.5 ATS Message Legal Recording

ATS Message User Agents may optionally be required to perform Legal Recording of
message traffic as specified in the Doc 9880, Part II [10], sections 3.1.3 and 2.7.

A.2.3.6 Interpretation of UTC Time

An ATS Message User Agent shall interpret the value of UTC time as specified in the Doc
9880, Part I [10], section 3.1.2.4.

A.2.3.7 Requests for Receipt Notifications

ATS Message User Agents shall only allow requests for Receipt Notification Requests if the
ATS Message has an ‘SS’ Priority.

A.2.3.8 Message Size Supported

The maximum message length that ATS Message User Agents are capable of generating and
receiving shall be a configuration parameter that can be adjusted as operational requirements
evolve in the future. It is strongly recommended that each UA should have a static capability
of generating and receiving messages of at least 64 Kbytes length.

Note that the deliverable maximum content length that an MTA may deliver at any given time
may be controlled by use of the P3 Delivery Control operation (permissible-maximum-content-
length) and the P3 Register operation (permissible-maximum-content-length). However,
ANSPs will have to specify this capability for their UAs and MTAs as a local matter.

A.2.4 Additional Extended Service-specific Implementation Capabilities

A.2.4.1 Use of the Business Class Heading Fields

The ATS Messaging User Agent supporting the Extended Service shall be capable of setting
the Business Class Heading fields values as specified in Doc 9880, Part II [10], section 3.3.4
if, and only if it can be determined that the originator and all of the intended recipients
systems support the Extended Service (i.e. they all support the IPM Heading Extensions).
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Use of the Business Class Heading Fields remains optional in the AFI AMHS
Profile.

A.2.4.2 Use of parameters in the file-transfer body part
When forwarding binary data with file-transfer body parts for the included file
transfer parameters “default values” shall apply as indicated in the table below. Other or

additional parameter types and/or values may be used by multilateral agreement.

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.
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B. ANNEX B (NORMATIVE) - IPM REQUIREMENTS OF P1

AMHS Addendum to
Profile AMH22 - ISO/IEC ISP 12062-3 — IPM Requirements for
Message Transfer — (P1)

B.1 Introduction

This is an addendum to ISO/IEC ISP 12062-Part 3 — AMH22 - IPM Requirements for
Message Transfer (P1) and should be used in conjunction with the ISP. It contains additional
requirements to those specified in the ISP for AMHS MTAs used to transfer ATS Messages to
each other.

Note. — Summary:
Pl is largely transparent to IPM, so IPM places minimal requirements on it;

However, it is necessary to ensure that the FG for DL is selected to ensure
transparency, and that MTAs can expand DLs.

The P1 profile itself contains a number of requirements that stem directly from ATS
messaging that are not directly related to IPM.

B.2 AFI AMHS Requirement

B.2.1 ISP Conformance

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.

B.2.2 Additional Requirements to ISP

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.
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C. ANNEX C (NORMATIVE) - IPM REQUIREMENTS OF P3

AMHS Addendum to
Profile AMH23 & 25 — ISO/IEC ISP 12062-4 — IPM Requirements for
MTS Access and MTS Access(94) — (P3)

C.1 Introduction

This is an addendum to ISO/IEC ISP 12062-Part 4 — AMH23 and 25 - IPM Requirements for
MTS Access and MTS Access(94) (P3), and should be used in conjunction with that ISP. It
contains additional requirements to those specified in the ISP for AMHS MTS Users (UAs and
MSs) and MTAs used for submission and delivery of ATS messages.

Note. — Summary:
P3 is largely transparent to IPM, so IPM places minimal requirements on it;

However, it is necessary to ensure that the FG for DL is selected;.

The P3 profile itself contains a number of further requirements that stem directly
Jfrom ATS messaging that are not directly related to IPM, and includes requirements
for the dynamic generation of Message Tokens for submission of Secure ATS
messages for the Extended AMHS service. Message Tokens are not required for the
AFI AMHS Profile.

C.2 AFI AMHS Requirement

C.2.1 ISP Conformance

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.
C2.2 Additional Requirements to ISP

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.
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D. ANNEX D (NORMATIVE) - IPM REQUIREMENTS OF P7

AMHS Addendum to

Profile AMH24 - ISO/IEC ISP 12062-5 — IPM Requirements of

Enhanced MS Access (P7)

D.1 Introduction

This is

an addendum to ISO/IEC ISP 12062-Part 5 — AMH24 - IPM Requirements of

Enhanced MS Access (P7) (the ISP), and should be used in conjunction with the ISP. It
contains additional requirements to those specified in the ISP for AMHS User Agents used to

retrieve

messages from a Message Store using the Enhanced MS Access (P7) protocol.

Note. — Summary:

P7 must implement an appropriate set of MS IPM attributes to support ATS
messaging. Most are mandated by the ISPs;

It is necessary to ensure that the FG for DL is selected, and that the MS and MS user
can deal with the appropriate Heading Attributes and ATS body part types.

Selection of the IPM BC Functional group automatically selects the appropriate
heading field attributes for BC (as used in ATS messaging);

It is necessary to specify the required body part types used to support ATS
messaging;

Support for IPM Content Types is mandated in the ISPs;

The P7 profile itself contains a number of further requirements that stem directly
from ATS messaging that are not directly related to IPM, and includes requirements
for the dynamic generation of Message Tokens for Secure ATS messages and support
of the SO security functional group. SO is not mandated by the AFI AMHS Prdfile.

D.2 AFI AMHS Requirement

D.2.1 ISP Conformance

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.

D.2.2 Additional Requirements to ISP

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and

specifications.
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E. ANNEXE (NORMATIVE) - IPM REQUIREMENTS OF P7 (94)

ATS Messaging Addendum to

Profile AMH26 - ISO/IEC ISP 12062-6 — IPM Requirements of

Enhanced MS Access (94) (P7)

E.1 Introduction

This is

an addendum to ISO/IEC ISP 12062-Part 6 — AMH26 - IPM Requirements of

Enhanced MS Access (94) (P7) (the ISP), and should be used in conjunction with that ISP. It
contains additional requirements to those specified in the ISP for AMHS User Agents used to
retrieve messages from a Message Store using the Enhanced MS Access (94) (P7) protocol.

Note. — Summary:

P7 must implement an appropriate set of MS IPM attributes to support ATS
messaging. Most are mandated by the ISPs;

It is necessary to ensure that the FG for DL is selected, and that the MS and MS user
can deal with the appropriate Heading Attributes and ATS body part types.

Selection of the Business Class Messaging Functional Group automatically selects
the appropriate heading field attributes for Business Class (as used in ATS
messaging);

It is necessary to specify the required body part types used to support ATS
messaging;

Support for IPM Content Types is mandated in the ISPs;

The P7 profile itself contains a number of further requirements that stem directly
Jfrom ATS messaging that are not directly related to IPM, and includes requirements
for the dynamic generation of Message Tokens for Secure ATS messages and support
of the SO security functional group. SO is not mandated by the AFI AMHS Profile.

E.2 AFI AMHS Requirement

E.2.1 ISP Conformance

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.

E.2.2 Additional Requirements to ISP

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and

specifications.
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F. ANNEX F (NORMATIVE) - REQUIREMENTS OF MESSAGE
TRANSFER PROTOCOL - P1

AMHS Addendum to
Profile AMH11 - ISO/IEC ISP 10611-3 — MTS Transfer (P1)

F.1 Introduction

This is an addendum to ISO/IEC ISP 10611-Part 3 — AMHI11 — MTS Transfer (P1), and
should be used in conjunction with the ISP. It contains additional requirements to those
specified in the ISP for ATS Message Servers used to transfer ATS Messages.

Note. — Summary:

Since the ISPICs requires full transparency for message transfer for all possible
envelope and content fields, there are no extra requirements for tables Al and A2 of
the PICS that affect the P1 Protocol static requirements. However:

Table A.0.6 has been used to select the required Optional Functional Groups for DL
and SO;

Table A3 has been extended to incorporate a number of ATS specific implementation
requirements with respect to MTA routing evaluation of the XF and CAAS addressing
attributes;

Table A3.4 and A.3.5 have been extended to accommodate ATS specific
implementation requirements of Message Server MTA components.

F.2 AFI AMHS Requirements

F.2.1 ISP Conformance

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.

F.2.2 Additional Requirements to ISP

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.

F.2.3 Implementation capabilities

The following requirements are in addition to those specified in ISO/IEC ISP 10611-3).
F.2.3.1 ATS Message Legal Recording
MTAs shall be capable of generating and holding long term message traffic logs for ‘legal

recording’ as specified in the Doc 9880, Part II [10], sections 3.2.3 and 2.7. These
requirements are mandatory for conformance to the AFI AMHS Profile.
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F.2.3.2 Interpretation of UTC Time

An MTA shall interpret the value of UTC time as specified in Doc 9880, Part II [10], 3.1.2.4.
These requirements are mandatory for conformance to the AFI AMHS Profile.

F.2.4 Implementation constraints

The following requirements are in addition to those specified in ISO/ISP 10611-3.
F.2.4.1 Number of Simultaneous P1 Associations

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.

F.2.42 MTA Message Transit Time

Suppliers shall state the maximum transit time per message due to the MTA (from last byte
received by the MTA to the last byte being transmitted).
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G. ANNEX G (NORMATIVE) - REQUIREMENTS OF MESSAGE
SUBMISSION AND DELIVERY PROTOCOL - P3

AMHS Addendum to
Profiles AMH12 & 14 - ISO/IEC ISP 10611-4 — Requirements for
MTS Access and MTS Access (94) — (P3)

G.1 Introduction

This is an addendum to ISO/IEC ISP 10611-Part 4 — AMHI12 and 14 - Requirements for MTS
Access and MTS Access (94) (P3) and should be used in conjunction with the ISP. It contains
additional requirements to those specified in the ISP for AMHS MTS Users (UAs and MSs)
and MTAs used for submission and delivery of ATS messages.

Note. — Summary:
There are two parts to P3, an MTA part and an MTS user part;

The MTA part is required to be transparent (as is the MTS as a whole). The MTS user
part is also required to be ‘transparent’, but the MTS User part is required to
generate certain ATS message specific components such as the Message Token,
CAAS + XF Address Attributes, and certain body part types;

Also, many of the specifications (i.e. the operations apart from Submission and
Delivery) are purely local, and are not profiled here. Individual ANSPs may have
their own preferences (e.g. for BIND credentials and Administration) here;

So, the basic requirements of the ISPs satisfy most of the requirements. However, the
P3 profile is enhanced by this addendum in tables A.0.7, A.3.1, A.3.2, A.3.4 and A.3.5
to ensure that the MTS User component and the MTA can transfer, deliver, generate
and receive several items that are required by for ATS messaging, namely: the
Message Token, ia5, general text and File Transfer body parts, IPM(88), DL and SO
functional groups, OR-Address attributes.

G.2 AFI AMHS Requirements

G.2.1 ISP Conformance

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.

G.2.2 Additional Requirements to ISP

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.

G.3 Additional requirements to support AMHS

G.3.1 Additional MTS User requirement for Generation Secure Messages for the Extended
ATS Message Handling Service

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
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specifications.

G.3.2 ATS Message Legal Recording by MTS user

Optionally, the MTS user (UA or MS) may perform ATS Message Legal Recording. See the
requirements of the Doc 9880, Part II [10], clause 3.1.3.
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H.1

H.2

ANNEX H (NORMATIVE) - REQUIREMENTS OF MESSAGE
RETRIEVAL PROTOCOL (P7)

AMHS Addendum to
Profile AMH13 - ISO/IEC ISP 10611-5 — MS Access (P7)

Introduction

This is an addendum to ISO/IEC ISP 10611-Part 5 — AMH13 - MS Access (P7) (the ISP), and
should be used in conjunction with the ISP. It contains additional requirements to those
specified in the ISP for AMHS User Agents used to originate and retrieve ATS Messages from

a Message Store.

Note. — Summary

This profile is very similar to that of the MS Access(94) profile, the difference being
that the Base and ISP standards for the MS Access (94) support far more
sophisticated manipulation and retrieval of messages. These aspects are of local

concern only, and possibly subject to further specification by ANSPs;

There are two parts to P7, an MS part and an MS user part;

The MS part is required to be effectively transparent as far as generation and
reception of messages is concerned i.e. the Message Store functions themselves have
no impact on the overall operation of ATS Messaging. The MTS user part is also
required to be ‘transparent’, but it is required to generate certain ATS message
specific components such as the Message Token, CAAS + XF Address Attributes, and

certain body part types;

Also, many of the specifications (i.e. the message operations, apart from Submission
and Retrieval and Attribute sets supported by MS-User and MS) are purely local, and
are not profiled. Individual ANSPs may have their own preferences (e.g. for BIND

credentials and Administration) here;

So, the basic requirements of the ISPs satisfy most of the requirements. However, the
P7 profile is enhanced by this addendum in tables A.0.7, A.1.9 A.3.1, A.3.2 and A.3.4
to ensure that the MTS User component and the MTA can transfer, deliver, generate
and retrieve several items that are required by for ATS messaging, namely: the
Message Token, ia5, general text and File Transfer body parts, IPM(88), DL and SO

functional groups and OR-Address attributes;

Section H.3 indicates further requirements that are mandated for support of the P3

protocol used for ATS messaging Extended Service.

AFI AMHS Requirements

H.2.1 ISP Conformance

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and

specifications.
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H.2.2 Additional Requirements to ISP

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.

H.3 Additional MTS User requirements to support AMHS

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.
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I. ANNEX I (NORMATIVE) - REQUIREMENTS OF MESSAGE
RETRIEVAL PROTOCOL (P7) (94) .

AMHS Addendum to
Profile AMH15 - ISO/IEC ISP 10611-6 — MS Access-94 (P7)

1.1 Introduction

This is an addendum to ISO/IEC ISP 10611-Part 6 — AMH15 - MS Access-94 (P7) (the ISP),
and should be used in conjunction with the ISP. It contains additional requirements to those
specified in the ISP for AMHS User Agents used to originate and retrieve ATS Messages from
a ’94 Message Store.

Note. — Summary

This profile is very similar to that of the MS Access profile, the difference being that
the Base and ISP standards for the MS Access support far more limited facilities for
manipulation and retrieval of messages. These aspects are of local concern only, and
possibly subject to further specification by ANSPs. They are of no concern to the
overall operation of the international ATS messaging service;

There are two parts to P7: an MS part and an MS user part;

The MS part is required to be effectively transparent as far as generation and
reception of messages is concerned i.e. the Message Store functions themselves have
no impact on the overall operation of ATS Messaging. The MTS user part is also
required to be ‘transparent’, but it is also required to generate certain ATS message
specific components such as the Message Token, CAAS + XF Address Attributes, and
certain body part types;

Also, many of the specifications (i.e. the message operations, all of the Auto-Actions,
apart from Submission and Retrieval and the particular attribute sets for MS user
and MS support) are purely local, and are not profiled. Individual ANSPs may have
their own preferences here (e.g. for BIND credentials and Administration);

So, the basic requirements of the ISPs satisfy most of the AFI AMHS Requirements.
However, the P7 profile is enhanced by this addendum in tables A.0.7, A.2.7.8, A.3.1,
A.3.2, A.3.4 and A.3.5 to ensure that the MTS User component and the MTA can
transfer, deliver, generate and retrieve several items that are required by for ATS
messaging, namely: the Message Token, ia5, general text and File Transfer body
parts, IPM(88), DL and SO functional groups and OR-Address attributes.

L.2 AFI AMHS Requirements

I.2.1 ISP Conformance

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.
1.2.2 Additional Requirements to ISP

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.
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L3 Additional MTA requirements to support Extended AMHS

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.

AFI AMHS Manual [39] Version 1.0
Appendix B 22/07/2011



AFI ATS Messaging Service Profile

J.  ANNEX J (NORMATIVE) - REQUIREMENTS OF OSI UPPER
LAYERS FOR AMHS

AMHS Addendum to
Profile AMH1n - ISO/IEC ISP 10611-2 Common Messaging

Specification of ROSE, RTSE, ACSE, Presentation and
Session Protocols for use by MHS

J.1 Introduction

This is an addendum to ISO/IEC ISP 10611-Part 2 — AMHI1n — Specification of ROSE, RTSE,
ACSE, Presentation and Session Protocols for use by MHS and should be used in conjunction
with that ISP. It contains additional requirements to those specified in the ISP for AMHS MTS
Users (UAs and MSs), MS Users (UAs) and MTAs for the use of underlying data
communications facilities.

Note. — Summary:

The options available for ACSE, Presentation, Session, RTSE and ROSE in 10611-2
are all tightly driven by the selection of the Application Contexts that they support —
so, there are few changes to make in this profile;

However, in order to meet the stringent message transit time targets set out within the
SPACE project, the Monologue Dialogue Mode has been mandated for the Pl
application context in table B.3.2.

J.2  AFI AMHS Requirements

J.2.1 ISP Conformance

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.

J.2.2 Additional Requirements to ISP

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.
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K. ANNEX K (INFORMATIVE) - DIRECTORY INFORMATION

SUPPORTING AMHS
AMHS
Directory Information - Object Classes and Attributes Profile for
AMHS

K.1 Introduction

This indicates the Directory Information which is useful to support of ATS Messaging using
AMHS.

Note. — Summary:

This profile indicates the directory information that is useful to support Directory
Name Resolution and the mapping of AFTN addresses to and from AMHS addresses.

This profile does not mandate access to the directory to access the information listed
in this Annex for a number of reasons. Firstly, it is not clear which functions the
directory should support, secondly, it is not clear what access protocols should be
used (DAP or LDAP). These issues remain to be clarified. Despite this, the Object
Classes and Attribute Types listed in this Annex accurately describe the information
requirement, and provide an adequate way of expressing that requirement. This
profile therefore assumes that some local mechanisms are available to obtain and
input the described information into AMHS systems.

K.2 AMHS Requirements

K.2.1 ISP Conformance

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.

K.2.2 Additional ATN Object Class Requirements

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.

K.2.3 Additional ATN Attributes Required

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.
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L. ANNEXL (NORMATIVE) - REQUIREMENTS OF TRANSPORT
SERVICES SUPPORTING ATS MESSAGING USE OF RFC
1006/2126 OVER TCP

L.1 Introduction

All of the AMHS OSI Applications (UAs, MTAs, MSs) require provision of the OSI
Transport Service, however this Profile requires that they are supported by TCP/IP. In order to
use TCP/IP, the Upper Layers shall use an implementation of RFC 1006 or 2126.

Note. — Summary:
The two RFCs 1006 and 2126 are self-contained and are complete specifications of
how OSI Upper Layers using the OSI Transport Service are to be mapped on to the
underlying TCP service. RFC 1006 specifies a TCP mapping to Ipv4; 2126 specifies
a mapping of TCP to Ipvé6.

L.2 RFC 1006 and RFC 2126 Requirements

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.

L.3 TCP Requirements

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.
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M. ANNEXM (NORMATIVE) - REQUIREMENTS OF INTERNET
PROTOCOLS IPV4 AND IPVé6 .

M.1 Internet Protocol (IP) requirements

Implementations for which conformance to this profile is claimed shall implement either the
Ipv4 or the Ipv6 protocol stack or shall implement both.

M.2 1P Addressing

M.2.1 Assignment of IP Addresses

An IP address shall be assigned by the authority implementing this Profile.
M.2.1.1 Traffic Class

A conforming implementation shall not make use of the Traffic Class field.
M.2.1.2 Flow Label

A conforming implementation shall not make use of the Flow Label field by setting this field
to zero.

M.2.2 Ipv4 Implementations

Recommendation: It is possible that some implementations are limited to IP version 4
support. In such cases, it is recommended to make use of network address translation protocol
translation (NAT-PT) to interwork with remote implementations.

M.3 Network Security

M.3.1 IP Address Validation

The source IP address and TCP port number shall be validated against a local list of valid
remote addresses for the system. If an invalid address is detected, the incoming IP packets
shall be dropped.

M.3.2 Authentication, Encryption and Integrity

This Profile does not mandate the use of authentication, encryption and integrity services
offered by the IPSec standards — RFC 4301

However, use of such techniques and protocols may be bilaterally agreed
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N. ANEX N (NORMATIVE) - OSI ADDRESSING PRINCIPLES
AND REGISTERED VALUES FOR AMHS

N.1 Introduction

The following table collects a number of registered name and address values for OSI Upper
Layers, Application, TCP ports and IP addresses:

Note. — Summary:
This table simply collects together a number of naming and addressing conventions
that are defined in Doc 9880, Part Il [11] and various RFCs to provide easy
reference, and to ensure that products are capable of using (or pre-specifying) the
registered values.

Address Type UA MS MTA
AE-Title Doc 9880, Part III | Doc 9880, Part III | Doc 9880, Part III
2322&2323"'[2322&2323"'|2322&2323"
AE Qualifier AUA(9) Locally selected AMS(7)
PSAP Locally selected Locally selected Locally selected
SSAP Locally selected Locally selected Locally selected
TSAP Locally selected Locally selected Locally selected
TCP Port (well- 102 102 102
known)
IP Address Locally selected Locally selected Locally selected

Table N.1: Address registrations

" AFI AMHS conformant systems shall be capable of being configured to the address
values specified in these sections of Doc 9880, Part III [11].
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O. ANNEX O (NORMATIVE) - AMHS LOWER-LAYER SECURITY
REQUIREMENTS (IPSEC)

0.1 Introduction

Some ANSPs may have concerns for the confidentiality of messages transferred between
COM centres. However, use of message confidentiality at the application layer on a per
message basis is difficult to apply without partitioning AMHS. For this reason, if a
confidentiality requirement exists, then it should be applied at the IP level to all AMHS traffic
between international COM Centres, and will need to be administered as a bilateral agreement
between those centres.

Note. — Summary:

ANSPs can operate confidentiality encryption to protect messages at the ‘link layer’
to protect messages during transfer between COM centres, and internally between an
ANSPs internal systems.

Recommendation: If a requirement for message confidentiality exists then ANSPs should
bilaterally agree to use: The AFI Strategy and Implementation Plan shall provide the AFI
AMHS requirements and specifications.
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P. ANNEXP (NORMATIVE) - AMHS CRYPTOGRAPHIC PROFILE

P.1 Introduction

This is a specification of the use of cryptography used to support the generation and reception
of secure ATS Messages over AMHS. It specifies particular values and settings of AMHS
protocol elements that reflect the current Security Profile that applies to the Extended ATS,
and which directly support the SO Functional Group specified in Profile AMHIn Common
Messaging Part 1 — MHS Service Support. The values and settings specified in this document
apply to the following ISPs and their AFI AMHS addenda contained in this document:

ISO/IEC ISP 10611-4 — AMH12 & 14-MS Access (P3)
ISO/IEC ISP 10611-5 — AMH13-MS Access (P7)
ISO/IEC ISP 10611-6 — AMHI15-MS Access (P7 94)

Note. — Summary

The SO FG selects all of the necessary static requirements for SO — mainly the
generation of a Message Token on Origination of a secure ATS Message;

Additionally, the P3 and two P7 Addenda contained in this document specify the
Dynamic Requirement for Message Token Generation;

Neither the base standards nor ISPs specify the values (Algorithm types etc.) that
should be used to generate and evaluate secured messages. Doc 9880, Part 1V does;

Therefore this profile collects together all of the cryptographic specifications that
support the SO Functional Group dynamic generation of the Message Token by UAs
in those P3 and P7 protocols;

These specifications are gathered here in a single place to allow easy update, and
because they form a single reference used by the P3, P7 and P7(94) ISPs.

P.2  AFI AMHS Requirements

The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.

P.2.1 Secure ATS Message Generation

ATSMHS User Agents that claim conformance to the SO Functional Group shall generate a
Message Token using the following values and settings for generation of a secure message.
The AFI Strategy and Implementation Plan shall provide the AFI AMHS requirements and
specifications.

P.2.2 Secure ATS Message evaluation on Reception

On reception of a secure ATS message, an AMHS User Agent that conforms to the SO
Functional Group shall decode and evaluate the messages security elements as specified in
Doc 9880, Part I1 [10], section 3.1.4.3.12, and in Doc 9880, Part IV [12]. The AFI Strategy and
Implementation Plan shall provide the AFI AMHS requirements and specifications.
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Q. ANNEX Q (NORMATIVE) - CONFORMANCE
IMPLEMENTATION STATEMENT

Q.1 Conformance Implementation Overview

This Annex provides the PICS Proforma for the AMHS profiles defined in section 6 of this

Profile.

The Implementation Conformance Statement for an implementation claiming

conformance to this profile shall be generated in accordance with the instructions given below.

A conforming implementation shall satisfy the mandatory conformance requirements of the
base standards referenced in this profile as well as the applicable Annexes (A to Q) of this

Profile.

Q.2  The Role of the PRL and PICS Proformas

The status of this section is informative: it does not constitute a provision of this Part of this

Profile.

The objective of presenting the conformance requirements in the tabular form of the
PRL and PICS proformas is to provide a check-list of the features which must or may
be implemented. The underlying concepts are defined and described in ISO/IEC ISP
9646-1.

A profile combines and selects the options of several base standards in order to fulfil a
specific information processing function. In AMHS, each International Standardized
Profile (ISP) refers to the Base Standards, and has a PICS proforma, listing the
requirements of the standard. Each PRL comprises the subset of the ISPs PICS
proforma items that are constrained by the profile, together with the specific profile
requirements; it defines answers required on the ISP PICS proformas to conform with
the profile. In addition, each PRL will contain PICS-type items which are specific to
the profile (at the least, there will be a item testing whether all the required PICS
proformas have been correctly completed); these items must be completed together
with the referenced ISP’s PICS proformas. The completed proformas together
constitute a profile Implementation Conformance Statement (ICS).

A claim of conformance to a profile has to be supported by PICS proformas
completed in accordance with the PRL. The use of this material will depend on the
procurement approach for an AMHS implementation and the particular type of system
(UA, MTA or MS) being procured.

Several possible approaches to an AMHS implementation can be imagined :

- In-house implementation by a Member State or Air Navigation Service
Provider: the PRL should be used as the basis of the requirements
specification and acceptance test specification for the implementation;
the completed ICS should be produced as part of the acceptance
procedure.

- Implementation of the profile by a contractor: the material will be used
and produced as for an in-house implementation, but the contractor
should provide the ICS and the need for this must be a contractual
requirement.

- Implementation of the profile by a contractor as part of a turn-key or
system integration contract: the material will be used and produced as
for an in-house implementation, but the contractor must be required to
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Q.3

Q4

do this internally as well as providing the completed ICS. Conformance
to the profile ensures, for instance, that a supplier working for two
organisations cannot introduce its proprietary protocols to meet the
AMHS requirement and thus helps to give control to the contracting
organisations.

- Integration of off-the-shelf products into a profile implementation in any
of the previous cases: the supplier of a product should be required to
provide those PICS proformas relevant to the product completed in
accordance with the PRL given here and to warrant the conformance of
the product with the applicable profile requirements; this PICS can then
be forwarded as part of the profile ICS.

Following implementation, the ICS should be maintained as part of the documentation
of the implementation; it can be used to predict interoperability with other
administrations, and to identify changes that may be needed in moving to different
protocols.

Instructions for Completing the PICS Proformas

To provide the profile ICS, the PICS proformas for the referenced ISPs shall be completed,
together with the additional profile-related PICS items provided in this Annex.

Where this profile refines the features of the base standards and ISPs, the requirements
expressed in this PRL shall be applied (as indicated in PRL items with a Profile features'
column) to constrain the allowable responses in the ISP PICS proformas.

Where this profile makes additional requirements, the response column for such items shall be
completed. In this column, each response shall either be selected from the indicated set of
responses, or comprise a parameter value or values or range of values as requested.

If a mandatory requirement is not satisfied, exception information must be supplied, by
entering a reference X<i>, where <i> is a unique identifier, to an accompanying rationale for
the non-compliance.

A possible reason for such an exception is compliance with a pending defect report on a

provision of the profile; if the defect report is accepted, the implementation will then be
conformant.

Conformance Statement for IPM User Agent using P3 Implementations

Q.4.1 Conformance Overview

Supplier

Contact point for queries about the PICS

Implementation name/version

Machine name/version
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Operating system name/version

Other hardware and operating systems claimed

System name (if applicable)

Date of statement

Have all the mandatory of the sections indicated
below including the listed Annexes and other
references been implemented?

- Section 4.4.1 (IPM UA using P3) Yes o

NOTE - Failure to respond ‘Yes’ to all of these questions indicates a failure of conformance to this profile

State which PDRs have been implemented in this
system

Table Q.4.1: Identification of IPM UA using P3 System

Q.4.2 Dynamic Conformance Requirements

Does the implementation provide ATS Message Yes o
Legal Recording?

State the maximum message size that can be
delivered to the UA

NOTE - Failure to respond to all of these questions indicates a failure of conformance to this profile

Table Q.4.2: Dynamic Conformance Requirements

Q.4.3 Transport and Lower Layer Requirements

The Transport and Lower Layer Requirements are to be specified locally by the
ANSP.

Q.5 Conformance Statement for IPM User Agent using P7 Implementations

Q.5.1 Conformance Overview

Supplier

Contact point for queries about the PICS

Implementation name/version

Machine name/version

Operating system name/version

Other hardware and operating systems claimed
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System name (if applicable)

Date of statement

Have all the mandatory of the sections indicated
below including the listed Annexes and other
references been implemented?

- Section 4.4.2 (IPM UA using P7) Yeso

NOTE - Failure to respond ‘Yes’ to all of these questions indicates a failure of conformance to this profile

State which PDRs have been implemented in this
system

Table Q.5.1: Identification of IPM US using P7 System

Q.5.2 Dynamic Conformance Requirements

Does the implementation provide ATS Message Yes o
Legal Recording?

State the maximum message size that can be
delivered to the UA

NOTE - Failure to respond ‘Yes’ to all of these questions indicates a failure of conformance to this profile

Table Q.5.2: Dynamic Conformance Requirements

Q.5.3 Transport and Lower Layer Requirements

The Transport and Lower Layer Requirements are to be specified locally by the ANSP.

Q.6  Conformance Statement for IPM User Agent using P7 (94) Implementations

Q6.1 Conformance Overview

Supplier

Contact point for queries about the PICS

Implementation name/version

Machine name/version

Operating system name/version

Other hardware and operating systems claimed

System name (if applicable)

Date of statement
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Have all the mandatory of the sections indicated
below including the listed Annexes and other
references been implemented?

- Section 4.4.3 (IPM UA using P7 (94))

Yes o

NOTE - Failure to respond ‘Yes’ to all of these ques

tions indicates a failure of conformance to this profile

State which PDRs have been implemented in this
system

Table Q.6.1:

Identification of IPM UA using P7 (94)

Q.6.2 Dynamic Conformance Requirements

Q.63

Q.7
Q.7.1

Does the implementation provide ATS Message
Legal Recording?

Yes o

State the maximum message size that can be
delivered to the UA

NOTE - Failure to respond to all of these questions i

ndicates a failure of conformance to this profile

Table Q.6.2: Dyn

amic Conformance Requirements

Transport and Lower Layer Requirements

The Transport and Lower Layer Requirements are to be specified locally by the ANSP.

Conformance Statement for IPM UA Co-located with MTA Implementations

Conformance Overview

Supplier

Contact point for queries about the PICS

Implementation name/version

Machine name/version

Operating system name/version

Other hardware and operating systems claimed

System name (if applicable)

Date of statement

Have all the mandatory of the sections indicated
below including the listed Annexes and other
references been implemented?

- Section 4.4.4 (IPM UA co-located with MTA)

Yes o

NOTE - Failure to respond ‘Yes’ to all of these ques

tions indicates a failure of conformance to this profile
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State which PDRs have been implemented in this
system

Table Q.7.1: Identification of Co-located IPM UA System

Q.7.2 Dynamic Conformance Requirements

Does the implementation provide ATS Message
Legal Recording?

Yes o

State whether any of the Elements of Service for
the AFI AMHS IPM and MTS Messaging
Services cannot be accessed by the user.

State whether any of the Extended ATS Elements
of Service cannot be accessed by the user.

State the maximum message size that can be
delivered to the UA

NOTE - Failure to respond to all of these questions indicates a failure of conformance to this profile

Table Q.7.2: Dynamic Conformance Requirements

Q.7.3 Transport and Lower Layer Requirements

The Transport and Lower Layer Requirements are to be specified locally by the ANSP.

Q.8.1 Conformance Overview

Supplier

Contact point for queries about the PICS

Implementation name/version

Machine name/version

Operating system name/version

Other hardware and operating systems claimed

System name (if applicable)

Date of statement

Have all the mandatory of the sections indicated
below including the listed Annexes and other
references been implemented?

- Section 4.5 (MTA Requirements)

Yes o

NOTE - Failure to respond ‘Yes’ to all of these questions indicates a failure of conformance to this profile
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State which PDRs have been implemented in this
system

Table Q.8.1:

Identification of MTA System

Q.8.2 Dynamic Conformance Requirements

Does the implementation provide ATS Message
Legal Recording?

Yes o

State the number of simultaneous P1 Associations
that the MTA can maintain

State the MTA Transit time per message (See
Annex F- A.3.5.2)

State the maximum message size that the MTA
can accept, switch and forward in octets

Are the TCP port values to service incoming
connection establishments configurable?

Yes o

Is the implementation IP version independent?

Yes o

Are the IP addresses of local and remote
implementations configurable?

Yes o

Does the implementation make use of Network
Address Translation - Protocol Translation (NAT-
PT)

Yeso Noo

NOTE - Failure to respond ‘Yes’ to all of these questions indicates a failure of conformance to this profile

Table Q.8.2:

AFI ATS Messaging Service Profile

Dynamic Conformance Requirements

Q.8.3 Upper Layer Requirements

Does the supplied RTSE support the Monologue Yes o Noo
Dialogue Mode?
Table Q.8.3: RTSE Mode

Q.8.4 Lower Layer Requirements

Is the Transport Service provided by either RFC Yes o

1006 or RFC 2126?

Is RFC 1006 supported? Yes o

Is RFC 2126 supported Yes o

Does the TCP implementation comply to Yes o

RFC1122 section 4?

Are at least 100 simultaneous TCP connections Yes o

supported for the purpose of AMHS P1

Associations?

NOTE - Failure to respond to all of these questions indicates a failure of conformance to this profile

Table Q.8.4.1: Transport and TCP Layers
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Does the IP implementation comply to RFC2460?

Yes o

Are remote IP addresses validated during
connection establishment ?

Yes o

NOTE - Failure to respond to all of these questions indicates a failure of conformance to this profile

Table Q.8.4.2: Network Layer

Does the IP implementation comply to RFC1122
section 27

Yes o

NOTE - Failure to respond to all of these questions indicates a failure of conformance to this profile

Q.9

Table Q.8.4.3: Data Link Layer

Q.9.1 Conformance Overview

Conformance Statement for Message Store implementations

Supplier

Contact point for queries about the PICS

Implementation name/version

Machine name/version

Operating system name/version

Other hardware and operating systems claimed

System name (if applicable)

Date of statement

Have all the mandatory of the sections indicated
below including the listed Annexes and other
references been implemented?

- Section 4.6 (Message Store)

Yes o

NOTE - Failure to respond 'Yes' to all of these quest

ions indicates a failure of conformance to this profile

State which PDRs have been implemented in this
system
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Table Q.9.1:

Identification of MS System

Q9.2 Dynamic Conformance Requirements

Does the implementation provide ATS Message
Legal Recording?

Yes o

State the maximum size of messages that can be
delivered to the MS

NOTE - Failure to respond to all of these questions indicates a failure of conformance to this profile

Table Q.9.2:

Dynamic Conformance Requirements

Q.9.3 Transport and Lower Layer Requirements

The Transport and Lower Layer Requirements are to be specified locally by the ANSP.

Q.10.1 Conformance Overview

Supplier

Contact point for queries about the PICS

Implementation name/version

Machine name/version

Operating system name/version

Other hardware and operating systems claimed

System name (if applicable)

Date of statement

Have all the mandatory of the sections indicated
below including the listed Annexes and other
references been implemented?

- Section 4.7 (Message Store (94))

Yes o

NOTE - Failure to respond 'Yes' to all of these quest

ions indicates a failure of conformance to this profile

State which PDRs have been implemented in this
system

Table Q.10.1: Identification of MS (94) System
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Q.10 Conformance Statement for MS (94) Implementations

Q.10.2 Dynamic Conformance Requirements

Does the implementation provide ATS Message
Legal Recording?

Yes o

State the maximum number of MTS Access (94)
Associations that can be simultaneously supported
by the Message Store

NOTE - Failure to respond to all of these questions indicates a failure of conformance to this profile

Table Q.10.2: Dynamic Conformance Requirements

Q.10.3 Transport and Lower Layer Requirements

The Transport and Lower Layer Requirements are to be specified locally by the ANSP.
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R. ANNEX R (INFORMATIVE) - REFERENCES ACROSS EDITIONS
OF ISO/IEC ISPS

This document uses references of ISO/IEC ISPs as found in Edition 3 of each of these
documents, published in 2003.

These references have evolved since Edition 1 of these documents was published in 1994 or
1995.

The ICAO Doc 9880, Part II [10], makes use of references to Edition 1 of the ISPs as far as
the specification of the Basic ATS Message Handling Service is concerned.

The following tables provide the mapping between references of sections and items in Edition
1 (used in Doc 9880, Part II) and in Edition 3 (used in this document).

The mapping is limited to the sections and items used in Doc 9880, Part II [10] and/or in this
document, and that have been subject to renumbering through the ISP Edition process. The
numbering hierarchy is also provided, even if not renumbered, to enable unambiguous
localization of the amended sections and items.

ISO/IEC ISP 10611-6 and of ISO/IEC ISP 12062-6 are both related to MS 94 Access (P7) and
their edition dates are different from other parts of the ISPs. Their Edition 1 was published in
1997 only. Therefore the relevant tables below provide the mapping between references of
items in Edition 1 and in Edition 2, which was published in 2003 at the same time as Edition 3
of other parts of this multi-part ISO/IEC ISP.

Amended references are identified using bold and italics characters.

ISO/IEC ISP 10611-3

ISP Edition 1 ref ISP Edition 3ref | Name of section/item
A.l A.l Basic requirements
A.14.2 A.14.2 MessageTransfer
1 1 MessageTransferEnvelope
1.1 1.1 (per message fields)
1.1.11 1.1.11 extensions
- 1.1.11.13 certificate-selectors
- 1.1.11.14 multiple-originator-certificates
- 1.1.11.15 dl-exempted-recipients
- 1.1.11.16 PrivateExtensions
A.14.3 A.14.3 ReportTransfer
1 1 ReportTransferEnvelope
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1.4 1.4 extensions
ISP Edition 1 ref ISP Edition 3ref | Name of section/item
1.4.2 1.4.3 originator-and-DL-expansion-history
1.4.3 1.4.4 reporting-DL-name
1.4.4 14.5 reporting-MTA-certificate
14.5 14.6 report-origin-authentication-check
1.4.6 14.7 internal-trace-information
ISO/IEC ISP 10611-4
ISP Edition 1 ref ISP Edition 3ref | Name of section/item
A2 A2 Optional functional groups
A2.7 A27 Security (SEC)
A2.7.7 A.2.7.8 Extension data types
ISO/IEC ISP 10611-5
ISP Edition 1 ref ISP Edition 3ref | Name of section/item
A0 A0 Identification of the implementation
A.0.7 A.0.7 Statement of profile conformance
2 2 Are all mandatory requirements of any
of the following optional functional
groups implemented?
- 2.1 Distribution List (DL)
2.4 2.5 Security (SEC)
ISO/IEC ISP 10611-6
ISP Edition 1 ref ISP Edition 2 ref | Name of section/item
(published 1997) (published 2003)
A0 A0 Identification of the implementation
A.0.7 A.0.7 Statement of profile conformance
2 2 Are all mandatory requirements of any
of the following optional functional
groups implemented?
- 2.1 Distribution List (DL)
AFI AMHS Manual [58] Version 1.0
Appendix B 22/07/2011




AFI ATS Messaging Service Profile

2.4 2.5 Security (SEC)
ISO/IEC ISP 12062-2
ISP Edition 1 ref ISP Edition 3 ref | Name of section/item

A0 A0 Identification of the implementation

A.0.6 A.0.6 Statement of profile conformance

2 2 Are all mandatory requirements of any
of the following optional functional
groups implemented?

2.7 2.2 IPM Security (SEC)

- 2.5 Business Class (BC)

A.l A.l Basic requirements

A.1.2 A.1.2 IPM heading fields

17 17 extensions

- 174 body-part-signatures

- 17.5 ipm-security-label

- 17.6 authorization-time

- 17.7 circulation-list-recipients

- 17.8 distribution-codes

- 17.9 extended-subject

- 17.10 information-category

- 17.11 manual-handling-instructions

- 17.12 originators-reference

- 17.13 precedence-policy-identifier

A.1.5 A.l1.5 Common Data Types

1 1 RecipientSpecifier

1.4 1.4 recipient-extensions

- 1.4.2 circulation-list-indicator

- 1.4.3 precedence
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ISO/IEC ISP 12062-5

ISP Edition 1 ref ISP Edition 3 ref | Name of section/item

A0 A0 Identification of the implementation

A.0.7 A.0.7 Statement of profile conformance

3 3 Are all mandatory requirements of any
of the following optional functional
groups implemented?

- 3.2 IPM Distribution List (DL)

3.6 3.7 IPM Security (SEC)

- 3.9 Business Class (BC)

- A.l Basic requirements

A.1.12 A.1.12 IPM-specific attributes

A.1.12.1 A.1.12.1 Extended body part attribute support

1 1 ia5-text-body-parts

- 9 bilaterally-defined-body-parts

3 11 general-text-body-parts

B.2 B.2 Optional functional groups

B.2.6 B.2.7 IPM Security (SEC)

- B.2.9 Business Class (BC)

ISO/IEC ISP 12062-6

ISP Edition 1 ref ISP Edition 2 ref | Name of section/item
(published 1997) (published 2003)
A0 A0 Identification of the implementation
A.0.7 A.0.7 Statement of profile conformance
3 3 Are all mandatory requirements of any
of the following optional functional
groups implemented?
- 3.2 IPM Distribution List (DL)
AFI AMHS Manual [60] Version 1.0

Appendix B 22/07/2011



AFI ATS Messaging Service Profile

ISP Edition 1 ref ISP Edition 2 ref Name of section/item

3.6 3.7 IPM Security (SEC)

- 3.13 Business Class (BC)

- A.l Basic requirements

B.2 B.2 Optional functional groups
B.2.6 B.2.7 IPM Security (SEC)

- B.2.13 Business Class (BC)

END of Appendix B
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