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Introduction to the ICAO ICEC API User Guide

Welcome to the ICAO ICEC API user guide. This APl is for every entity which wants to benefit
from ICAQO’s methodology for calculating the amount of CO2 Emissions attributed to air travel.

Introduction to WSO2API Manager

WSO2API Manager is a third-party, complete solution for API design and publishing,chosen by
ICAO, which acts as an intermediary between users and the ICAO ICEC methodology. In
addition, it provides instant insights to end-users and admins through the WSO2 Data Analytics
Server.

Account Creation

To create an account in WSO2 API Manager, Access the APl STORE
(https://bas.icao.int:9443/devportal), click on “Sign In” and follow the steps below:

1. Enter a user name and click on the Proceed to Self Register button.

W5@; API MANAGER

Start Signing Up

Enter your username here

Proceed to Self Register

WSO2 API Manager | © 2021



2. Fillin your information
3. Accept the Privacy Policy conditions and click on Register.

@ WSO2 AP| Manager x o+
<« C & Notsecure | localhost9443/accountrecoveryer

yendpoint/signup.do

Create New Account

Sign-in

Once registered, you can sign-in WSOz2 APl Manager by entering your username and password
and clicking on Continue.

@ Ws02 AP| Manager X+

<« C A Notsecure | localhost:9443/authenticationendpoint/login.doclient.id=xJEejCsNXTwCOafhSIV5FAKMSagicommonAuthCallerPath=%2Foauth2%2Fauthorize&

W5@, APl MANAGER

Sign In

@
-

&
Forgot Passward ?

Remember me on this computer

We use browser cookies to track your
session to give better experience. You can
refer our Cookie Policy for mare details.

By signing in, you agree to our Privacy Policy

Create Account m

WSO2 APl Manager | © 2021




Application Creation

Before you are able to use the ICAO ICEC API for the first time, you need to create an
application. This process should be repeated with each new subscription you request.

To create a new application, follow the steps below:

1. Navigate to Applications, located in the page header.
2. Click on the Add New Application button and enter your details.

@ [evportall- WSO2 APIM x @ WSO AP Manager = e - 0o X
« C A Notsecure | localhost9443/devportal/applications * 3 » A&

O, DEVELOPER Forat & Applications

@9 Applications

iBical collection of APTS. APpIICALONS S1ow YOU 10 USE 8 SIngie ACTeSs toKEN 10 INVOKE 2 COBECTIon of APTS and to SUBSCrIbE 1o Brie AP MURIple times and 3iows unlimited access by defaul

No Applications Available

Once created, your application will appear as Active.

@ [Devportall- WSOZ APIM x  + © - 0o X

- C & Notsecure | localhost3443/devportal/applications % B & &

O, DEVELOPER rova: ® Applications |

@9 Applications

An application is 3 logical cellection of APIs. Applications allow you to use 3 single access token to invoke a collection of APis and to subscribe to.one API muitiple times and aliows unlimited access by default

Q SEARCH
Name - owner Palicy Workflow Status Subscriptions Actions
DefaultApplication user_test Unlimited ACTIVE 0 VA |



As mentioned above, once you have used up all available API calls and if you wish to purchase
additional ones, you will need to repeat the application creation process and request another
subscription i.e., you will be creating a new application for each individual API subscription. This
is required to prevent you from losing calls on currently active subscriptions.

An application named DefaultApplication is already created in WSO2. It is recommended that its
name is changed to ICEC_Application to avoid confusion in case you are already using or
intend to use other ICAO APIs.

Subscription Process

After you have created your application,e.g., the ICEC application below, you can proceed with
subscribing to the ICAO ICEC API by going through the following steps:

1. Go to APlIs, located in the page header.
2. Click on the ICEC icon you had already purchased a tier for or click on the ICEC_DEMO
icon if you want to try it.

ICEC_DEMO

By : admin
1 Jficecdemo

b 8.8 & & ¢ sk ek ok

WSO02Z API-M v3.2.0 | © 2020 W502 Inc



3. Click on the Subscribe button.

@ [Devportal] ICECAPI- WSO2 AP X = o — a X
< C' & Notsecure | localhost9443/devportal/apis, 2-33ec-4a99-a0ee-dfdearbeSfeT/overview B » 2
opeveorer- | s | KR -

Or  KeyManagers All Appl

Ratig . o

[ Gateway Environments & Froduction and Sandbox v

LESS =
Subscriptions Resources

Subscriptions

Subscription enables you to receive access takens and be authenticated to invoke this AP
fUN/CarbanEmission

susscrise [ B /CarbonEmission  ([EGSTR

Comments 0of0 SDK Generation -
4. Choose your desired quota limit from the Throttling Policy drop-down menu.
5. Click on the Subscribe button.
@ Devpo x + o - a X

< C A& Not secure | localhost:9443/devportal/apis

edentials w B % &

ICECAPI

* NotRated

verview

& subscriptions Su bS(ripUO NS (@)SUBSCRIPTION & KEY GENERATION WIZARD

> TryOut

mer from the APIs. It alk

An application is primarily used ta decouple the co single key for multiple APIs and & muitiple times to | with different SLA levels

Documentation Subscribe

Subscribe to an application and generate credentials

apalication Throttling Pollcy

ICEC_Application UpTo10000




At this stage, your application status will appear as ON_HOLD. The admin will be notified of
your subscription request via email.

After approval is granted, your application status will change to UNBLOCKED.

Please note that, whether you are testing the ICAO ICEC API or purchased API calls, your
subscription request will always have to be approved by an admin.

Keys Generation Process
For your ICAO ICEC API subscription to be activated, you need to generate keys referred to as
production keys.

Once you get to the Keys Generation process, you would need to select PROD KEYS from the
bottom right part of the screen.

To generate production keys, follow the steps below:

1. Click on PROD KEYS on the bottom right of the screen below

@ !EfECAP

@) Overview MORE ¥

i Sbariiatons Subscriptions
> TryOu

=] Documentation Subscribe

I} SDKs Use the Subscription and Key Generation Wizard. Create a new application -> Subscribe -> Generate keys and Access Token to invoke this AP,

SUBSCRIPTION & KEY GENERATION WIZARD

Subscriptions
( Applications Subscribed to this Api )

Application Name Throttling Tier

Application Status /
ON_HOLI G PRODKEYS T\ UNSUBSCRIBE () MANAGE APP

UpTo10000



2. Click on the GENERATE ACCESS KEYS button.

WSO2 API Manager will create the keys and secrets needed to generate a token that will enable
you to call the ICAO ICEC API and also allow you to use the TRY OUT option on the API
STORE portal.

< C & Not localhost:

O,DEVELOPER o || g apis |20 | B

Production OAuth2 Keys

Key and Secret
Production Key and Secret is not generated for this application

Key Configuration

Token Endpoint htpsy/fiocainosta43/token MRy

Refresh Token SAML2 Password Client Credentials IWA-NTLM Device Code [J Code

JWT

Testing with TRY OUT Option

When trying out the ICAO ICEC API, you can proceed with generating a key.
Follow the steps below:

Navigate to Try Out on the left side menu.

Make sure the OAuth radio button is checked.

Make sure the Applications drop-down menu is showing ICAO ICEC API.

Select the Key Type. Check the Production radio button if you have already purchased a
subscription.

Make sure the Access Token drop-down menu is showing Authorization: Bearer.

6. Click on GET TEST KEY.

howbn=
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@ [Devportal] ICECAPI WSOZ AP X 4 e - o X

< C A Notsecure | localhost9443/devportal/apis/86054332-33ec-4a99-alee-df9ea7be5fe7 /test O % 2

m: ICECAPI 4 e

@] overview MORE *

&3 Subscriptions Try out

Documentation Security
DKs. The Resident Key Manager is selected for try out console.
® oann Q O

Applications

ICEC_Application

@ Production Q) Sandbox

> T ® GET TEST KEY (@]

7. Navigate to the bottom right of the screen and click on the POST button for the user role
assigned to you by an admin (UN Carbon Emission vs Carbon Emission).

= c @& basicaoint:9442,

C,DEVELOPER o M| 3 aeis |-

Gateway

fronment

Production and Sandbox ¥
SWAGGER ( /SWAGGER.JSON
o ik

Servers
[hrtps:ﬂfhasAIcanJm:sz-ls.‘i::ecapm ~
default v

/un/carbonemission ‘/ &
T
L 3 J /carbonemission A/ &

<

WSO2Z API-M v3.. D 2020 WSO2 Inc
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8. Once clicked, the respective role functionality will expand. Click the Try It Out button.

@ [Devportal] ICECAP!

X o - o x

< C & Notsecure | localhost9443/devportal/apis/86054332-33ec-4a99-aDee-df9earbeSfer/test # B * 2

O,DEVELOPER " || 5 w0 | a -la -
default v

| /uN/CarbonEmission

Parameters

No parameters

Request body

applicationfjson v

Example Value | Schema

Responses
Code Description Links
200 No links
ok
IS /carbonEmission - -

9. Enter the parameters in the Request Body field.
10. Click on Execute at the bottom of the screen.

< C @ basicao.int:9443/

vportal/apis/d587ea55-6bB7-4f95-a0bb-6470c3a27322/1e

O DEVELOPER Fortas B8 5 apis 1211

Jun/carbonemission

Parameters

No parameters

Request body 949

‘ re

Itineraries:

application/json v I

{ Departure: "CDG", Arrival: "JFK", TravelClass: "Y* }
|

1,
Year: "2015",
Indicator: "M"

11



11. Scroll down to see the results

curl <X POST “https://bas.iceo.int:8243/icecapi/l/un/carbonemission”™ -H “accept: */*° -H “Content-Type: application/json™ -H “Authorization: Bearer

oy JANNQ100 INe 1 LA TW1Ga0 9 XNV 1 J0bUS EY IH0R 1 1 I NNF pUQTNMYOG y TicRiBle 1 pHUX pOR Swblcd S bE SqSart PREZ ridk RS allSURmt NV Zo Tp VM1 pifvmoc0y Is Tt pZ CT6 Tk 160X hNBUT r TRIZ a1 XS TBaVES
TR oE SHRXATBUBEHWL REMELEST IOREF EnlcdiRek SHT TBaR1 15 Tapk 89 ERmt aRF JpT1RGAO1 XRmhNelUyhkeaWbESn X1 TTMIUZT 1ud YRunT o iU1MyNTY L ] oy ] 2dWT 401 ThZG1plk B YXT{b24ue IVLIXT AL CIhag
104 TkQk 1RNF BT JkxMVZ adEd 1761 30UF pabl16M1 Fh iwi bmdmI joxNjQzNIQuNTEZLC Ihendi0i JkQi RN BT koW Zad Ed ) 2G1 JOUF pab(l 6M1 FhIiwd c 28veGUL01 J0YXI 1 b24gVUM g YW1 FYXBubGl {YXRpb25Fc2
MrcGUELClpc IM1 04 JodHRwe 2pc L 1w MT AuMid 1L JEANToSHDQzXCYXVRaD T c L 3Rva2u L iwd Dihwl joxk QzNJQEMTEILC IpYXQ1 0] EZNDMINDALMTY s ImpaS 161 JELIDR jHzk 1L Tk NGENDAS Y1 1iMDcz LI yO
DMLMziy ¥ 7QYNCTS. WOz TELaVDMGEF 25251 sRLAFKUEMBTF_PB_SUALZVFMS5ZSLLThXFoxs jMO248LGr27 30 BLIyvQgoN-yZe152gdAc YBqeHY ez Shwe - BV Tdht t tAZhPS 3176wy v~

Request URL

https://bas.icec.int:8243/icecapi/1/un/carbonemission

erOtherOffsetting”: 326.7,
“TripDistance™: 5820,
“AdditionalC0ZUncertaintylowkg™: 8,

"AdditionalC02UncertaintyHighkg": 8,
“C020FfsetFromOtherSoucesg™: @,

cation/json; charsetzutf-§

,Po-cache

Responses -

Accessing the API through a third-party software

Authentication tokens

To make a web API call, you must supply an authentication token on the call. The token acts
like an electronic key that lets you access the API.

Authentication token expires

Access tokens issued by the Authorization Server expire one hour after they are issued. When
an access token expires, then the application should request another access token.

Invoking the Token API to generate the tokens

Get a valid consumer key and consumer secret pair. Initially, you generate these keys
through the API Store by clicking Generate Keys on the Production Keys tab of the application.

12



localhost % @ mncoanito

O,DEVELOPER o ||| g5 apis

Application Name

SR SANDBOXKEYS 33 PROD KEYS

DefaultApplication

Production OAuth2 Keys

Key and Secret

Production Key and Secr

this application

Key Configuration
Token Endpaint hitpsi/fiocalhost8243roken 1y

Revoke Endpoint hupsi/flocalhosuB243/revoke

Refresh Token SAML2 Password Client Credentials IWA-NTLM Device Code [0 Code

Grant Types
i wT

Callback URL

{5 N e e Incognito

@ Application keys generated successfully X

Key and Secret

ner Key

P> 2ckUWEfupBYYTH]EEgE92IpMySa [

GENERATE ACCESS TOKEN CURL TO GENERATE ACCESS TOKEN

Key Configurations

Token Endpoint alhost:8243/token

Revoke Endpoint estB24drevoke [

Refresh Token SAML2 Password Client Credentials IWA-NTLM Device Code [J Code

Grant Types T

Callback URL

You have the option to generate a Token by clicking on the “Generate Access Token” button on
the API Store.

13



Invoking the Token API to generate the tokens

1.

Combine the consumer key and consumer secret keys in the format consumer-
key:consumer-secret and encode the combined string using base64
(http://baseb4encode.org).

Use the following sample cuRL command to obtain the access token.

Format:

curl -k -d "grant_type=client_credentials" -H "Authorization: Basic <Base64-encoded-
client_key:client_secret>" -H "Content-Type: application/x-www-form-
urlencoded" https://bas.icao.int/token -v

Example:

curl -k -d "grant_type=client_credentials" -H "Authorization: Basic
cEJ6dUlaaEdwaGZRbWRjVVgwbG5IRmIpdXh3YTo0UOpnV19qTU56aGplU2840GJuZ
VhtTnFNMjRh" -H "Content-Type: application/x-www-form-

urlencoded" https://bas.icao.int:824 3/token -v

Response

> POST /token HTTP/1.1

> Host: xxxx:8243

> User-Agent: curl/7.54.0

> Accept: */*

> Authorization: Basic
cEJ6dUlaaEdwaGZRbWRjVVgwbG5IRmIpdXh3YTo0UOpnV19qTU56aGplU2840GJuZ
VhtTnFNMjRh

> Content-Type: application/x-www-form-urlencoded
> Content-Length: 29

<HTTP/1.1 200 OK

< X-Frame-Options: DENY

< Cache-Control: no-store

< X-Content-Type-Options: nosniff

< Pragma: no-cache

< X-XSS-Protection: 1; mode=block

< Content-Type: application/json

< Date: Thu, 18 Jan 2018 12:54:32 GMT

< Transfer-Encoding: chunked
{"access_token":"4¢c27f899-6f9¢c-3217-b974-
3ceb5a409ac3","scope":"am_application_scope
default","token_type":"Bearer","expires_in":723}

(source: https://docs.wso2.com/display/AM210/Client+Credentials+Grant#format)

14



Example with using Postman

1. Select the Method POST
2. Type the URL https://bas.icao.int:8243/token

On the tab Authorization:

1. Select the type Basic Auth
2. Fill the username field with your Consumer Key
3. Fill the Password field with your Consumer Secret
(to get your consumer key and secret, click on Subscriptions on the left menu, click on Prod Keys)

Subscribe

ubscription and Key Generation Wizard. Create a new application -> Subscribe -> Generate keys and Access Token 1o invoke this AP

SUBSCRIPTION & KEY GENERATION WIZARD

Subscriptions

Applicatio ved to this Api )

Production OAuth2 Keys

Key and Secret

———Jp  dBIQB0ONITIVZ(GldiwdAiimz20a ) R ——— oW

GENERATE ACCESS TOKEN CURL TO GENERATE ACCESS TOKEN

Key Configurations

o

85 My Workspace v & Invite

No Environment v &
tt B243/token @ : a 4 ®
APls
\Pls » https://bas.icao.int:8243/token Examples 0 «
Trash
___» POST - https://bas.icao.int:8243/token m Save ~
Params Authorization @ Headers (9 Body @ Pre-request Script Tests Settings @

TYPE 4 @ Heads up! These parameters hold sensitive data. To keep this data secure while workir collaborative x
e =nvironment, we rec i using es ut

Username 7FXhKejaR_IcYF2whiAePreaBD4a

-«
Password <

Show Password

Hit Send to get a response

n Bootcamp

15



On the tab Body:

Select the option: x-www.form-unlencoded

Grant_type = password

Username = the username you use to login to the API Store
Password = the password you use to log in to the API Store
Scope = the scope you were assigned for (Carbon or UN)
Click on Send and get the access token

o0k wN=

89 MyWorkspace ¥ & Invite

No Environment v @ =
Token [}
» Token Examples 0 ¥
—p POsT ¥  https://localhost:8243/token +— “ Save ~
Params Authorization ® Headers (10) Body @ Pre-request Script Tests Settings Cookies Code
none form-data _® x-www-form-urlencoded raw binary GraphQL
KEY VALUE DESCRIPTION s+ By
grant_type password
username user2
password XXXHHX

scope /V carbon

Body Cookies Headers (9) TestResults @ status: 200 0K Size: 1.37KB  Save Response v
Pretty Raw Preview Visualize JSON = 5 mQ
L
2 "access_token":

"2y JANXQ101 TNel14TW1GaOIHUXANVE ki 1dObUSEY3hOR11 IWHANNF pUQTHNVEky TkREe1pHUXpOREBWWK dSHESqSmtPREZrHKRS alUSURMENVE Zo TXpVM pHVx0Zy Ts ImtpZC T
6Tk 16WXhNbUZrTdZdO1XSTBaVOS t TkR jeESHHXAZbUBRWIRBMA1XSTIOREFEWkdRekSHT TBaR1]s TmpKa®3ERmtaRF IpTIRGa@1XRmhNelUyhkdWbESnX1 I TH{ U2 Tiwi YixnI o
FUIMYNTYiFQ.

ey JzdWIi0i11c2VyMiTsImF 1dCI6TkFQUEXIQBFUSUIOXIVTRVILCIhdWQi0i]pUzE2bzF oSHZPOGZ3SEQOUM3QRdUWUG 2MIFhTiwibmImI joxt3I5NDAZMIAGLC ThenAiOilp
UzE2bz FoSHZPOGZ3SEdQOUM3Q@dUMUA 2MLFhT dwic 2Ny cGUi0i JkZWZhdux@T iwiaXtzIjoiaHRACHMEXCICL 2xvY2F s8GIzdDoSHDQzXCIvYXV@aDI cL 3Rva2VuTiwi ZXhuljox
13 T5NDA20DAGLC I pYXQi07 E2MIKAMDMyMDQs Imp@as T6TIRINDYzZId 1L TASHFEtNDCOZS 1hZ S NmL TEyNzAGMDIAYZAZMy J9.
iZPTiQFSqF@peaVl_GniOtwdCYEQSQvaKQ27cdeVtlraSpiSHEY4841YTGASDKr6dY5STuldz045XrF_hb1mIQQUzAH{BmZ5@YvX10ehdCk AOCFbHEIQ-5hT7ARBCTEhGDM3XDT
PybXOK_hx1n9p)@81ZgF JEKSZ0ambB67DOXP_2pECh7Vm1iqV15FkF-Vna6Fumbmg TBoblx 7 -df2habkPBIBRLAEgnMadl IQLZncn  BRIpGYSUHESFOUWAT rthS1 FixEmK-QSkx

T Bootcamp B M &= ®

Revoking access tokens

After issuing an access token, a user or an admin can revoke it in case of theft or a security
violation. You can do this by calling the Revoke API using a utility like cURL. The Revoke API's
endpoint URL is https://bas.icao.int:8243/revoke.

16



The parameters required to invoke the following API are as follows:

e token - The token to be revoked

e <base64 encoded (clientld:clientSecret)> - Use a base64 encoder
(e.g., hitps://www.baseb4encode.org/ ) to encode your client ID and client secret using the
following format: <clientld>:<clientSecret> Thereafter, enter the encoded value for this
parameter.

o token_type hint = This parameter is optional. If you do not specify this parameter, then
WSO2 Identity Server (WSO2 IS) will search in both key spaces (access and refresh), and
if it finds a matching token then it will be revoked. Therefore, if this parameter is not
specified, the token revocation process takes longer. However, if you specify this
parameter, then WSO2 IS only searches in the respective token key space; hence
the token revocation process is much faster.

Format

curl -k -v -d "token=<ACCESS_TOKEN_TO_BE_REVOKED>" -H "Authorization: Basic <base64
encoded (clientld:clientSecret)>" -H "Content-Type: application/x-www-form-
urlencoded"https://bas.icao.int:8243/revoke

curl -k -v -d
"token=<ACCESS_TOKEN_TO_BE_REVOKED>&token_type hint=<access token_or refresh
_token>" -H "Authorization: Basic <base64 encoded (clientld:clientSecret)>" -H "Content-Type:
application/x-www-form-urlencoded"https://bas.icao.int:8243/revoke

Example

curl -k -v -d "token=a0d210c7a3de7d548e03f1986e9a5c39" -H "Authorization: Basic
OVRRNVJLZWFhVGZGeUpRSkRzam9aZmp4UkhjYTpDZnJ3ZXRual9ZOTdSSzFTZWIWQWx
TaXdVvVmth" -H "Content-Type: application/x-www-form-
urlencoded"https://bas.icao.int:8243/revoke

curl -k -v -d "token=1d18ec65-6151-3499-9352-68afe64299c3&token_type hint=access_token"
-H "Authorization: Basic

OVRRNVJLZWFhVGZGeUpRSkRzam9aZmp4UkhjY TpDZnJ3ZXRual9ZOTdSSzFTZWIWQWx
1aXdVvVVmth" -H "Content-Type: application/x-www-form-
urlencoded"https://bas.icao.int:8243/revoke

curl -k -v -d
"token=eyJ0eXAiOiJKV1QIiLCJhbGciOiJSUzI1Nilsing1dCI6llpgUm1ZVE13TIRKak9XVTVNbUIG
TWpnek5ESTNZMKISTW1JeVkyRXpNamRoWmpWaU1qYzBaZz09In0.eyJhdWQiOiJodHRwOI
wvXC9vemcud3NvMishcGItZ3RcL2dhdGV3Y XkiLCJzdWIiOiJhZG1pbkBjYXJib24uc3VwZXIiLC
JhcHBsaWNhdGlvbil6eyJvd25Icil6imFkbWIluliwidGliIcil6iEWUGVYTWIuliwibmFtZS16imp3dClsl
mikljo50CwidXVpZCl6bnVsbHOsINNjb3BlljoiYW1fYXBwbGljY XRpb25fc2NveGUgZGVmY XVsd
ClsImlzcyl6Imh0dHBzOIwvXC9sb2NhbGhvec3Q60TQOM1wvb2F 1dGgyXC90b2tlbilsInRpZXJJb
mZvljp71IVubGltaXRIZCI6eyJzdGOwT25RdWO0YVJIYWNoljpOcnVILCJzcGIrZUFycmVzdExpbW
[0ljowLCJzcGlIrZUFyecmVzdFVuaXQiOm51bGx9fSwia2V5dHIwZSIGIIBSTORVQ1RJT04iLCJzd
WJzY3JpYmVKkQVBJcyl6W3sic3Vic2NyaWJIcIRIbmFudERvbWFpbil6ImNhcmJvbi5zdXBlcilsim
5hbWUIOiJQaXp6YVNoYWNrQVBJIliwiY29udGV4dCl6llwvcGleemFzaGFjatwvMS4wLjAILCJw
dWJsaXNoZXIiOiJhZG1pbilsinZlcnNpb24iOilxLjAuMCIsInN1YnNjcmlwdGlvbIRpZXIiOiJVbmxpb
WI0ZWQifVOsImNvbnN1bWVyS2V5IjoiRTI3cDVWT 1hVcWk5RW5JU3lwUjhRckFHc2ZBY Sisim
V4cCI6MTU3MzExMzIxOCwiaWFO0IjoxNTczMTASNJE4LCJqdGkiOil2ZTecwZmNkZSOwWNGNILT
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RINTgtYTMyYy04ZTIhYWQ5YmYwMDMIifQ.VD23nViK6Np1U8SQxulxrEVFZpnPT7dpr3UNOxm
--PSLBRXucWgrdse9qig92209CWGj4lYxdsdHnwzz3Vh-i1-114jGnf_o6K-
ITMO2mO0SyCOrzo5PWMYbeZpkKM9sIWahrGJm18XqGu7aRZIEnN8cLCke-

DsnQVJJcCaS _jTniAD_-DCk5VBUTdQP 1yiekg-A5QjKp_dKAjMF-
8PQPXpMU526fXMMauFTz65EEZ-
BpwAvfSBwLNSGI1GQp7xFOVWytCBAWt4ZvK6e7Y6hrwH1p7KT4NIi6PZv6RxbalW0OmI9vgknS
JRhWtn0GQcw1FSymMi-QOo0M7Lgwlp7ypuw" -H "Authorization: Basic
OVRRNVJLZWFhVGZGeUpRSkRzam9aZmp4UkhjYTpDZnJ3ZXRual9ZOTdSSzFTZWIWQWx
1aXdVvVVmth" -H "Content-Type: application/x-www-form-
urlencoded"https://bas.icao.int:824 3/revoke

(source: https://apim.docs.wso2.com/en/3.2.0/learn/api-security/oauth2/token-revocation/)

Example with using Postman

1. Select the Method POST
2. Type the url https://bas.icao.int:8243/revoke

In the Authorizationtab:

1. Select the type Basic Auth
2. Fill the username field with your Consumer Key
3. Fill the Password field with your Consumer Secret
(to get your consumer key and secret, click on Subscriptions on the left menu, click on Prod Keys)

i ‘ e e s _
=) Documentation
T
t i

Subscribe

Production OAuth2 Keys

Key and Secret

Consumer Key Consumes Seeret
> dBIQBOONI1IVZIGIdiwOAlimz2Qa [ Y

GENERATE ACCESS TOKEN CURL TO GENERATE ACCESS TOKEN

Key Configurations
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88 My Workspace

Untitled Request
—’ POST v | httpsi//bas.icac.int:8243/revoke
Params  Authorization ®  Headers (10) Body®  Prerequest Script ests

TYPE Q Head

Body Cook Headers (10)  Test Results

Pretty Raw  Preview  Visualize ML v =

In the Body tab:

-

Select the option: x-www.form-unlencoded
2. Fill the key and value as following:

Token = the token to be revoked
3. Click on Send

mz2Qa

No Environment v

“ save

m Q

88 My Workspace A Invite

https://bas.icao.int:8243/1... @ https://bas.icao.int8243/1... @ https://bas.icao.int:8243/r..@

Untitled Request

—}PDST ¥  https://bas.icac.int:8243/revoke

Params Authorization @ eaders ) Body @ Pre-request Script Tests Settings

none form-data @ x-www-form-urlencoded raw binary GraphQL

KEY / VALUE
—> taken uBzwlUCEczd61fuqz8faRKq2cjAa

Pretty Raw revie Visualize v =
1

" Bootcamp

No Environment v

DESCRIPTION

m save )
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Request the Carbon Emissions resources must contain the authentication token in the header
To do this, specify a HTTP header in the following format:

Component  Specifies

Authorization Bearer <authentication token>

Allow the third-party software to connect with ICAO Carbon Emission Calculator application.

Verbs Path Description

POST https://bas.icao.int:8243/ICECAPI/1/carbonemission Perform Carbon
) Emission Calculate

Arguments
DATA PARAMETER DESCRIPTION FIELD
TYPE NAME REQUIREMENT
String Indicator (M)etric or (S)tandard Required
String Departure Airport of Departure 3 letter IATA Required
CODE
String Arrival Airport of Arrival 3 letter IATA CODE Required
String TravelClass Class of Travel: Required
Economic
classes: Y,S,B,H,K,L,M,N,Q,T,V,X
Premium classes:
F,A,P,R,C,J,D,,ZW,E
String Indicator (M)etric or (S)tandard Required
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Request Code

JSON format of API request. The parameters should be included in the request body.

Indicator: "M",
Departure: "CDG",
Arrival: "JFK",
TravelClass: "E"

Response Code

Code DESCRIPTION

200 Return a delimited string containing the ICAQO data for each leg of the input flight
itinerary, in the following format:

<An indicator that direct flights exist for that leg (Y)es or (N)o> / <The distance of
each flight leg in Kilometers or Miles (Standard)> / <The aircraft fuel burn(in KG) for
each flight leg> / <The CO2 emissions (in KG) for each flight leg>

Example :

Y/4340.0/56047.6/274.5
404 Not found
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Example with using POSTMAN

1. Select the Method POST
2. Type the url https://bas.icao.int:8243/ICECAPI/1/carbonemission

In the Authorizationtab:

1. Select the type Bearer Token
2. Fill the Token field with a valid token

No Environment
hITps-/7bas. icao. nEE 243/, @ hitps:/bas.ican intE24 L]

Untitled Request

|
'__» POST b https:ifbas.icanint:B243 icecapi fcarbonemission “ Save -

Params Authorization & Headers (10) Body @

" Bootcamp uild Browse
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In the Headers tab:

1. Content_Type = application/json

i . . N A No Environment 5 @
https://bas.icao.int8243/t.. @ https://bas.icao. hittps:/ibas.icao.int:8243/r... @ + oo

Untitled Request

POST - hups://bas.icao.int:8243/icecapif1/carbonemission m Save ~

Params Authorization @ Headers (10) Body ® Pre-request Script Tests Settings
Headers @ 9 hidd f
KEY VALUE DESCRIPTION == BulkEdit Presets v

—" Content-Type application/json

Hit Send to get a response

=" Bootcamp

In the Bodytab:

1. Select “raw” as a format
2. Type the parameters
3. Click on Send and get the result

Untitled Request

POST v  hrtpsu/fbas.icao.int:8243/icecapif1/carbonemission “ Save

Params Authoriz ne Headers (10) Bbdy. Pre- t Script Tests 5%([""g5
none form-data xwww-form-urlencoded @ raw binary GraphQl N v
1§ 1
2 Indicator:
3 Ttineraries:
4 £
{ Departure: “ATL", Arrival: "IFK", TravelClass: “E" } [
7 1
g |
© Staws 2000K Time: 6.54 v
Pretty  Raw  Preview  Visualize JSON ¥ =3 mQ
—P 1 V/1220.0/6122.0/120.4"
» Bootcamp ) Browse 1 & ®
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Request the output of Carbon Emissions:

Verbs

[e54l https:/ibas.icao.int:8243/ICECAPI/1/un/carbonemission

Arguments

DATA
TYPE

Integer

String

String

String

String

Path

PARAMETER
NAME

Year

Indicator

Departure

Arrival

TravelClass

DESCRIPTION

Year of data (YYYY)

(M)etric or (S)tandard

Airport of Departure 3 letter IATA
CODE

Airport of Arrival 3 letter IATA
CODE

Class of Travel:

Economy classes:
Y,S,B,H,K,L,M,N,Q,T,V,X

Premium classes:
F,AP.R,C,J,D,,ZW,E

24

Description

Perform Carbon
Emission Calculate
using UN
methodology

FIELD
REQUIREMENT

Required
Required

Required

Required

Required



Request Code:

JSON format of UN API request. The parameters should be included in the request body.

{
Departure: "FAQ",
Arrival: "JFK",
TravelClass: "E",
Year: 2015,
Indicator: "M"

}

Response Code

JSON format of UN API response.

Code DESCRIPTION

200 Return a JSON containing the ICAO data for each leg of the input flight itinerary, in
the following format:

Example 1:

{
"route": "FAO-JFK",

"class": "E",

"cO2RemainingAfterOtherOffsetting": 437.01628712945296,

"tripDistance": 8768,

"additionalCO2UncertaintyLowKg": -78.407995690412633,

"additionalCO2UncertaintyHighKg": 432.53846264509104,

"cO20ffsetFromOtherSoucesKg": 60.965529546264975,

"messages": "Average value computed due to a missing connecting airport
between:

FAO and JFK. There are 32 possible connecting airports for this route.",

"indicator": "M"

}

404 Not found
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