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MRTD Report Editor-in-Chief Mauricio Siciliano provides an overview

of the issue's contents, which covers abroad range of topics from technical
specifications to the human and historical aspects of MRTD technology,
and welcomes delegates to the 8" MRTD Symposium.

The ICAQ Secretariat outlines its official definition of ePassport, the
general principles of implementation and the role of the ICAO Public
Key Directory.

Carlos Gémez outlines the advantages of ePassports for Spaniards and the
valuable lessons the Spanish implementation experience can teach States.

Sharon Boeyen explains the security benefits supported by the PKI
technology for eMRTD issuing States and eMRTD receiving States.

22 - MRTD and Border Control News

Tom Kinneging provides background on the origins of Doc 9303 and the
rationale for its new structure.

Eckart Brauer, who chaired the PKD Board from May 2008 to May 2012,
provides insight on the issues and challenges he experienced during his
four-year term as Chair.

Mia Harbitz takes a closer look at the context in which civil registries
function in order to find viable solutions to a multifaceted problem.

Alexander Beck provides an overview of the historical development of
travel documents for refugees and stateless persons.
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This issue covers a broad range of topics. It illustrates

the diversity and complexity of the evolving MRTD
agenda and the relevance of MRTDs and identity management
to many walks of life.

Our main focus is on ePassports and the importance of
ensuring they are compliant with established Standards.
Current specifications for issuing ICAO-compliant electronic
passports provide a solid foundation for developing the
most secure and robust travel documents ever issued.
Over 104 States are currently distributing ePassports
with about 400 million in circulation—nearly a third of all
passports globally. And these numbers are increasing at a
tremendous rate. However, an ePassport is only as secure
as the biometric and biographic information in its chip and
useful only if the data is validated quickly and securely.

According to TAG/MRTD experts, not all ePassports in
circulation today are fully compliant with ICAO specifications.
This prohibits issuing States from capitalizing on full security
and facilitation benefits that ePassports are meant to deliver.
In this issue, the ICAO Secretariat outlines the official
definition of ePassports and the implementation principles,
including mechanisms, such as the ICAO Public Key Directory
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(PKD), for effectively sharing and providing the information
needed for verification and authentication of these ICAO-
compliant travel documents.

The ePassport and PKD themes are explored by other
authors. Sharon Boeyen looks into the vital role of Public Key
Infrastructure (PKI) in ensuring global confidence in electronic
passports. Crucially, the benefits of PKI must be realized by
both eMRTD issuing States and eMRTD receiving States.

They all must implement the necessary systems and policies
to facilitate electronic processes at both ends. Issuing States
must implement reliable, secure and compliant systems,
including the National Public Key Infrastructure for issuing
and managing CSCA, Document Signer and personalization
systems as well as high-quality processes and procedures.
Receiving States must establish initial trust with issuing States
through processes that can be supported with PKI technology.

Therole of the PKD is further discussed in an interview with
Eckart Brauer, former ICAO PKD Chair, who reflects on PKD
developments during the last years, the challenges encountered
and solutions found. The PKD remains the most efficient, secure
and economic means for distributing PKD-related information
and a cornerstone of the security and facilitation benefits
ICAO-compliant ePassports provide at borders.

ePassportimplementation is a complex task and it always

helps to learn from the first-hand experiences of States.

Carlos Gémez provides a comprehensive account on
implementing new ePassports in Spain, reflecting on its benefits
to Spanish citizens, outlining lessons learned and providing
helpful recommendations to the MRTD professional community.

In addition, the progressive development of MRTD specifi-
cations is addressed in this issue. ICAO has been updating

and streamlining the structure of Document 9303 and enhancing
its contents with the inclusion of up-to-date Technical Reports
and the Supplement. Current activities include incorporating
TRs and the Supplement into Doc 9303 and re-structuring

Doc 9303 for the new edition of this vital document.

Tom Kinneging provides an insider’s perspective on the rationale
and scope of its restructuring and the progress of this important
work. The new edition of Doc 9303 is expected to be ready for
publicationin the second half of 2013 or the first quarter of 2014.
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Secure MRTDs rely onrobust identity management
infrastructure where civil registries are the central actor.
Mia Harbitz explores the role that civil registries play in
providing security to the public. Going beyond national security
requirements, she delves into the human aspect, the need
to ensure civil rights and freedoms for citizens so they can
maximize their economic and societal potential. The article
also looks into the security-development nexus and ongoing
efforts to assist the developing world with strengthening
identity management capacity and promoting concrete civil
registration practices.

MRTDs come in many different shapes and types. While
everyone is familiar with ordinary, service and diplomatic
passports, fewer people have heard of Convention Travel
Documents (CTDs) for refugees and stateless persons.
Nevertheless, CTDs are equally important and an obligation
to signatory States, which should issue them according

to ICAO specifications. Alexander Beck provides a
comprehensive overview of the historical context,

explores the special humanitarian needs of refugees and
stateless persons and outlines key challenges in ensuring
the ICAO compliance of CTDs. In particular, the article
sheds light on the emerging Doc 9303-compliant technical
specifications for CTDs that are being developed by UNHCR

MESSAGE FROM THE EDITOR-IN-CHIEF

and the MRTD Implementation and Capacity Building
Working Group (ICBWG).

This issue is distributed during the 8"MRTD Symposium that takes
place inMontreal on10-12 October 2012. This important annual
event addresses ICAO MRTD Standards and specifi-cations,
identity management best practices and related border security
issues. In addition, this year's Symposium focuses on the humani-
tarian dimension, exploring global humanitarian assistance efforts
wherereliable identification and issuance of travel documents play
animportantrole in post-disaster or post-conflict rehabilitation. A
number of case studies are presented by relief organizations and
international aid programmes, with reference to identity manage-
ment and travel documents. This session also builds on the MRTD
Programme’s ongoing cooperation with UNHCR in addressing the
needs of refugees and stateless persons. We look forward to seeing
many of you at the Symposium, which provides an opportunity to
explore current MRTD themes and the latest developments.

Finally, | would like to highlight the work done by Nathalie Teatin
and Erik Slavenas in assisting me to put together the MRTD
Report. Their suggestions, creativity and commitment to the
MRTD Programme make an important difference. | would also
like to thank Kathlyn Horibe, Assistant Editor, and Garleen
Tomney, MRTD Programme Assistant.
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The current specifications for issuing ICAO-compliant electronic machine readable
passports (ePassports) have provided a solid foundation for developing the most secure
and robust travel documents ever issued by States. The main reason for designing

and specifying the criteria for ePassports was to add robust new security features to
current ICAO-compliant Machine Readable Passports (MRPs). However, an ePassport

is only as secure as the biometric and biographic information contained in its chip and
the information on it useful only if the data can be validated quickly and securely.

The ICAO Secretariat outlines its official definition of ePassports and the general
principles for implementation, including the mechanisms for effectively sharing
and providing the information required to verify and authenticate these travel
documents, such as the ICAO Public Key Directory (PKD).

Based onarecent study conducted by the New Technologies Working Group (NTWG) of

the Technical Advisory Group on Machine Readable Travel Documents (TAG/MRTD), over
104 States are currently issuing ePassports with about 400 million ePassports in circulation—
close toathird of all passports worldwide. And these numbers are increasing exponentially.

Many ICAO member States have invested time and money and created great expectations
insubsequentimplementation projects. Yet, according to some TAG/MRTD experts, not
allePassports are fully compliant with ICAQ specifications. If this is the case, this prevents
issuing States from capitalizing on their investments and improving border security and
saferair travel globally. Non-compliant ePassports also thwart other States from reading,
verifying and authenticating them, that is, taking full advantage of the information and
functionality contained in ICAO-compliant ePassports.



InDoc 9303, Part1, Volume 1, Page II-3,ICAQ defines ePassport as:
AMachine Readable Passport (MRP) containing a
contactlessintegrated circuit (IC) chip withinwhich
is stored data from the MRP data page, a biometric
measure of the passport holder and a security object
to protect the datawith Public Key Infrastructure (PKI)
cryptographic technology.

The PKItechnology prevents the information stored on the chip from
being altered unnoticed.

Thus, any ePassportissued by a State or entity that does not comply
with these specifications shall not be called an ePassport and shall not
display the ePassport logo on the front cover.

Theissuance of ePassports is not currently mandatory by ICAO. It is
mandatory only for ICAO member States to issue MRPs, according to
specifications contained in ICAO Doc 9303, Part1, Volume 1(Annex 9
to the Chicago Convention, Standard 3.10).

However, if States decide to issue ePassports, then the principles
contained in Recommended Practice (RP) 3.9 and in Annex 9, must be
applied. This RP establishes that States should incorporate biometric
dataintheir MRPs, visas and other official travel documents, using
one or more optional data storage technologies to supplement the
machine readable zone.

The RP goes onto detail whatis known as the ePassports ‘blueprint,
whichis specifiedin fullin Doc 9303, Part1, Volume 2, and the
Supplement to Doc 9303, as follows:

Contracting States incorporating biometricdatain

their Machine Readable Passports are to store the

dataina contactless integrated circuit chip complying

withISO/IEC14443 and programmed according to the

Logical Data Structure (LDS) as specified by ICAQ.

Therequired datastored on the integrated circuit chip must

be the same as that printed on the data page, that is, the data
contained inthe machine readable zone, plus the digitized
photographic image. Fingerprint image(s) and/or iris image(s)

are optional biometrics for member States that want to supplement
the facialimage with another biometric.

AnePassport, however, is only as secure as the biometric and
biographic information containedinits chip. Information on the chip,
inturn, is only useful if the data can be validated quickly and securely.

In addition to the ePassport holder's information, the chip also
stores a country specific digital security feature, known as a ‘digital
signature’,whichis derived from the country's security certificates,
the Document Signer Certificates and the Country Signing
Certification Authorities (CSCA) Certificates. These digital

IMPLEMENTATION

signatures are unique to each country and can be verified using their
publickeys. When the ePassport is scanned, its digital signature
informs border authorities the passport s authentic, was issued by
the given country and has not been tampered with. The definition
and specifications for each one of these elements are contained in
Doc 9303, Part1, Volume 2, and in the Supplement to Doc 9303.

However, when implementing ePassports, one of the biggest
challenges States face is a timely, effective and secure way to
distribute the certificates and Certificate Revocation Lists (CRLs).
The volume of ePassports beingissued by agrowing number of
States has challenged the practice of bilaterally exchanging this
electronic information and has become increasingly error-prone,
cumbersome and ineffective. Yet without full and timely access to
these certificates, ePassports must be treated as non-electronic
passports at the border, diminishing the pertinence and effectiveness
of considerable publicinvestments in ePassport systems and eroding
trustinePassports amongborder officials and citizens.

Inresponse, ICAQ created asystem to facilitate the sharing of
public key information between countries: the ICAO PKD. The

PKDis arepository that enables PKD Participants to input their
security certificates and CRLs into the directory. It also offers public
access to the validated security certificates of all PKD Participants
that have completed their upload.
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DEFINING THE ePASSPORT

Firstand foremost, an ePassport must incorporate all the basic
specifications related to MRTDs contained in the sixth edition
of ICAO Doc 9303 in the section, Machine Readable Travel
Documents, Part1, Volume 1. This volume contains all the
specifications necessary for a State to develop andissue a
Machine Readable Passport (MRP).

Secondly and more specifically, an ePassport must fully conform
toDoc 9303, Part1, Volume 2, and its Supplement, which includes
the specifications aMRP must employ to conformto ICAQ's
globally interoperable requirements and qualify as a true
‘ePassport’ These specifications include:

» Highresolution digitized displayed portrait with the digital
data of the image stored in the chip. The facial image is the
only globally interoperable biometric.

m Datastorage and communication via a contactless integrated
chip (IC), conforming to ISO/IEC Standard 14443, Type Aor B.

= Employment of the Doc 9303-mandated Logical Data
Structure (LDS).

= Incorporation of asecurity object to protect the data with
Public Key Infrastructure (PKI) cryptographic technology. It is
recommended States join the ICAO PublicKey Directory (PKD).
The PKD is the main global distribution point for public key
certificates fromall e-Passport issuers.

These four characteristics comprise the basic definition
of anICAO-compliant ePassport. Where applicable and/or
mandated, fingerprint and iris capture are also specified
as secondary biometrics.

Doc9303andits Supplement are available free of charge from
our web site: www.icao.int/Security/mrtd/Pages/default.aspx

Source: FAL Manual, ICAO Doc 9957

The PKD simplifies and modernizes the exchange of certificates and
CRLs. It assures border control authorities the documents are genuine
andunaltered and the biometric datais trustworthy.

This validation allows border control authorities to confirm the
document held by the traveller

= Was issued by abona fide authority.

= Hasnot subsequently beenaltered.

= Isnotacopy or cloned document.

As aresult, border controls'identity verification process of
matching the document with the bearer takes place faster
andis muchmore secure. In addition, if the document has been
reported lost or cancelled, validation confirms whether the
document s in the hands of the wrong person.
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THE EFFICIENT AND SECURE PKD

The PKD provides an organized, uncomplicated and secure system for
sharing this information. Without the PKD, a country must individually
approach another country to securely exchange their security
certificates. With PKD, certificate sharing, which involves hundreds

of transactions and hours of labour, can be accomplished injust two
exchanges—the upload and the download of validated information.

The PKD does not contain any passport holder’s personal information
nor does it provide access to ePassport secondary biometrics,
like fingerprints.

Recommended Practice 3.9.1 of Annex 9 urges allmember States
issuing or intending to issue ePassports and/or implementing
automated checks on ePassports at border controls to join the PKD.

NONICAO-COMPLIANT ePASSPORTS

Unfortunately, as stated by several TAG/MRTD experts, it seems
that some ePassports currently in circulation are not fully ICAO-
compliant. The reasons for this may be numerous, such as a poorly
printed machine readable zone, the wrong RFID chip, incorrect LDS
programming, non-conformant PKI cryptographic technology.

Some of these issues can be solved if appropriately addressed.

For example, some States have issued non ICAO-conformant PKI
certificates for digitally signing ePassports. Insome cases, they have
beenidentified and documented as aknown ‘deviation’by the State.
Yet other States require access to this information ina secure and
prompt way. The answer to this is to use the ICAO PKD.

ePASSPORT DEVIATIONS

Not all PKD Participants implement the PKD contents specifications

in exactly the same way, resulting, insome cases, in a non-conformance
or‘deviation’ The electronic portion of the ePassport is then rendered
invalid and handled as aMRP with the loss of certain privileges

for the holder that can only have been obtained withanICAO-
complaint ePassport.

To overcome these issues and find a viable solution to handle
‘acceptable deviations’, the PKD Board, in cooperation with ICAO and
ISO, implemented a set of PKD Upload Contents checks and error
codes so that every border control authority or any other user is fully
aware of the interoperability or security issues when downloading
certificates or CRLs from the PKD.

The mainreason to enforce these checks is to align all ePassport
issuers with the Doc 9303 requirements. However, inorder

tovalidate all authorized travel documents—in some cases, already

in circulation—entries not on the acceptable list are also publishedin
the PKD.However, this ‘provisional’solution does not give ePassport
issuers alicense to deviate from the Standards without consequences.

THE PKD BOARD SUPPORTS STATES' PARTICIPANTS
States are encouraged to join the PKD and benefit from the standard
conformance reached and maintained for ePassports, and from the



PKD Board's expertise and vast experience inimplementing
ePassports projects, including overcoming non-compliance issues.

For more information on ePassports and PKl-related deviations,
visit the MRTD Programme web site and review the PKD Documents
available at www.icao.int/Security/mrtd/PKD%20Documents/
Forms/Allltems.aspx. You can also contact Christiane DerMarkar,
PKD Officer, (cdermarkar@icao.int), who willaddress your concerns
tothe appropriate personor institution.

Non-compliant ePassports may be treated as aMachine Readable
Passport, preventingissuing States from capitalizing on their
investments and improving border security and safer air travel
globally. Non-compliant ePassports also thwart other States from
reading, verifying and authenticating them, that is, taking full
advantage of the information and functionality contained in ICAO-
compliant ePassports. To capitalize on the important investments
made toimplement ePassports issuance projects and achieve the
expectations created, ePassports issuing States must ensure that
the booklets produced are fully ICAO-compliant.

Those States uncertain about such compliance should contact
ICAQ immediately, as several have already done so, to find ways
of overcoming these problems.
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Inaddition, States issuing or intending to issue ePassports and/or
implementing automated checks on ePassports at border controls,
shouldjoin the ICAO PKD. They would benefit from an organized,
uncomplicated and secure system for sharing PKD-related
information and from Board members’expertise on these matters.

If you are uncertain about other compliance issues, we urge you to
seek out ICAQ assistance. This assistance is available, if requested
by the State, and can take different forms. Insome cases, depending
ontherequest, it canrequire the participation of the ICAQO Technical
Co-operation Bureau (TCB).

Some examples of assistance, among others, include:
Interpretation of specifications.
Organization of assessment missions on ePassport,
ID management and civil registries processes and systems.
Provision of quality assurance of ePassports booklets and systems.
Development of tender documents and specifications.
Procurement of equipment and systems on behalf of the State.
Implementation of ePassport projects.

For more information onhow to receive assistance from
ICAO, please contact Mauricio Siciliano, MRTD Officer,
at msiciliano@icao.int.
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SUNSET PROVISION FOR NON-MACHINE READABLE PASSPORTS

In order to accommodate those States issuing 10-year passports, Annex 9 also
contains a sunset provision requiring all non-Machine Readable Passports to expire
before 24 November 2015 (Standard 3.10.1). Because a large proportion of States are
now issuing Machine Readable Passports (MRPs), it is likely holders of passports that
are non-machine readable will find it increasingly difficult to travel internationally
after 2075.

Furthermore, as non-MRPs are more susceptible to document fraud, these passports
will come under closer scrutiny and their holders increasingly subject to secondary
examinations—greatly delaying entry into a country.

AnMRP holder is assured of quicker clearance at border control points because of
passportreaders and border control officers'increasing familiarity with MRPs. Also,

more visafree travel is now available in some parts of the world for MRP holders.

Source: FAL Manual, ICAO Doc 9957
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Back in 2006, when all the European Union (EU) member States were required
to start issuing ePassports according to European regulations and ICAO

Doc 9303 specifications, many people in Europe were asking this question:
Why are we spending such a lot of money on an electronic document that
nobody can read?

Carlos Gémez, R&D and Innovation Manager at Fabrica Nacional de Moneda
y Timbre, Real Casa de la Moneda, outlines the advantages of electronic
passports for Spanish citizens and the valuable lessons the Spanish
implementation experience can teach States.

By 2009, the first electronic document verifiers had been deployed to border
control facilities and the first Automated Border Control (ABC) systems, like
those implemented at the international airports of Madrid and Barcelona,
had beeninstalled. With the installation of these systems, there were two
advantages to an ePassport for Spanish citizens. First, the ABC systems
became asimple, fast and convenient way to cross borders. Second, visas
were notrequired by certain countries thanks to multilateral agreements
among States like the Visa Waiver Program (USA), Schengen (Europe),
Mercosur (South America), etc.

For States, the ePassportis one of the most secure identity or travel docu-
ments ever issued and this represents a number of important advantages.

The production and issuance of ePassports can be accomplished in a very
secure way thanks to the chip's cryptographic capabilities. In addition,
verification at border controls is more reliable thanks to biometrics integrated
as part of the chip’s contents and authentication of digital signatures and
certificates by issuing States.

The first lesson we learned from our experience is that States should start
by establishing an ePassport production and issuance programme. However,
for this programme to succeed, States must first guarantee the security and
authenticity of the breeder documents needed to issue an ePassport.

In Spain, the Civil Registry was created in 1870 and of fers free services for
registration of births, marriages, deaths or changes in names or surnames.
Certification services are also available, of which the most important is the
issuance of the ‘verbatim birth certificate’ This certificate is the only breeder
document valid for the issuance of a citizen's first Spanish ID card (Documento
nacional de identidad or DNI), which is mandatory at the age of 14 for every
Spanish citizen.

The DNI has beenregulated by law since 1944 and is the only breeder document
valid for issuance of a Spanish ePassport. Both the DNl and the ePassport are
issued in Spain by the same authority: the Spanish Police, an organization under
the authority of the Ministry of Interior.
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IMPLEMENTATION

The second lesson we learned is establish an ePassport
issuance systembased on secure breeder documents issued
by trusted authorities.

DEFINITION OF ePASSPORT ACCORDING

TO ICAO STANDARDS

When States are developing an ePassport programme, special

attention must be paid to the definition of an ePassport

booklet, particularly as far as the following physical

characteristics are concerned:

= Format: The ePassport is comprised of a cover and a
minimum of eight pages, including the data page.

= Data page: The recommended practice is to locate the
data page on page 2 or on the second to last page of
the ePassport.

= Dimensions: As specified in ISO/IEC 7810 for the ID3 size
card, namely, 88 £ 0.75mm x 125 + 0.75 mm.

Averyimportant aspect is the layout of the data page,
which must be standardized, according to ICAO Doc 9303,
to facilitate reading of data either by visual or mechanical
means. States should also adhere as closely as possible to
these recommendations when defining the ePassport’s
physical characteristics, general layout of the data page
and security features.

Withregard to security features, it is advisable torefer to

the Supplement to Doc 9303. Appendix E contains an update

onsecurity Standards for ePassports. Some of the most

interesting security features, found in the majority of

ePassports being issued nowadays, are the following:

= Overprintings on the cover with invisible ultraviolet (UV) inks

= Intaglio printing in two or more colours, including latent
images, on the inside covers

= Microtexts inintaglio and offset printing

= Optically variable inks

= Multitone watermarks

= Invisible fibres with UV response, particularly multicolour
fibres with segments in different colours

= Guilloches in several colours with excellent register quality

= Images printed in offset using special security patterns

= Data personalization with invisible UV inks

= Booklet numbering by laser conical perforation

= Holographic film for data page protection

SECURITY FEATURES

Concerning security features, the lessons we learned are

the following:

= Select security features according to Doc 9303
recommendations.

= Use proven technology already in use in similar documents.

= Avoid the use of a single supplier’s proprietary technology.

= Source out more than one supplier.

= Carry out lab tests before approval of any material or
security feature.
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As for ePassport production, the set RFID chip and antenna must
beintegratedinto the booklet's construction. There are several
placement options, according to ICAO specifications. To some
extent, the choice of the integration option depends on the
technology selected for the data page construction. Nowadays,

Table 1: Palycarbonate Data Page

X -
v Impossible delamination Da.ta page andchipin
asingle component

v Lamination protects
background printings
and personalizationdata

X Weakness indata
page substitution

X Background printing
differs frominner pages'
background printing

v Holograms integrated X Portrait personalization
ininner layers inblack and white
X .
v Highdurability Veryexp.enSl.ve
personalization systems

X Difficult integration
of security features
insubstrate

X
v Waterresistant Neec f orexie
security features
X Forgery threats by adhesion
of personalized thin foils
X Micro-cracks around
chip location
there is anincreasing tendency towards the use of polycarbon-
ate, although most of the passports still use a data page based

onsecurity paper, including the Spanish ePassport, which has
the RFID chip and antenna integrated into the back cover.

v Datapersonalization takes
placeininner layers

v Possibility of engraving
datainrelief

When it came to selecting the technology for the data page
construction, the advantages and disadvantages of security
paper versus polycarbonate for the data page were takeninto
account. Tables 1and 2 list some of the topics given serious
consideration when selecting a specific technology for the
data page technology.

The Spanish experience in this regard leads to the following
recommendations:
= Carry out production and lab tests to determine the optimal
location for chip and antenna.
= Conduct research to determine whether polycarbonate or
security paper data pages are adequate for the ePassport.
= Use proven technology already in use in similar documents.
= Source out more than one supplier for the chip, inlays
and eCover.



Table 2: Paper Data Page

v Datapageandchipin . .
X
Datapage protectionrequired
X . —
v Harder data page substitution Expensive security fll_rns
for data page protection

v Background printingidentical | X Goodintegration of
toinner pages inlay isamust

v Portrait printed in colour X Insulating, stiffer covers

v Inkjet personalizationinks
penetrate into substrate

v Availability of several -

security features for
integrationin substrate

v Availability of personalization
systems based on UV inks

IMPLEMENTATION

When choosing a technology for the chip operating system

and the LDS application, we recommend:

= Use proven technology already in use in similar documents.

= Search for an operating system that can operate on at least
two different hardware platforms.

= Carry out electrical and functional lab tests for the chip,
antenna and operating system before product approval.

= Demand a security certification of the products.

= Control the life cycle of the operating system.

The last item on the previous list, control the life cycle of the
operating system, is particularly important, especially if, like
the Spanish decentralized issuance system, blank passport
booklets must be distributed to a number of issuing points.

INTEROPERABILITY OF ePASSPORT

When we talk about the interoperability of ePassports, we
usually think almost exclusively about its electronic components.
At the present time, dozens of countries have border controls
equipped with electronic document verifiers. Not only are these
verifiers capable of reading the RFID chip contents, they can

also capture several data page images taken with at least three
different light sources: visible, UV and infrared (IR). The portrait
of the holder or a pattern—for a subsequent pattern matching
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IMPLEMENTATION

process—canbe extracted from the visible image. The same
canbe done with the UV image, while an Optical Character
Recognition (OCR) process can be derived from the IR image.

Inorder to ensure ePassport interoperability as a whole,
the electronic component as well as the following
recommendations should be considered:
Apply the layout for data personalization as defined in
Doc 9303.
Keep the data page layout as simple as possible.
Use the page adjacent to the data page for optional data.
Make sure the format of OCR lines and chip contents are
codified correctly.
Verify the interoperability of the ePassport.

Spain has a decentralized issuance system for ePassports
operating under the responsibility of the Spanish Police. With
this decentralized system, citizens are able to obtain their
ePassports in about 20 minutes, which is very fast and very
convenient. However, we faced a lot of security challenges
regarding distribution of blank passports and the physical
and logical security of the ePassportissuing system itself.

When designing an ePassport issuance system, the Spanish
experience should be borne in mind:
Evaluate the feasibility of a centralized issuance system
versus a decentralized system.
Establish a scheme for protection of blank passports.
Verify the security and trustworthiness of breeder
documents at issuing time.
Control the security of the entire issuing process.

Set up security measures for personnelresponsible for issuance.

Assess the costs of the process.
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Spain established its Public Key Infrastructure (PKI) for
ePassport issuance in 2006 when the first Basic Access
Control (BAC) passports were issued. In 2009, on the occasion
of the issuance of Extended Access Control (EAC) passports,
asecond PKl was set up for verification of EU ePassports.

So far, Certificate Revocation Lists (CRLs) and key distribution
have been defined by bilateral agreements. However, since

11 July 2012, Spain has become the 32" Participant in the

ICAQ Public Key Directory (PKD).

The lessons we learned from our PKl and PKD experiences are
as follows:
Establish a PKl of ePassportissuance based on proven and
trusted technologies.
Start with the issuance of BAC ePassports.
Evaluate the necessity of implementing EAC and its
associated costs.
Distribute your keys.
Jointhe ICAQ PKD.

According to the recommendations and specifications of the
EU and ICAO, Spain succeeded in developing an ePassport and a
production and issuance system. Our final recommendations for
devising and developing a successful ePassport production and
issuance programme are:
Conduct a study on the present situation of your country’s
passportissuance system and draw up a thorough transition
plan for migrating to ePassports.
Follow the recommendations of Doc 9303.
Use proven technologies already in use in similar documents
from other countries.
Evaluate all the products and processes before approval.
Search for specialized support.

We hope States that have not yet established an ePassport
production and issuance programme will learn from our
experience. They should also take advantage of programmes
like the ICAQ Technical Co-operation Bureau and the MRTD
Programme (msiciliano@icao.int), which jointly provide
technical assistance to States. They can also learn from the
experiences of government agencies of other countries that
have implemented these kinds of programmes.



TECHNOLOGY

The Passive Authentication security scheme, defined in Document 9303,
protects the authenticity and integrity of electronic data that is stored
on a contactless integrated circuit chip. The technology supporting

this security scheme is the Public Key Infrastructure (PKI), which

plays a key role in the security of electronic Machine Readable Travel
Documents (eMRTDs).

Sharon Boeyen, Principal of Advanced Security at Entrust, explains that the
security benefits supported by PKI can only be achieved if the technology is
properly implemented and deployed by eMRTD issuing States and eMRTD
receiving States.

The PKl architecture specified for eMRTD application is arelatively simple
one compared to architectures used in typical multi-application PKls.

For example, the eMRTD uses the ‘direct’ trust model rather than the more
complex trust models typically used in widely distributed multi-application
environments, such as hierarchical, distributed and bridge trust models.
Theresult is simpler certificate structures that must be created by eMRTD
issuing States and much simpler validation processes that should be executed
by eMRTD receiving States.

Theresponsibilities of eMRTD issuing States and eMRTD receiving States are
outlined below.

eMRTD issuing States are responsible for operating PKl systems to issue
certificates and the Certificate Revocation Lists (CRLs). These systems are
known as Country Signing Certification Authorities (CSCAs). The systems

that generate digital signatures on electronic data and create the Document
Security Objects are Document Signers. Each issuing State has only one CSCA
but may have several Document Signers. The issuing State is responsible for
distribution of its certificates and CRLs to enable their use by eMRTD receiving
States—this trust is fundamental to the validation or proof of data integrity
and eMRTD authenticity. A typical eMRTD issuing State PKl architecture is
illustrated in Figure 1.

In public key technology, keys are generated in pairs: the private key and

the public key. The former must be kept private and securely protected.
Known only to its owner, it is used by that owner to perform operations

such as generating digital signatures. The corresponding public key can be
widely distributed and, in the case of digital signatures, is used by others to
verify the digital signatures the key owner generates with the private key. In
order to bind a specific key to a specific key owner, public keys are distributed
in the form of certificates. Certificates are signed by Certification Authorities
and contain critical information including the public key itself, the ‘subject’ or
owner of the key pair and additional information such as constraints on that
key's use.
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Figure 1: Issuing State PKI Architecture

Document
Signers

Certificates are issued to Document Signers as well as to
CSCAs. After certificates are issued, rare circumstances, such
as the compromise of the corresponding private key, can cause
them to be revoked. For thisreason, the CSCA also issues a
CRL, which identifies any certificates previously issued but
since revoked and therefore no longer trusted.

CSCA CERTIFICATES
Issuing States issue two types of CSCA certificates: self-
signed and self-issued certificates.

Self-signed certificates—commonly referred to as CSCA Root
certificates—are typically issued when anew CSCA begins
operation. However, optionally, new self-signed certificates
may also be issued when CSCA keys are replaced with newer
keys. The public key ina CSCA Root certificate verifies the
signature on that certificate.

Self-issued certificates—commonly referred to as CSCA Link
certificates—are issued when an existing CSCAreplaces

its keys with a new key pair. The public key contained in a
CSCA Link certificate is the CSCA's new public key, while

the CSCA's previous public key verifies the signature on

a CSCA Link certificate.
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The only difference between a CSCA Root certificate and a
CSCA Link certificate is the public key being certified. Figure 2
illustrates some of the key elements of CSCA certificates.

Inthe CSCA Root certificate, the public key being certified

is the one corresponding to the private key signing that
certificate. In the CSCA Link certificate, the certified public
key is anew replacement public key that corresponds to a new
private key, which the CSCA uses after issuance of the Link
certificate. All other content in the certificates are identical.

As CSCA certificates are all self-issued, the identity of the

certificate issuer and the certificate subject, that is, the owner
of the certified public key, is identical.

Figure 2: CSCA Certificates

Canada CSCA Canada CSCA
Canada CSCA Canada CSCA

Key Usage Certificate & Kev Usage Certificate &
e CRLsigning yHsag CRL signing

Certificate CanadaCSCA Certificate Canada CSCA
Signed By Private Key1 Signed By Private Key1

Certificate pically

Validity Syears

Private Key Typically Private Key Typically
Use Period 3-5years Use Period 3-5years

e | 000 Wee [
CSCA Root Certificate CSCA Link Certificate

The key usage element in CSCA certificates restricts use of
the certified public key. These keys can ONLY be used to verify
digital signatures on public key certificates and CRLS.

Certificate Typically
Validity 10-15years

Itisimportant to note that CSCA private keys typically have a
three-to five-year usage period. The corresponding public key
certificate must remain valid until all eMRTDs signed during
that period have expired. Typical validity periods for CSCA
certificates are 10-15 years. As aresult, although a CSCA has
only one valid private key at a time, there can be several valid
public key certificates for that same CSCA at the same time.

DOCUMENT SIGNER CERTIFICATES

Figure 3illustrates some of the key elements of Document
Signer (DS) certificates. The issuer is the CSCA that issued
the certificate and the identity of the Document Signer whose
public key is contained in the certificate is the subject.

As with CSCA certificates, the key usage element restricts use
of the certified public key. Document Signer public keys can
ONLY be used to verify digital signatures. The document type



Figure 3: Bocument Signer Certificate

Canada CSCA
CanadaDocument Signer1
Key Usage Digital Signature
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Canada CSCAKey1

Certificate Signed By
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further constrains use of the certified public key to a specific
document type. Inthe Figure 3 example, that document type
is passports.

Document Signer private keys typically have a one- to three-
month usage period. However, the corresponding public key
certificate must remain valid until all eMRTDs signed during
that usage period have expired. Similar to CSCA certificates,
typical validity periods for DS certificates are 10-15 years. As a
result, although a Document Signer has only one valid private
key at a time, there will typically be numerous valid public key
certificates for that same Document Signer at the same time.

Each CSCAissues a CRL on aregular basis—at least every
90 days. The CRL includes anidentifier for each certificate
issued by the CSCA and subsequently revoked. Revocations
arerare but if one does occur itis important to publish

this information quickly to alert certificate users, such as
Inspection Systems at border control points. If arevocation

INNC
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occurs, a CRL canbe issued immediately rather than waiting
until the next regularly scheduled interval.

Revoked certificates, which are identified in the CRL by their
certificate serial numbers, must remain on all subsequent CRLs
issued by that CSCA until its own certificate validity period

has expired.

A CSCA must continue to issue regular CRLs, even though no
certificates have beenrevoked and the CRL therefore contains
an empty list. CSCAs must issue a single CRL that covers all DS
and CSCA certificates as partitioned CRLs are not supported
in the eMRTD PKI.

CSCAs must digitally sign each CRL with the CSCA private key
current at the time the CRL is created, even though that CRL
may contain revocation notices for certificates signed with
earlier CSCA private keys. CRLs cannot be signed with old
private keys that have exceeded their stated usage period.

To facilitate verification of signatures on eMRTD data by
Inspection Systems in all States, CSCA certificates (Root
and Link), DS certificates and CRLs must all be distributed
globally. Figure 4 summarizes their primary and secondary
distribution channels.

There are three primary distribution channels:
Bilateral out-of-band exchange between States
ICAQ Public Key Directory (PKD)
eMRTD integrated circuit chip

The primary distribution channel for CSCA certificates is
bilateral out-of-band exchange with other States using
mechanisms such as diplomatic courier, publication on the
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CSCA website, etc. A secondary distribution channel for
these certificates, the Master List, is now specified by
ICAO in TR: CSCA Countersigning and Master List Issuance
(Version 1.0, 23 June 2009).

The PKD is the primary distribution channel for aMaster List,
which contains a list of CSCA certificates the Master List
issuer approves for its own local use after conducting an
analysis. Master Lists are digitally signed by their issuers so
thatusers of the lists can authenticate the issuer and verify
the integrity of the signed data. Although Master Lists
facilitate the task of obtaining CSCA certificates, users of
these lists should perform their own analysis before allowing
the downloaded certificates to be trusted within their own
environments. Issuing States may also decide to publish
Master Lists through other channels, such as the Master List
issuer's CSCA website.

The primary distribution channel for DS certificates is the
eMRTD chip. The PKD remains a secondary distribution scheme
for these certificates and is particularly useful for earlier
eMRTDs without certificates on chips.

For CRLs, the primary distribution scheme is bilateral
exchange directly between States with the PKD its secondary
distribution channel.

Figure 4: Distribution Schemes

CSCA | Master | Document
Certificates Lists '8
Certificates

Primary eMRTDchip | Bilateral

eMRTD receiving States are responsible for establishing
and managing trust relationships with eMRTD issuing States
and managing Inspection Systems performing validation and
signature verification operations of eMRTD data. Included
in that is responsibility for locating and downloading all
necessary certificates and CRLs and managing the set

of trust anchors for the issuing States with which a trust
relationship has been established.

Border control facilities must establish trust in the electronic
data stored on the eMRTD chip so that visitors from foreign
States as well as a State's citizens returning from abroad can
be processed efficiently and effectively.

Establishment of trust has four phases:
Initial trust establishment
PKl validation
Signature verification
Physical comparison
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Initial trust establishment is a manual process that should be
conducted well in advance of border control using the elec-
tronic security features of eMRTDs from a given foreign State.
Whether or not to establish electronic trust with another State
for verifying and validating its eMRTDs is a policy decision, not a
technical one. Before such a decision is reached, however, PKI
and non-PKl aspects of the foreign State’s operations need to be
analyzed. PKl related aspects include, for example, assessing the
security, reliability and Standards compliance of that State's
CSCA and DS systems. Non-PKl aspects include analysis of any
existing trust relationship with that foreign State as well as
analysis of its policies and procedures for all aspects of the
eMRTD issuance process, for example, its policy for verification
of evidence of identity documentation.

Establishing trust in the electronic aspects of a foreign State's
eMRTDs is of little value if the non-electronic aspects of those
eMRTDs cannot be trusted.

Successful PKl validation ensures the Document Signer’s
public key, obtained from the DS certificate, is a valid public
key that can be used to verify the Document Signer’s signature
created with the corresponding private key on the electronic
datastored onthe eMRTD chip.

With centrally managed advance planning, PKl validation can
be an automated process at inspection time. The advance
planning includes:
Managing the trust relationships with foreign States.
Identifying, locating and downloading the set of CSCA
certificates, DS certificates and current CRL for each
currently trusted State.
Verifying and validating each downloaded object.
Configuring and updating, on aregular basis, a set of Inspection
Systems with the verified data so those systems can verify
DS signatures on eMRTD electronic data.



In the automated process, the DS certificate is retrieved from
the eMRTD chip—the CSCA public key to verify its signature
has already been configured as a trust anchor on the Inspection
System. The PKl path validation algorithm, specified in Internet
X.509 Public Key Infrastructure Certificate and Certificate
Revocation List Profile, is performed to validate the

DS certificate and check the certificate is currently valid,

was issued by the correct CSCA and has not been revoked.

Although, in most cases, the DS certificate in question
is available directly from the eMRTD chip, downloading
DS certificates in advance avoids searching for them at
inspection time should they not be present on the chip.

Verification of the Document Signer's digital signature on

the electronic eMRTD datais an automated process that
involves two cryptographic operations. One operation uses

the Document Signer's public key to verify the digital signature.
The other creates a digital hash of the data and compares it
with the digital hash stored in the Document Security Object

at personalization time. Successful signature verification
ensures the electronic eMRTD data stored on the chip was
signed by a valid Document Signer and unaltered.

TECHNOLOGY

The final phase, physical comparison, is amanual process.
Although Passive Authentication, through its use of PKI,
verifies the authenticity and integrity of the electronic data,
it does not detect copied/substituted chips. Therefore, the
electronic data mustbe compared to the printed data page
to ensure the electronic data corresponds to the printed
data onthe eMRTD containing the chip.

PKl plays amajor role in eMRTD security as a technology
that supports policy-based trust decisions. In order for
the benefits of PKl to be realized, both eMRTD issuing
States and eMRTD receiving States must implement the
necessary systems and policies to facilitate the electronic
processes at both ends. Issuing States must implement
reliable, secure and compliant systems, including CSCA,
Document Signer and personalization systems as well as
high quality processes and procedures for the complete
issuance process. Receiving States must establish initial
trust with issuing States through manual processes
supported with PKI technology. Once initial trust is
established, automated PKl validation and signature
verification can extend that trust to individual eMRTDs.
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MRTD AND BORDER
CONTROL NEWS

Netherlands

New eGates deployed in March at Amsterdam Airport
Schiphol rely on facial recognition technology that
compares the capturedimage to the passenger'’s
ePassport photo. More than100,000 passengers
were processed in the first two months of operation.

United States

Face recognitionis being deployed in US

airports to automate immigration processes,

improve surveillance, security and seamless

passenger travel and collect statistical France

information on passenger movements. Ajointeffort between SITA, Orange,
BlackBerry and Toulouse-Blagnac
Airport is testing SIM-based Near Field
Communication (NFC) so passengers can
use mobile phones to pass through the

airport’s checkpoints, controls and gates.
El Salvador

A gap assessment mission was completed

5-8 June. The OAS/CICTE and ICAO joint project,
Capacity Building in Travel Document Security
and ldentity Management in the Americas,

was funded by the Government of Canada.

Republic of South Africa

The Department of Home Affairs
announced a new plan for its smart
card-based national identity system
that will eventually replace the current
civic and immigration systems.

:



European Union

To improve the safety of children while travelling abroad, new EU regulations require
all children to travel with their own passports. Children of EU nationals can no longer
add their names to their parents’passports.

Republic of Latvia
Latviais settingup anew infrastructure for issuance and verification of electronic
ID documents. The newly established systemis based on secunet’s elD PKI Suite.

Moldova

Atwo-day workshop organized by the
Organization for Security and Co-operation
in Europe (OSCE) promoted the benefits of
participating in the ICAO PKD.

United Arab Emirates
New passport and biometrics technology installed at Dubai International Airport is catching increasing
numbers of people trying to enter the country with fake ID documents, reports the Gulf News.

India
India's Ministry of
External Affairs is
issuing ePassports
East Africa toits citizens.
Civil aviation authorities from
East African (EA) member States
want implementation of a single
EApassport and asingle EAC visa
toreduce barriers at entry points
and ease movement of citizens.
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With the silicon chip reshaping border controls and travel documents,
Document 9303 needs to be incorporated with the latest technologies
and solutions to comply with ICAO MRTD Standards and specifications.

The new edition of Doc 9303 is expected to be published in the second half of
2013. Tom Kinneging, Senior Expert of Standardization at Morpho B.V., and the
convenor of ISO/IEC JTC1 SC17 WG3, the ISO Working Group supporting ICAO
in the standardization of Machine Readable Travel Documents, provides the
background on the origins of Doc 9303 and the rationale for its new structure.

Since 1980, ICAO has been mandated under the 1944 Convention on International
Civil Aviation to maintain and promote Standards and Recommended Practices
(SARPs) related to the issuance of Machine Readable Travel Documents (MRTDs),
as outlined in the Convention's Annex 9 and ICAO Document 9303. The reference
document for these Standards first started out as guidelines for issuing
passports and visa cards but it has since developed into a three-part Standard
for MRTDs.

The physical specifications of travel documents differ significantly between
passport books and cards, however, electronic specifications for chips, biometric
use and cryptographic security are almost identical. Consequently, identical
contents have beenissued in separate Parts of Doc 9303. Not only has the
chip-related information been duplicated, but also general information like

three letter country codes, transliteration tables and OCRB typeface infor-
mation have been published more than once in all three Parts.

Inaddition, as the three Parts of Doc 9303 have different issue dates, changes
and updates may or may not have been incorporated at the time of their individual
releases. Therefore, the information cannot be considered ‘duplicate’but‘more
or less duplicate’. As aresult, maintaining the three Parts and ensuring the
specifications are consistent is a complex time consuming undertaking.

New releases of Doc 9303 are usually drafted and published every five years.

In the interim, new specifications are published in Technical Reports, which are
effectively part of the Standard and envisaged to be incorporated into the next
edition of Doc 9303. At the moment, six Technical Reports are ‘waiting’ to become
part of a new edition of Doc 9303.

With the introduction of chip technology in travel documents, ICAQO established
amechanism to address the vast range of issues border and airport authorities
would encounter once this new technology was implemented. As aresult,

the Supplement to Doc 9303 was created to provide guidance, advice, updates
and clarifications to MRTDs and a systematic continuing forum in which

views are recorded and shared, issues raised and addressed and clarifications
communicated. It contains any matters that must be urgently distributed and
cannot wait for publication of a Technical Report or the next release of Doc 9303.
Since 2004, 11 releases of the Supplement have been published.
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issue the information in a comprehensive way.

Since December 2009, ICAO issues Doc 9303 electronically in
PDF format. This new approach allows the user to download the
complete Standard or Parts of it, free of charge. The electronic
format opens up aworld of opportunities to improve both its
maintainability as well as its readability through a new more
efficient format.
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RE-STRUCTURING PROJECT

Atits 20" meeting in September 2011, the TAG/MRTD endorsed
the Working Paper to re-structure Doc 9303 and incorporate the
six Technical Reports and the Supplement. An editorial group
was formed and work on the project commenced.

In designing this new structure, improved readability and
maintainability are the key goals of the editorial group and
the following principles are being taken into account:

1. Physical and electronic specifications will appear in the
Standard only once.

2.Doc 9303 will consist of a single set of specifications for td1,
td2 and ID3 size documents comprised of various PDF files in
which general—applicable to all MRTDs—as well as MRTD
type specific specifications are grouped.

3. For each MRTD type, clear references will be made to help
users access the relevant subset of specifications applicable
for that type.
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Travel Documents

Inthe first phase of the project, these principles led to

anew design of Doc 9303, consisting of 12 Parts that

organize Doc 9303 in a different way but do not change

the specifications:
Part1, Introduction
Part 2, Specifications for the Security of the Design,
Manufacture and Issuance of MRTDs
Part 3, Specifications Common to All MRTDs
Part 4, Specifications Specific to td3 size MRTDs,
Machine Readable Passports
Part 5, Specifications Specific to td1 size MRTDs,
Machine Readable Official Travel Documents
Part 6, Specifications Specific to td2 size MRTDs,
Machine Readable Official Travel Documents
Part 7, Specifications Specific to Machine Readable Visas
Part 8, Specifications Specific to Emergency Travel Documents
Part 9, Deployment of Biometric Identification and Electronic
Storage of Data in MRTDs
Part 10, Logical Data Structure for Storage of Biometrics and
Other Data in Contactless IC
Part 11, Security Protocols
Part 12, Public Key Infrastructure for Machine Readable
Travel Documents

This structure offers the user the ability to select only the Parts
relevant for a specific MRTD form factor. For example, ePassport
specifications will typically consist of Parts1,2,3, 4,9,10,11and
12 (refer to the sidebar, ePASSPORT BOOK). Within that selection,
developers would be interested in specific parts, that is, a PKI
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developer on an ePassport project would focus on Part 12
whereas a graphic designer would be interested inParts 2, 3and 4.
Onthe other hand, a td1 card project without any chip technology
wouldrely onParts1,2,3and 5 (refer to the sidebar, NON-CHIP

td1 CARD).

The second phase of the project consists of incorporating the
more than145issues addressed in the Supplement. The mere
fact these issues are contained in the Supplement indicates

Doc 9303 is unclear or ambiguous on various subjects and
therefore canbe improved. Each issue will be evaluated in
relation to the relevant descriptions in the Standard and, where
useful, the text in Doc 9303 will be adapted. In accordance with
the Supplement’s intent, the nature of this activity will be to
clarify, not change, the existing specifications. In the third phase,
the Technical Reports will be incorporated into the Standard.

The project is on schedule and the timetable is as follows:
Design of the new structure: Quarter 4 2011
Finalization of the re-structuring: Quarter 32012
Incorporation of the Supplement: Quarter 4 2012
Incorporation of the Technical Reports: Quarter 22013
Editing, translation and publication: Quarter 4 2013 / Quarter 12014

The result will be a newly structured Doc 9303, 7t edition,
published electronically by ICAO, which will outline the latest
technologies and solutions for MRTDs in a streamlined more
user-friendly format.



ICAO PKD

The ICAO Public Key Directory (PKD) was established to promote a globally interoperable
ePassport validation scheme for electronic travel documents in support of ICAQ’s
strategic objectives to improve aviation security and the efficiency of civil aviation.

The PKD is maintained by ICAQ on behalf of PKD Participants in order to facilitate

the validation of data in electronic Machine Readable Travel Documents (eMRTDs).

Eckart Brauer, Senior Officer of the German Ministry of the Interior, who chaired the
PKD Board from May 2008 to May 2012, provides insight on the issues and challenges
he experienced during his four-year term.

Eckart Brauer: | handed over the position with mixed feelings. On the one hand, I was
tempted to continue the successful work given the support of the PKD Board. On
the other hand, there was no better time to renounce my candidacy as, with all the
substantive PKD issues resolved, the new Chair could adjust to the position.

Inthe end, the latter choice prevailed.
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My predecessor established the PKD Board from scratch within
one year—a challenging enough task. Therefore, it was not
surprising that | found a number of unresolved issues on my desk
when I startedin 2008. | will highlight just a few. In my opinion, it
could not be taken for granted the PKD would become a success
as it was still lacking an operational contract between ICAO and
the PKD Operator. As a consequence, there was no clarity about
the fees for participation in the PKD. In addition, the PKD contents
did not yet cover the entire ePassport certificate chain as the
Master Lists of CSCA Certificates were not yet implemented.

The next issue was that other forums for exchanging cryptographic
material to validate ePassports nurtured the myth that bilateral
exchanges would be sufficient. Also, the role of the PKD Board
required improvement in terms of decision making regarding
documentation and follow up. These issues and others caused a lot
of doubts about the PKD. Inanutshell: there was little attraction to
participate init. But within four years, the PKD Board and | reversed
the situation completely. We resolved the initial drawbacks and
today there are no further criticisms of which | am aware.

Some important milestones included reducing the one-time

PKD Registration Fee from US $85,000 to US $56,000. In
addition, with growing PKD participation, the shared burden
principle for the ICAQO part of the Annual Fee has led to decreasing
fees. Anoperational contract as of 2009 and its extension as

of 2012 guaranteed a smooth continuation of PKD services for
allPKD Participants so they can easily prepare for automated
PKD use. With the implementation of a procedure to handle
non-standard conformant PKD contents, the PKD has evolved into
the implemented operational reference for ICAO Document 9303
that ensures worldwide interoperability despite national
circumstances that seemtoresist it. With the Master Lists,

today the PKD covers 50 ePassport issuing States.

Moreover, the PKD achieved political support from the G8, the
Organization for Security and Co-operation in Europe and the
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European Union. And there is a very attractive PKD logo that is
easily recognizable on the web and at international conference
presentations. All this became possible because of the thorough
and hardworking PKD Board. | once again thank all my colleagues
around the world for their sustained support. We can be proud of
what has been achieved.

Despite all these efforts, not everything is resolved and perfectly
satisfactory.ICAQ intends to place a tender for the PKD operational
contract as of 2015 because the existing contract cannot be
prolonged. The PKD Board must deliver substantive input for

this tender procedure. For the next two years, this will be the
mainissue. In addition, the current number of 32 PKD Participants
isimpressive—when | started as Chair there were only nine.
Butthereis still a serious gap in the number of ePassportissuing
States, whichis around 90 or 100. The present approach of
promoting the PKD with workshops, presentations and written
contributions to periodicals was sufficient toreach a critical mass
of PKD Participants, including a number of global players. However,
thereis stillno silver bullet to reach the many ePassport issuing
States that arereluctant to participate in the PKD.

Yes, | think so. The good news is ICAO announced that PKD
expenses would be covered by the ICAO budget in 2012. There
must be an ongoing commitment to further reduce the financial
burden of the PKD Participants, which will also facilitate
management of the PKD Board's budget. However, the legal
obligation to introduce ePassports and participate in the PKD is
of utmost importance. The next meeting of the ICAO Facilitation
Panel in October this year deals with that question and | hope the
outcome s theright one.

Allthose States that issue ePassports must be aware that an
ePassportis treated as a passport without a chip, if there isno
ability to validate the signature of the chip contents. This means
the ePassport does not provide added value, which was the
argument for its introduction. Therefore, the pertinent question
is:why are people forced to pay a small fortune for an ePassport
if nobody cares about the ‘e’ inside it? All States that issue
ePassports can participate in the PKD, though | admit the
regulation concerning national responsibility for the PKD

and the installation of a national permanent budget for

PKD expenses cannot be completed in one day.

| often hear that the fees for PKD participation are too high but|
believe that is more of an excuse. The financial burden is small
compared to a State making its own arrangements to exchange
ePassport certificates worldwide. It is also a myth that for PKD
participation national automated border controls are necessary.



The strongest argument for participation in the PKD is that
ePassport standard conformance is reached and maintained as
PKD Participants directly profit from the PKD Board's expertise.
To put it another way: Secure worldwide travel with an ePassport
is a successful facilitator in a global economy.

Itis not always easy to fully understand ICAO Document 9303,

the Technical Reports and the Supplement—given their extent

and complexity. As a consequence, there are implementation
‘deviations'that may be based on domestic, legal and technical
restrictions as well as different opinions concerning the options

or details missing from Document 9303. Insufficient experience

or expertise canalso play arole. Onaglobal scale regarding
ePassportbased travel and verification, some ePassports and their
respective signature verification certificates do not performas
expected or require specific treatment in order to allow automated
hassle free use. The PKD Board, in cooperation with ICAO and IS0,
implemented a set of PKD Upload Contents checks and error codes
so thatevery border control authority or any other user is fully
aware of the interoperability or security issues when downloading
certificates or Certificate Revocation Lists (CRLs) from the

PKD. You are invited to visit the PKD Board website for further
information: www.icao.int/Security/mrtd/Pages/icaoPKD.aspx

Yes. The operational contract foresees reducing the PKD Operator's
Annual Fee toaround US $30,000 when there are 31 PKD Participants.
Currently, the annual charge is US $43,000 for a full year of active
PKD use, including automated uploads and downloads. However, the
PKD Board and the PKD Operator are still resolving the details of this
reduction. But as we now have 32 PKD Participants, the reduction will

ICAO PKD

come sooner or later. | already mentioned the financial support we
have received from the ICAO budget. | expect an Annual Fee reduction
of about US $10,000 per PKD Participant per annum—should this
supportbecome permanent.

| am not afortune teller, but in the short-term or medium-term, it
will be mandatory to issue ePassports and participate in the PKD.
Furthermore, the PKD Board is in close cooperation with ICAO and
ISO to check how the so called Defect Lists can be implemented in
the PKD. Itis expected that this would significantly improve the
flexibility of non-conformance handling. What | do not expect is
that the PKD will manage access control certificates for ePassport
secondary biometrics like fingerprints. This would be a desirable
feature but anew PKD architecture and business model would be
required, which is too complex given the uneven distribution of
secondary biometrics use today. What | recommend is to keep the
PKD Board anindependent body. Inmy opinion, being subordinate
to the ICAQ Council or being integrated into ISO would not be
helpful. The PKD Board always acted quickly and was pragmatic.
This operational flexibility should be preserved.

Yes, for the time being. Nevertheless, | cannot rule out changes in
the future.

No, | do not think so. The PKD Board has plenty of qualified people
who can fill the position of Chair. The crucial point is that not all of
themreceive the required support from their home State to attribute
enough time to the work of the PKD Board. But so far the PKD Board
has always found someone who is willing to take on the responsibility.

;?m’a _

www regulaforenslcs.com

noE Sy EETE

LEADING SUPPLIER OF HARDWARE, SOFTWARE AND INFORMATION REFERENCE SYSTEMS
OF TRAVEL DOCUMENTS FOR BORDER CONTROL SOLUTIONS




CIVIL REGISTRIES

30

ICAD MRTD REPORT - ISSUE 3 2012

For some time, ICAO and ICAO member States have expressed concern about
weaknesses in civil registries and the quality and veracity of the basic identity, or
breeder, documents required to obtain a Machine Readable Travel Document (MRTD).
While these are valid concerns, there are much wider governance implications as well
as considerable social and economic consequences for millions of people around the
world who are barred from obtaining legal identity documents.

Mia Harbitz, Senior Registries Specialist at Inter-American Development Bank, takes
acloser look at the context in which civil registries function in order to find viable
solutions to a multifaceted problem.

Acivilregistry has two main responsibilities: the primary one is to establish the identity
of aperson—ideally at birth—and the secondary one is to inform a country’s national
statistical system of vital events, such as births and deaths, to generate vital statistics.
Vital statistics are indispensable for political decision-making processes and evidence-
based policy making.

The lack of breeder documents exacts considerable costs to both the individual and society
asawhole. The United Nations Development Programme (UNDP) calculates the Human
Development Index (HDI) yearly based on statistical reporting conducted by countries.

The HDI serves as a frame of reference for both social and economic development andis a
composite indicator, thatis, a comparative measure of life expectancy, literacy, education
and standards of living. The more developed the country, the higher the HDI.

The sameis true of birthregistration. Inmore developed countries, there may be less
concernabout national breeder documents given the universality of birth registration and
hence amorereliable process of establishing legal identity from birth. We understand
legal identity as a composite of biographic, biometric and attributed identifiers. The
combination makes the identity unique and the responsibility for safeguarding the data
lies with the identity provider or the civiland identification registry.

Having aname and a nationality are basic human rights. However, every year millions of
childrenare bornwithout their birth information being recorded. As aresult, they run the
risk of living their lives as‘ghost citizens' without access to benefits and constitutional
rights. Inturn, these citizens cannot obtain basic needs, such as health and educational
services, passports, drivers'licenses. In addition, they cannot vote, open bank accounts
or have access to formal employment and retirement benefits.

Countries are increasingly aware of this problem and are making efforts to improve the
civilregistry systems. Over the past decade, there have been many attempts to mitigate
under-registration and late registration, that is, birth registration that occurs after the
timeframe established in national legislation. Latin American and Caribbean countries
have committed toreducing the under-registrationrate to five per cent or less by 2015.

Obstacles for a timely birth registration can be found in both the demand and the supply
sides of the process. Commonreasons for parents not registering anewborninclude
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difficulties inaccessing the registry office because of distance or
seasonal weather conditions, poverty, cultural barriers, such as
language and customs, discrimination against single mothers
and the digital divide.

Civilregistries often suffer frominadequate government resources,
lack administrative capacity and maintain a limited institutional
presence. There are also cumbersome legal processes if the
registration does not adhere to certain parameters. Each country has
established amaximum timeframe for birthregistration—usually
30-45days after the birth of a child. If the birth registration takes
place after that date, a fee or a fine may be imposed and sometimes
theregistration process will require additional attestations by
witnesses. These procedures are cumbersome and are often
prohibitively expensive to persons with limited resources.

Childrenwhose identities are established in a timely manner with their
name, date of birth, place of birth and parents'names recorded are
muchmore likely to receive the recommended childhood vaccines and
get an education than those whose births have been unregistered.

There are severalreasons why universal birth registration and
the establishment of a legal, unique and secure identity for birth
areimportant to aninternational financial institution, such as the

Inter-American Development Bank (IDB). The bank’s mission is to
support economic and social development and measure progress in
member countries in which they invest. In order to do so, solid and
reliable statistical systems are necessary. The bank also has to
ensure the borrowed funds are used as established in the contracts
and, in the case of social programmes, that the funding and the
benefitsreach the intended individuals or target groups. Aneligible
beneficiary, however, cannot receive his or her due assistance
without a valid identity document.

To address the challenges of establishing secure identity manage-
ment systems, the IDB has supported borrowing member countries
for nearly a decade through studies, technical cooperation, suchas
donations and loans. The IDB is uniquely suited to promoting
multi-sector strategies by emphasizing evidence-based lines of
activities, measuring results, proactively sharing lessons learned
withmember countries and applying these lessons to new projects.
Amulti-disciplinary approach is required to combat under-
registration of births and ensure a legal and unique identity
forallcitizens and residents.

If birth registrationis not universal, it will be challenging to establish
alegalidentity for all. Toreach the goal of universal birth registration,
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systems linking the civil registry to different key stakeholders, such
as the Ministry of Health, the Ministry of Social Development (or
Affairs) and statistical and passport agencies, among others, need
tobeinplace.

The process toreachafully integrated electronic registry system,
however, must be staggered. For instance, working conditions in
many registry offices in Latin America and the Caribbean, inboth
urbanand rural areas, continue to be dismal. While the main office
in the capital may be automated, many of the offices around the
region stillrely on the handwritten, two-book system—one of these
booksis sent to the central civil registry office for storage at the
end of the year. Ideally the information is then entered into a central
database, but often the records are storedin less than ideal
conditions. Often, a citizen who wants to obtain a copy of his or her
birth or marriage certificate must know where the registration
originally took place as well as the year and date.

In countries where there is a push to automate the civil registry,

it seems little forethought has gone into developing acommon
architecture to ensure interface with other relevant agencies.
Agrave concernis that the public sector often lacks the resources
toretain qualified Information Technology personnel and the result
appears to be vendor-driven modernization solutions. This leads
todoubts interms of sustainability of the system, sovereignty of
the dataand security of the information.

The unfortunate reality is, inmany developing countries, civil
registries arerestricted by a lack of adequate resources and
institutional and administrative constraints. Theresult is thatbirth
registrationrecords are incomplete, inimperfect condition, error-
ridden or are characterized by a combination of all three factors.

More attention must be paid to the role of the civil registry as the
primary source of vital statistics and its importance for governance.
Countries with higher under-registrationrates have less reliable
demographic and statistical information about their citizens and
residents and runthe risk of under- or over-dimensioning public
policies and programmes. Take, for example, the issue of how many
childhood vaccines are needed for a particular vaccination campaign.
Toomany vaccines may signify a considerable extra cost to the
government and too few may signify under coverage of a crucial
vaccine. When birth and death registrations are not universal and/or
late, the vital statistics are flawed in the best of cases and downright
wronginthe worst of cases.

Furthermore, 10 of the indicators used to monitor the progress of the
United Nations Millennium Declaration are linked to information
originatingin the civil registry. For example, one of the goals of the
Millennium Declarationis universal education. If a country’s Minister
of Education does not know how many children were borninany given
year, anumber which originates in the civil registry, itis impossible to
correctly planfor the number of required classrooms and teachers.
Furthermore, many countries require abirth certificate as proof



of identity to allow childreninto school in the first place. Without this document, they are
oftenrefused entry and effectively excluded from access to public education.

Childrenwho are bornin hospitals stand a better chance of being enrolled in the civil
registry, while children born at home are at a greater risk of remaining undocumented
because of the distance to civil registry offices and the direct and indirect costs associated
with enrolment. Inthese cases, it is particularly important to establish the identity of the
person, or persons, who want to register the child. Unfortunately, in many developing
countries illegal adoptions and trafficking of children abound and those with malicious
intentions exploit weaknesses in the civil registry systems.

If countries are going to be ina position to emit MRTDs based on verifiable and reliable
breeder documents, civilregistries need to be strengthened and upgraded to provide the
services they areresponsible, by law, to deliver to citizens and residents. It is necessary to
link civil registration with civilidentification processes, that is, the recording of biometric
and attributes, and update or, insome cases, create legislation to protect personal data.

Many countries push for an electronic government, but in order for this to be effective and
accessible for all, itis necessary to establish secure identities for clients. The digital divide
continues to be aconcern—given the relatively low Internet penetrationrate in developing
countries. Amore creative—and secure—way would be using mobile phones in civil registration
and identification processes to establish a legal and unique identity in order to produce safer
breeder documents and, in turn, improve the veracity of the identity behind every MRTD.
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Readers of the MRTD Report are all too familiar with the panoply of travel documents:
ordinary passports, diplomatic and service passports, alien passports, identity cards
and even emergency travel documents. They may be less familiar with travel documents
for refugees and stateless persons known as Convention Travel Documents (CTDs).

Alexander Beck, Senior Legal Officer in the Division of International Protection at the
United Nations High Commissioner for Refugees, provides an overview of the historical
development of travel documents for refugees and stateless persons—from the
Nansen Passport to electronic Machine Readable Convention Travel Documents
(eMRCTDs).

Normally, persons with one or more nationalities can request a national passport

from the designated issuing authorities whether they reside in their country of origin

or abroad. Inthe latter case, embassies or consulates canusually issue passports. By
definition, refugees have awell-founded fear of being persecuted as they are outside the
country of their nationality and unable or unwilling to avail themselves of that country’s
protection (Article1of the 1951 Refugee Convention). In other words, because of a serious
rupture between the citizen and his/her country of origin, refugees cannot be expected
to approach the authorities of their country of origin to request a passport. Even more
obvious is the case of stateless persons who are not considered nationals by any State
under its laws (Article 1of the 1954 Statelessness Convention) and hence are unable to
obtainanational passport.

Inshort, refugees and stateless persons have no country to turn to in order to obtain
anational passport. However, travel documents may be crucial for them to secure better
protection, to reunite with family members, to access adequate medical treatment,
education, employment or to benefit fromresettlement. This is not anew phenomenon.
Two converging historical developments, namely, the growing importance of passports
since the early part of the 20*" century and a number of—what we would call today—inter-
national or non-international armed conflicts producing large numbers of refugees and
stateless persons called for aninternational response in the years after the First World War.

In1921, Dr. Fridtjof Nansen, the Norwegian explorer and the League of Nations'first

High Commissioner for Refugees, was tasked to find solutions for the massive outflow
of Russian refugees following the Russian Revolution. For most of them, returnand
repatriation to Russiawas prohibited following a1921 Russian decree. This decree
revoked Soviet citizenship for those who had resided abroad for more than five years and
for those who had left Russia after November 1917 without permission. It was estimated
that approximately 200,000 Russian refugees were in dire circumstances. With no valid
passports, they had difficulty working in the country of first refuge and/or could not
move to another country in search of protection.

InJuly1922, the League of Nations convened an intergovernmental conference, which
adopted the ‘Arrangement with regard to the Issue of Certificates of Identity to Russian
Refugees' It was the birth of the Nansen Passport. Because of its immediate success, the
Nansen Passport systemwas extended to Armenians in 1924 following the Greco-Turkish
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During the subsequent German

refugee crisis, more specific

agreements onrefugees from
Germany (1936) as well as the Saarland (1935), Austria (1938) and
Czechoslovakia (1939) were negotiated, each providing for the
issuance of identity certificates. The Nansen Passport system
hadbecome astandard feature of international efforts to protect
refugees. After the Second World War, the ‘Agreement Relating
totheIssue of a Travel Document to Refugees who are the Concern
of the Intergovernmental Committee on Refugees'0f1946
introduced the first travel document for refugees inbook form.
The provisions of this agreement largely determined what became
the Schedule and Specimen to the 1951 Refugee Conventionand
the 1954 Statelessness Convention.

The original Nansen Passport consisted of a single sheet of paper.
It was issued annually by the authorities of host countries and
extended as required. It certified the status of the holder and
grantedrights (generally as ‘other aliens') in the host country and
freedom of international travel to other countries that acceptedit.
There was animportant shortcoming however. The grant of the
certificate did not in any way imply the refugee’s right toreturn

to the State in which he/she had obtained the certificate without
the special authorization of that State. The problem was quickly
recognized and the 1926 ‘Arrangement Relating to the Issue of
Identity Certificates to Russian and Armenian Refugees'approved
the principle of affixing return visas onidentity certificates for
refugees in order to facilitate their freedom of movement. This was
animportantamendment as many States were reluctant to admit
refugees who they could not send back to their first host country
if their stay became undesirable.

The'ldentity Certificate for Refugees Coming from Germany'was
alsoissued onasingle sheet of paper. The accompanying text stated:
The present certificate is issued for the sole purpose of providing
refugees from Germany with identity papers to take the place
of apassport. Itis without prejudice to and inno way affects the
holder's nationality. On the expiration of its validity, the present
certificate must be returned to the issuing authority. (... Failing
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express provision to the contrary, the present certificate entitles
its holder toreturn to the country by which it was issued during
the period for whichitis valid. It shall cease to be valid if the holder
enters German territory.

As mentioned above, the Intergovernmental Conference onthe
Adoption of a Travel Document for Refugees held in London, 8-15
October1946, marked an important shift in the history of travel
documents for refugees. Besides the Agreement of 150ctober 1946,
the Conference, considering it highly desirable to achieve complete
uniformity in the system of travel documents for refugees,
recommended that all appropriate steps be taken to ensure the
adoption of one single travel document for all refugees.

The Specimen travel document clarified that the document would be
inbooklet form (approximately 15cm x 10 cm) and total 32 pages. On
the top left side of the cover, there were two diagonal black stripes
and thetitle,Travel Document (Agreement of 15" October1946). A
photograph of the holder and the stamp of the issuing authority were
tobeinserted. Children accompanying the holder could be mentioned
and there was space for extensions and visas.

The1951Refugee Convention combines and consolidates the earlier
Refugee Conventions and the 1946 Agreement on travel documents.
While it did notintroduce an entirely new travel document regime—
the provisions of the 1946 Agreement were almost literally
transposed into the Schedule to the Convention andits Specimen—
itbroadened the scope of application to all categories of refugees.
Limited to events occurringbefore 1951, the 1951 Refugee Convention
eventually became the modernrefugee protectioninstrument with
the adoption of the 1967 Protocol relating to the Status of Refugees.

More of anovelty was the adoption of the first universal instrument
specifically dealingwith the status of stateless persons, the 1954
Statelessness Convention, complemented in1961by a Conventionon
the Reduction of Statelessness. The travel document regime of the
1954 Conventionis essentially the same as for refugees. Just as
refugees, stateless persons have aright toa CTD with virtually
identical features as the CTD for refugees.

Compared with the earlier instruments, the 1951 and 1954 Conventions
had much more success among States. The Refugee Conventionis
close to being universally recognized. Some elements are also
customary international law. The CTD regime, as developed in1946
withits international legal basis inthe 1951and 1954 Conventions,

has proventobe solid and long lasting. This does not mean there

were, or are, no problems and difficulties.

In1950, the United Nations General Assembly established the Office
of the United Nations High Commissioner for Refugees to provide
international protection torefugees and seek durable solutions for
them.UNHCR is also responsible for supervising the implementation
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of international instruments for the protection of refugees and
stateless persons, including the provisions on travel documents.

Starting in the 1960s and 1970s and continuing until today,

certain States do not make the necessary technical and
administrative arrangements to enable the issuance of CTDs.
Moreover, some States have not even set up formal procedures
for determining refugee status, which causes entitlement
problems. Based on its mandate, UNHCR started assisting
States toremedy bothissues. Firstly, it sometimes carries out
status determinationitself—based on agreements with host
governments—and, secondly, it printed and provided governments
withblank CTD booklets in different languages that governments
could personalize and issue. Initially the intention was for UNHCR
toassist those States, particularly in the developing world, which
had recently become parties to the Convention and/or Protocol.
However, this practice persists even today inmore than

40 countries.

Inthe 1970s and1980s, the Executive Committee of the High
Commissioner’s Programme considered the issue of CTDs and, on
two occasions, urged all States parties to the 1951 Convention and/or
the 1967 Protocol to take appropriate legislative or administrative
measures toissue to all refugees, lawfully stayingin their territory
andwho wish to travel, travel documents as provided for in the

1951 Convention (Article 28, Schedule and Annex). It also expressed
appreciation for the various types of assistance the High
Commissioner provides governments with respect to the

issue of travel documents for refugees.

Apositive consequence of UNHCR's assistance to States in providing
the blank booklets was the model character this version of the

CTD gained. Atanearly stage in the activities of UNHCR, it was thus
concluded that the CTD would be as uniform as possible—not only
asregards the text, whichis prescribed in the Annex, but also with
respect to colour, type of cover, format and printing.
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For this purpose, UNHCR, in consultation with governments,
produced amodel document in booklet form with a blue cover
and two black diagonal stripes that resembled the Specimen of
the 1951 Convention (and the earlier 1946 Agreement). The High
Commissioner's Advisory Committee on Refugees (predecessor
to the present Executive Committee) recommended that
governments issue their CTD in conformity with the model
prepared by UNHCR. The majority of States, whichissue the
document, have adopted this model with the result that the blue
CTD has become universally known and accepted even by non-
Contracting Parties to the Conventions. No blank CTD booklets
for stateless persons were produced.

While the challenge of fullimplementation persists, the latest
challenge to the CTD regime is the development of international
Standards for Machine Readable Travel Documents (MRTDs) by
ICAO.On the one hand, this development furthers the aimof a
uniform CTD because of increased security Standards and mutual
recognition and trust that ultimately helps the ability of refugees
and stateless persons to travel. On the other hand, it highlights the
implementation problem—for decades remedied by the provision of
blank books by UNHCR to certain countries. However, this stop-gap
practice will necessarily come to an end as the November 2015
deadline approaches.

Anumber of States have introduced MRCTDs for refugees and some
of themhave even moved or are in the process of moving to biometric
CTDs(eMRCTDs), even though this is not required by ICAO. However,
more than 80 of the 148 Contracting Parties to the 1951 Refugee
Convention and/or the 1967 Protocol do not produce and issue their
own CTD—let alone MRCTD. Therefore, insofar as countries of
destination or transit no longer recognize non-machine readable
CTDs after November 2015, refugees hosted by these countries

risk being deprived of their right to travel. With regard to stateless
persons, the situation is not much better with 40 Contracting States
of the1954 Convention not issuing CTDs.

To close this important implementationgap, all the stakeholders
involved, that is, the Contracting Parties, UNHCR, ICAO, other relevant
international and regional organizations and vendors from the private
sector will need to assume their respective roles and responsibilities.

The Nansen Passport, namely the CTDs, is one of the most formidable
inventions and achievements in the history of international protection
of refugees and stateless persons. The move to MRCTDs or even
eMRCTDs should strengthen, not weaken, its accessibility and value
for the individuals who need them.

For the past few years, UNHCR has worked with ICAQ, in particular,
withits Implementation and Capacity Building Working Group
(ICBWG) of the TAG/MRTD to find solutions to these implementation
gaps. One concrete outcome of this cooperationis a forthcoming
Guide onMRCTDs.
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